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Trademarks
Tektronix, the Tektronix logo, and Sentry are trademarks of Tektronix, Inc.

Contacting Tektronix
Tektronix, Inc.

14150 SW Karl Braun Drive
P.O. Box 500

Beaverton, OR 97077

USA

For technical support:
Sentry Technical support is available on Business Days from 6:00 AM to 5:00 PM Pacific Time and 9:00 AM
to 5:00 PM Indian Standard Time on the following numbers:

US/Canada toll-free 1-844-219-5329
India toll-free 1800-3000 4835
Russia toll-free 810800-22554411
United Kingdom 44 1344 39 2541
Europe* toll-free 00800-22554411

* Austria, Belgium, France, Germany, Ireland, Italy, Netherlands, Spain, Sweden, Switzerland, UK

Worldwide, please email videosupport@tektronix.com

About This Document

Audience

This user manual is intended for service providers who use Tektronix Sentry, Sentry Verify, or Sentry ABR for
monitoring, historical reporting, and alerting from MPEG-2, H.264 AVC, MPEG-4 part 10, and VC-1 transport
streams. We assume that you understand the concepts and tools used in a head-end environment. We assume
that you are familiar with basic computer operations such as click, drag and drop, and that you are also familiar
with the operation of an internet browser.

Purpose
The Tektronix Sentry Series User Manual introduces you to the Sentry, Sentry Verify, Sentry Assure and
Sentry ABR Video Quality Monitors, and describes in detail Sentry's features.

This user manual shows you how to configure, control and use Sentry, Sentry Verify, Sentry Assure and Sentry
ABR. Please note that some of the features and applications described in this manual may not apply to all
products. Refer to the Sentry Family Product Matrix for more information.

Screen Shot Note
While all screen shots in this document are accurate and truthful representations of the product, some may have
been edited to remove information that could pose a security risk.
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Sentry Family Product Matrix

This Sentry product manual contains technical information on the Sentry family of video quality monitors.
Information for the Sentry Edge products can be found in Appendix B of this manual.

Some of the features and purchasable options described in this manual are not supported on all of the
products. For a breakdown of features and options by product, please refer to the table below.

Service ‘ Sentry Sentry Verify | Sentry ABR

Comprehensive MPEG Quality of Experience (QoE) Monitoring

Video QoE real time monitoring | Optional
Video eMOS/PVQ real time monitoring Optional Optional
Video TekMOS picture quality monitoring Optional

Audio QoE real-time monitoring | Optional
Audio loudness & AC-3 Dialnorm (ITU-R BS.1770) .
monitoring u Optional
Video freeze detection | Optional
Audio Silence detection | Optional

Comprehensive MPEG Quality of Service (QoS) Monitoring

Transport Stream QoS Monitoring Optional
IP (UDP) statistics
HTTP Statistics |
Closed captlonling (708, 608, SCTE-20), DVB Subtitle, - - Optional
Teletext reporting
Error Seconds and Program Availability Reporting [ ] | Optional
GOP length reporting [ ] | Optional
Video and Audio PID metadata | | Optional
Program/PID discontinuity | [ | Optional
Prograrn/PID/Trar\sport Stream/Program Group - - Optional
bandwidth graphing
PCR interval & jitter | _ Optional
MPEG—PSI, DVB-SI, ATSC-PSIP table detect, bit rate, cycle - n Optional
time
TR 101 290 (priority 1, 2, 3) reporting [ | [ |
Scalable RF Monitoring (16/64/256 QAM A, B, or C) Optional Optional

Sentry User Manual 11
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Service Sentry Sentry Verify Sentry ABR
Purchasable Software Options
QoE Monitoring [ | Optional
Carousel monitoring (tru2way / OCAP/MHP / DSM-CC) Optional
Ad Insertion/Digital Program Insertion Optional
Advanced Closed Caption Analysis Optional
EBIF Monitoring Optional
SA-BFS Monitoring Optional
Eltzl;/c((:a;):#;sl;/ideo Quality (eMOS) on MPEG-2, AVC/H.264, Optional Optional
Non-reference Picture Quality (TekMOS) on MPEG-2, Optional
AVC/H.264
Audio Loudness Monitoring (includes CALM Compliance) | Optional Optional
IDR/EBP Alignment Optional
Video & Audio
Video: UHD/4K, HD, SD, MPEG-2, MPEG-4 AVC (H.264), - - -
VC1, JPEG2000
Audio: Dolby AC-3, MPEG-1 Layer Il, AAC, HE-AAC, - n -
HE-AAC v2
Audio: Dolby E-AC-3 Optional Optional Optional
Interfaces
AS| Optional Optional
GigkE | |
Dual Gigk Optional Optional
10G Single-Mode or Multi-Mode LC SFP+ Optional Optional Optional
8VSB & QAM-B Optional Optional
QAMA, B, or C Optional Optional
QAM A/B/C RF Measurements: Level, EVM, MER, CNR, Optional Optional
Pre-RS BER, Post-FEC Erred Packets, Carrier Offset
DVB-S/S2 Optional Optional
Sentry User Manual
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Preface

This user manual describes the Sentry family of video quality monitors and the web browser-based interface.
This manual introduces the components and features, so you can begin using the device.

Who Should Use This Manual

This manual is intended for service providers who use Tektronix Sentry products for monitoring, reporting and
alerting from MPEG transport streams. You should understand the concepts and tools used in a headend
environment. You should also be familiar with basic computer operations such as click, drag and drop, as well
as the operation of a web browser.

How to Get Help

If you purchased a service contract for your Tektronix Sentry products from a distributor or authorized reseller,
contact the technical support staff for that distributor or reseller for assistance.
If you purchased a Tektronix service program, contact Tektronix technical support:

For technical support:
Sentry Technical support is available on Business Days from 6:00 AM to 5:00 PM Pacific Time and 9:00 AM
to 5:00 PM Indian Standard Time on the following numbers:

US/Canada toll-free 1-844-219-5329
India toll-free 1800-3000 4835
Russia toll-free 810800-22554411
United Kingdom 44 1344 39 2541
Europe* toll-free 00800-22554411

* Austria, Belgium, France, Germany, Ireland, Italy, Netherlands, Spain, Sweden, Switzerland, UK

Worldwide, please email videosupport@tektronix.com

Additional information about the Tektronix Sentry family of video quality monitors is available at the
following URL.: http://www.tek.com/video_quality monitors/
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Introduction
What is Tektronix Sentry?

Tektronix Sentry is an MPEG transport stream monitoring device that supports next generation digital services
and traditional program monitoring. Sentry supports MPEG-2, H.264 AVC, MPEG-4 part 10, and VC-1 video
compression standards. The components of Sentry are:

The Engine

Internal database

Sentry supports real-time monitoring through single- and 4-port ASI and Gigabit Ethernet (GigE) input of all
MPEG source streams within the headend or hubs.

Sentry digs deep into the complex and private data residing within the stream, allowing video service providers
to gain insight and solve problems in their digital networks. Sentry’s extensive feature list includes:

Audio and Video Quality of Experience Scoring System
Audio Silence and Audio-level Issue Detection

Detect Black Video, Frozen Video, Tiling/Macroblocking
Perceptual Video Quality (eMOS)

Non-reference Picture Quality (TekMOS)

Live Thumbnails

User Triggered and Alert Triggered Stream Captures
Stream to View

Historical Reporting and Graphing

Transport Stream Bandwidth Graphing

Program Group Bandwidth Graphing

Carousel Monitoring (SA-BFS, DSM-CC, tru2way™)
Digital Program Insertion

24/7 Real-time QoE Monitoring of Entire Channel Lineup
Detect Intermittent Problems

Alert Notification and Historical Reporting

Error Second and Program Availability Reporting

Sentry's video quality monitoring solutions provide unique flexibility to enable you to implement any
combination of monitoring components for any digital application, using the same Sentry hardware.
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Sentry

Monitoring Network Diagram

Sentry deployment Medius
highlighted in Network Operations Center

Seaentry Verify Sentry Edge
GigE RF

frrenrsrsrarenananann srsressesnraiannanen

sereresrararrnananann crarsesssneaianaannn

Master Headends Secondary Headends Hub Sites
Divigional Content Local Content SDV Switching
Encoding / Muxing Enceding / Muxing Muxing
Carousel Activity Ad Splicing Modulation

Figure 1: Sentry Network Diagram
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What does Tektronix Sentry do?

Functioning completely within the digital domain, Sentry receives MPEG transport streams and monitors them
for normal and unusual activity.

The primary features of Sentry are:
®  Monitoring

®  Reporting
" Alerting

Monitoring

Sentry tracks, and fully dissects the content of the digital media stream as it leaves the headend, including:
" Application data decode and verification
" (Closed captioning compliance
®  Bandwidth utilization
®  Broadcast data decode and verification
®  Carousel monitoring
®  BFS monitoring
®  OCAP monitoring
®  Ad insertion auditing
®  Tagged verification
" PSI/SI/PSIP/PMT decode
®  Bitrate monitoring

Reporting

The Sentry web interface allows you to configure parameters and view the output of the Sentry engine
historically and in real-time. In addition to standard reports accessible from the menus on the displays, detail
views (e.g., program detail, BFS detail, ad cue detail) are available by clicking on various elements in the
displays.

Standard Sentry reports include:
®  Current Status
An overview of the current state of the programs

"  Program Status
Provides a configurable history of all MPEG programs and their PID contents

®  Data Detect Report
Identifies specific program content

" Ad Cue Info
Displays composite and component ad cues inserted into the stream.

®  Transport Status
Dissects the transport packets

16 Sentry User Manual
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TR101/290 Status
TR101/290 is a DVB standard for measurement and analysis of MPEG transport streams. Refer to the
section on TR101/290 for a more in-depth discussion of this report and its features.

IP Stats
Displays information relating to IP packet arrival interval and delay factor.

OCAP Status
Displays the status of OCAP streams.

EBIF Status
Displays monitoring information EBIF Status

BFS Status
Displays the status of the Broadcast File System. Refer to Scientific-Atlanta Broadcast File System for
a more in-depth discussion of this report and its features

Alert History
Lists alerts detected by the system. Refer to the section on Reports for a more in-depth discussion of
this report and the section on Configure: Alerts for a discussion of creating alerts.

Alert Analysis
Provides an easy to use graphic analysis to visually represent alerts

Alerting

Sentry enables real-time alerts to indicate if content within a stream is invalid, a stream goes down, or user
thresholds are exceeded. Alerts are visible within the web user interface (Alert History) and can be sent via
email and SNMP trap. There are three major alert types:

Thresholds

Alert when a given bandwidth level or cycle time has exceeded or falls below on a PID, program, table,
DSM-CC, or BFS. Alert when a program’s PCR arrival interval or PCR jitter has exceeded or falls
below a given level.

Thresholds with Frequency
Alert when a given threshold condition is met and it has occurred twice or more in a given time period.

Content

Alert when a selective piece of content has been received or transmitted correctly or incorrectly. Alert
when a given PID or program is active or not-active. Alert if a PID, program, table, DSM-CC, or BFS
drops. Alert if audio silences or video freezes.

Refer to the Configuring Alerts section for more information.
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Getting Started

Front Panel Functions (2016 to present models only)

The following applies only to units made in 2016 to present.

These models are able to provide the following functions:
® [P address readout on LCD display
®  Manual Reboot option from front panel
®  Hard drive installation or replacement

Navigation
buttons

LCD display  (do not use) USB ports Status LEDs On/Standy button

3526-011

Figure 2: Sentry front panel (2016 to present models only)

IP address on the front panel

The LCD (Local Control Display) is a 16-character, one-line display with two backlight colors:
®  Green. The LCD backlight is green under normal operating conditions.

" Amber. If a hardware problem is detected with the server, the LCD backlight turns amber. When the
problem is cleared, the backlight returns to green.

Under normal operation, the readout will display the IP address of the Management Port in the form “Tektronix
Sentry IP: xxx.xxx.xxx.xxX.” The factory default IP address is 10.0.10.200.

Depending on the status of the instrument, you may see additional status messages such as Rebooting,
Shutdown, Stopped, etc. When errors are encountered, associated error messages may be displayed.

Navigation buttons

Do not use the navigation buttons. The navigation buttons can be used to access and navigate an internal menu
system provided by the manufacturer of the Sentry chassis.
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CAUTION: To prevent operational problems with the instrument, do not attempt to make any changes to

f the menu settings.

USB ports

Use the two USB 2.0 ports to connect external USB devices to the instrument.

Status LEDs
The status LEDs indicate the following information about the state of the instrument:
Item Description
1D System ID button with LED
d> On/Standby button illuminates when the instrument is powered on
2|‘_l|%| [lluminates when activity occurs on the Management Port (1) and on the IP Video port
1 2
Ej Illuminates when there is drive activity
é System status LED
Sentry User Manual 19
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Power-off procedure

The preferred method for rebooting or powering off a Sentry is through the web interface.

WARNING: When moving a Sentry, it is very important to properly power off the Sentry via the web

interface.
A Never unplug a Sentry without performing the Power-off procedure. Improper shutdown
may cause file corruption and failure of the Sentry.

Perform the following steps to power-off the instrument:
1. Use the Configure > Power Off menu option from the user interface to start the power-off process.

2. In the event that you cannot access the user interface, press the front panel On/Standby button once to
power off the instrument.

NOTE: The LCD display does not indicate that the instrument has begun a Safe Power
Off process. Please wait more than 30 seconds for the instrument to visibly start to

power-off-

3. To completely remove power from the instrument after a safe power-off, disconnect both power cords
from the rear of the instrument.

Front Panel Functions (2009 to 2016 models only)

The following applies only to units made in 2009 to 2016 and that have a blue LED backlit display.

These models are able to provide the following functions:
® [P address display on LED
®  Manual Reboot option from front panel
® LED Brightness control

Enter button

CD Display

Power button [
ey

«@» < & ‘d)g::f

Left button . ” Right button

Figure 3: Sentry front panel (2009 to 2016 models only)
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IP address on the front panel
To see a display of the IP addresses of both of the system network interfaces on the front panel LCD display:
1. Press and hold Enter (green check mark) on the front panel.

2. The address displayed on the top line of the display corresponds to the Management interface and the
lower line corresponds to the MPEG/IP input.

Manual power down from front panel

NOTE: The preferred method for rebooting or powering off a Sentry is through the web interface. Please
see the Remote Power Off and Restart Capability section of this manual for more detail.

WARNING: When moving a Sentry, it is very important to properly power off the Sentry via the web

interface.
A Never unplug a Sentry without performing the Power Off procedure. Improper shutdown
may cause file corruption and failure of the Sentry.

In addition to powering down through the Sentry interface, you may also use the front panel button.

4. Start the power down of the unit by pressing the front panel power button two times quickly within 2
seconds.

5. Within moments, the LCD display will indicate that the unit has begun the Safe Power Off process,
and several seconds following, the unit will power down completely.

LED Brightness

1. The brightness of the LCD display backlight can be changed by selecting either the left arrow or right
arrow buttons on the front panel. The left button will dim the display while the right will brighten it.

2. Changes to the brightness level persist until the unit is rebooted or powered down.
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Interface Components

The Sentry interface consists of the following areas:

Login Info

Main Page Menu

Page Title Bar

/ Group Tabs and Input Ports
( Group 2 Group 3 Sroup 4 My Graup @Edit Group Deselect All

|Mqu'ﬂinnlﬂ:ue J[FremMuxi J[ocar J[Fremguan J[Fest gam [AdCue mpaired  |[TIMS not so fave |[Frem MuxZ ] |
Sort by: Statug [
fﬁ Prowider Marne: Auta [1]
Reports
Results per page: |10 [1]
A .
 Curert tati Thumbnails
Refresh
<<First =|1]|2]|3|4]|5]|* Last=»
Displaying programs 1 to 10 of 49
Current Status Fnd lin current page: _
Bitrate Alert Cnt Status
Program Groups
4: PremQual 4 D ETV Carousel (Home Shopping Hetwork) = 3.092 Mbps 2 4
Transport
Sub'Page Menu ] oy Outdoor Life Network 3.350 Mbps 4 [ LPZaft R
etk v
0: Acquisition AdCue 69 m Biography 3,505 Mbps 5 4
|aterts
A 0: Acquisition AdCue 70 ﬂ E 3173 Mbps 8 o
]
- i h" "
0: Acguisition AdCue 67 it |I ﬂ[ Bravo 3.410 Mbps 3 L

L

...-—"'""'"'d-__._ B . .Ag Discovery Home : w3010 Mbps 3 [28

Figure 4: Sentry Interface Components

Main Page Menu

The buttons in this area (Configure, Reports, Status, and About) are the main categories of pages available
for collecting information, reporting, and configuring the system. Configure and Reports contain sub-pages,
accessible through drop-down menus.

Login Info

This area displays the username of the logged on user and provides a link to log out of Sentry.
Click Logout to log out of the system. The date and time of the most recent refresh of the screen is also shown.

Click Refresh to refresh the screen; otherwise the screen will refresh automatically at a periodic rate (~ every
300 sec.).
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Page Title Bar

The title bar identifies the name of the page currently in view.

Thumbnails

Current Status also features thumbnail visual confirmation of the content of each program or service. You
can control the size of the thumbnail at the top of the column. You can also refresh the thumbnail manually or
it will refresh automatically every 5 minutes. Settings for thumbnails can be found in System Preferences.

Group Tabs and Input Ports

Input ports indicate the sources of transport stream input, which can be either ASI (one or four ports) or GigE
(MPEG over IP unicast IP port or up to 30 multicast groups, each consisting of a Group ID and an IP Port).
Sentry allows you to organize input ports into system and user groups. You must have Administrator privilege
to create and modify system groups.

If the number of input ports is greater than one, then default system groups will be automatically created (two
groups for a four port Sentry and four groups for Sentrys with more than four ports). Settings that the user has
specifically saved are retained as they navigate from page to page.

For example, the figure below shows the groups and ports of a GigE Sentry. The Group 3 tab is selected
showing that Ports 16 through 23 are in Group 3. Selecting a group will report only on the data from the ports
in that group. Ports can also be renamed.

Welcome to Sentry I¥-1F -Acquisition, Administrator [ Logout]
Reports: Current Status
‘ Group 2 Sroup 3 Sroup 4 My Group @EditGroup Deselect all
m ||mq_aimm.e [PramMuxt [[oca= [Fremgual J[Fest qam [[#aCue mpaied |[TIMS nat 5o fave |[Prem Mux2 | I
Sort by: Status [i]
Provider Mame: At [+
Reports
e Results per page: |10 [i]
Currert 214 Retresh
Pragram Status

Figure S: Groups and Ports of a GigE Sentry
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Below are groups and ports of a four port ASI Sentry.

Welcome, [ Logout ]
Current Status Snapshot

e

Figure 6: Groups and Ports of a 4 Port ASI Sentry (0, 1, 2, 3)

In the case of ASI models, the port is known from the hardware. For MPEG over IP models, the port is known
from the configuration (refer to Configuring MPEG Input Settings.

Mouse over an input port to see a popup showing the input source.

Welcome to Sentry 11-11 -Acquisition, Administrator [ Logout ]

Reports: Current Status

Configura

Reports
PmErum

Deselect &l

Results per page:

Refresh
<<First < |1|2|2|4|5]|= Last==
Displaying programs 1 to 10 of 4%
Current Status Hndl i
Port & Mame Pgm Mame Image Size: Bitrate £

Program Groups

Figure 7: Group 1 Acquisition AdCue port popup message showing the input source

" Ports that are not configured are displayed as a light gray.
®  Ports that are configured and assigned to a group are shown as dark gray.
" Ports that are configured but not assigned to a group are shown as white.

®  The user can change the group assignments by clicking on ports, which toggle as assigned (dark gray)
and unassigned (white).
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Change a Port Assignment
1. Click on the port you wish to change.

2. Click Save to save the assignments. Click on the Reset button to reset the assignments.

Welcome to Sentrp 17-11 -Acguisition, Administrator [ Logout ]

Reports: Current Status

0i:35:45 PM POT

Group 2 Group 3 Group & My Group @'Edit Graup select all | Deselect all
[ o [PemMuxi  JOCAF  PremQual  [PestiQAM  [AdCue mpaied |[TIMSnofsofavo [Prem Mux2 ]
m 4 Razet |(rnodified)

Sort by Statusz
Reports ; \ ]
BT Provider Marne: :
Cimren at Results per page: (10 [v]
. Refresh

Tl |+ Laster
_"--’lq _—..-,"-d-'

Figure 8: Save Button indicating Changed Port to Group Assignments

3. Selecting the Refresh button on the page before the assignments are saved will result in a note that
assignments have been modified. A Reset button to reinstate the original settings will also be
displayed.

ASI Port tab
A single port ASI Sentry has only one port tab and therefore has no need for a group tab.

; Welcome, [ Logeout ]

Current Status Snapshot

March 3. 2006 05:50 FM PST

Results per page: | 10 vl Refresh |

Figure 9: Port 0 of a Single Port ASI Sentry
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License Management

Tektronix provides a 28-character license key to activate Sentry software modules. Use License Manager to
complete online or offline activation. The License Manager can be accessed to ways:

Select the About button from the main page menu. Then follow the HERFE link next to the Licensed
Modules section heading.

Welcome to . Msiadmir Program Name v||Search | Q, Help Sentry AP
About Sentry

August 2, 2018 08:59:48 AM PDT
Configure

Versions:

System Package Version: [ 10-05-00-1505-0007 |
Sentry Engine: | 1505.7
Sentry Database:

Licensed Modules: Click] HERE fo manage license, including support renewal.

Module Expiration Date EErr
Mo licensed modules. Mong Disabled

Figure 10: Link to manage licenses

Select the Configure button from the main page menu. Then select License Manager from the drop-
down list of configurations.

Welcome to {wisssssssty Msiadmin [ [Program Name v|[search |
Configure : License Manager
August 2, 2018 03:18:56 AM FOT
Roport
ion if Sentry has cennectivity te the outside Internet, Use Offline Activation Form if Sentry is connected to an isolated network.
Dashboard Graphs
| [[Activate Onine
st Diagnosti
Configure _
Program Mappir fTIEC 1 License Request File: | Download
Dashboard Gra® = L
O Mt System Uipgrade cense Activation File: Browse...
Import/Export So—5- pu— i1y =]
|
System Upgrace
Restart or Shut Down
Figure 11: License Manager selections
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Activation of the software license

To activate the software license online use the following steps:
1. Enter the 28-character license key provided by Tektronix (include the dashes).
2. Click the Activate Online button in the Activation section.

3. A window with the following message will be displayed: Activation will require the analysis engine
to restart, which may take awhile

4. Click the Submit button. After the Analysis Engine restarts and the license completes activation you
can start monitoring using the Sentry.

ProgamName _ Vl[search | Q

Activation will require the Analysis Engj rt, which may take a while.
Cancelll Submit

Figure 12: Online activation
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To activate the software license offline use the following steps:

1. Enter the 28-character license key provided by Tektronix (include the dashes).

2. Click the Download button in step 1 from the Offline Activation Form area.

Telktronix

Welcome o | sy Msiadmin [ | Program Name v |Search | Q

Configure : License Manager

August 3, 2018 10:31:13 AM POT

[ Activation |

|'I1'|e license request file is generated.

| Use online Activation if Sentry has connectivity to the cutside Internet, Use Offline Activation Ferm if Sentry is connected to an isolated network.

Import/Export Settings
Userz

License Manager

Configure License Key: |5ICS-TURH-GFSX—JPI9-93UG-I4W2—45TA | | Activate Online
Input Settings

Program Mappings Offline Activation Form

Port Names N

Dashboard Graphs o Download License Request File:l

System Settings /

System Diagnostics B z

o Upload License Activation File:

Activate Offline

System Upgrade
Restart or Shut Dawin

Figure 13: Download offline license request file

3. An XML file will be downloaded from browser. See the following example for how the file will be
named: license_request_sentry 10-233-49-53.xml

4. Send file to videosupport@tektronix.com or go to the following website to self-activate:
https://ec2-34-220-80-149.us-west-2.compute.amazonaws.com/

5. Video support or the self-activation website will provide a response XML file that looks like the
following example: ActivationResponse.xml

Click the Browse button in step 2 from the Offline Activation Form area.
Navigate to the response XML file and click the Open button.
Click the Activate Offline button.

© ® 3 9

A window with the following message will be displayed: Activation will require the analysis engine
to restart, which may take awhile

10. Click the Submit button. After the Analysis Engine restarts and the license completes activation you
can start monitoring using the Sentry.

When online or offline activation is complete a confirmation message is displayed in green and a Deactivation
tab becomes available. See Deactivation of the software license for more information.
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Deactivation of the software license

Opening the Deactivation tab in License Manager allows you to deactivate the current Sentry software license.

Welcome to « sy Msiadmin [ |Program Name v |Search | Q,

Configure : License Manager

August 3, 2018 11:34:50 AM PDT

Configure Achivation ' ]
——

Reports
m | Use online Deactivate if Sentry has connectivity to the eutside Intemnet. Use Offline Deactivate if Sentry is connected to an isclated network.
Deactivate Online
Configure

Oor

Input Settings

alerts

Static Program Groups
Dynamic Program Groups

| Deactivate Offline & download deactivation request file

|The generatad file must be uploaded in the License server.

Program Mappings
Port Names

Stream Capture
Schedules

Dashbeard Graphs
TR101/2%0 Sectings
System Preferences
System Settings
System Diagnostics
Import/Export Settings

Users

License Manager

System Upgrade
Restart ar Shit Dawn

Figure 14: Deactivation tab

To deactivate the software license online use the following steps:
1. Click the Deactivate Online button in the Activation section.

2. A window with the following message will be displayed: You’re going to deactivate the sentry. Are
you sure?

3. Click the Proceed button.
To deactivate the software license offline use the following steps:
4. Click the Deactivate Offline & download deactivation request file button.

5. A window with the following message will be displayed: You’re going to deactivate the sentry. Are
you sure?

6. Click the Proceed button.

7. An XML file will be downloaded from browser. See the following example for how the file will be
named: deactivate_sentry_10-233-49-53.xml

8. Send file to videosupport@tektronix.com or go to the following website to self-deactivate:
https://ec2-34-220-80-149.us-west-2.compute.amazonaws.com/

9. Video support or the self-activation website will provide a response XML file that looks like the
following example: DeactivationResponse.xml
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10. Click the Browse button in step 2 from the Offline Deactivation Form area.
11. Navigate to the response XML file and click the Open button.
12. Click the Deactivate Offline button.

13. A window with the following message will be displayed: Deactivation will require the analysis
engine to restart, which may take awhile

6. Click the Submit button.

Basic Operations

The web-based interface allows the user to administer Sentry in the following manner:

Select from a series of pages and sub-pages, and modify fields to create the desired configuration.

Submit the changes on any given page using the appropriate update or refresh buttons. If the user selects a new
page or end the session without submitting the information, the changes are lost.

NOTE 1: To access the full functionality of the web interface, you must log in as a user with
Administrator privileges.

NOTE 2: If multiple Sentry administrators apply changes to the same set of parameters concurrently, the
latest applied changes take precedence. Up to ten simultaneous browser connections are
allowed.
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Bitrate Violation

If Sentry exceeds the combined bitrate for which it was licensed, or a given device exceeds its capacity, a
bitrate violation occurs. A violation warning is displayed on most pages. Clicking on the More info... link in
the violation warning provides more detail about the licensed bitrate and the violation.

Tektronix

to ( 132, Msi: in [ Logout ]

ﬂInput Device Bitrate Limit Exceeded

May 19, 2017 05:17:59 PM POT Input device bitrate limit exceeded

= Group 2 Group 3 Group 4 My Group [ Edit Group Deselect Al
Porc0 Pore s Por2 Pord Porch Pores = Pore? g] J
About == Ports For 20 Poril Rori2 Pore 13 =0 =
Porcls Porti? =0 For2 Fore20 == =0 =5
=0 =3 =1 == = = =3 =
Reports
Programs Sart by: se
! i
Provider Name: Auto

Program Status
Date Detect Results per page: 10
Ad Cue Info Refresh

Program Statistics

[ Dashboard
rogram Dashboar Displaying programs 1 to 10 of 10

it <= ]
Current Status
Program Status Port# | Name | Pgm Name Image Size: 2| sitrate Alert Cnt Status Alert
Data Detect
Ad Cue Info

) HBO®| % T
Bandwidtn O:Portd | 1 B® THE BEAUTICIAN AND THE BEAST L715Mbps | 0 &
Thumbnail Wall
Transport
Transport Status Bl m = HBO2
TR101/290 Status 0: Port 0 2 B8z WHITE OLEANDER 3.950 Mbps. 0 T
1P Stats
Port Statistics
Port Failover History

o Cinemax

- . [ v |
Carousel G|Port0 | 3 ﬁ@@ THE UNTOUCHABLES 2.944 Mbps 0 4
Carousel Status
OCAP Status
BFS Status ) r Y ;
EBIF Status o HBG HBO Signature
DSM-CC Status @ i o M LAUREL CANYON 1.525 Mbps ] T

Figure 15: Bitrate Violation Notice

When it detects bitrate violations, Sentry will disable monitoring on as many ports as necessary to get the bitrate under the
necessary limits. The detailed page will provide which ports were enabled.

Welcome to CentOSDev132, Msiadmin [ Logout ]

Engine Events

May 19, 2017 05:22:17 PM POT

Input Device Bitrate Limit Exceeded
Reports
The device bitrate on Input 1 exceeded its capacity limit of 1 Mbps on the following date: 01/05/2016 04:33:00 PM PST.
Monitoring has been temporarily disabled on the following ports on that device: 1,2,3. This message can be cleared by
m clicking here or by modifying pert configurations on the MPEG Input Settings page.

The current device bitrate may be under the limit because it reflects the bitrate after the monitoring has
been disabled on the ports listed above.

Figure 16: Bitrate Violation additional information
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Reports

Reports are configurable to give you a real-time or historical view of transport activity. There are five main
categories of reports, and all reports offer the capability to drill down to view additional detail:

®  Programs

Current Status
Program Status
Data Detect

Ad Cue Info
Program Statistics
Program Dashboard

®  Program Groups

e Current Status
Program Status
Data Detect
Ad Cue Info
Bandwidth

®  Transport
e Transport Status
e TR101/290 Status
o [P Stats

®  Carousel
e Carousel Status

e OCAP Status

e BFS Status

e EBIF Status

e DSM-CC Status
B Alerts

e Alert History
e Alert Analysis
e Program Alert Defs
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Search

To find a program, use the Search box in the upper right-hand section of any page.

Program Mame Search Q Help

Figure 17: Search function

The search logic will do a case-insensitive search for all programs that match the string you enter.

[ + Program Name Search 3, Help
Port Mame
Multicast Address

Figure 18: Selecting a Search type

Note: You can use the wildcard string *. For example, ‘h*o’ will return HBO as well as healthnetwork.
Results will appear as follows:

W | Program Name [ HBO Q Close
E Displaying programs 1 to 4 of 4
Search Results - showing active programs from 01:32:15 PM to 02:32:15 PM
Image Size: %' | Avg. Bitrate Bitrate History Alert Count
HBO o o
| THE BEAUTICIAN AND THE BEAST (MPAA PC) pen: 0
. e
0: Part 0 9 1 Hm Availability: NJA  Error Seconds: N/A N 2.504 Mbps LLLLLERLTRELER] ||| Period: 0 m
Uoaa00da00da00d
HBOZ2
75  WHITE OLEANDER (MPAA PG13) Open: 0
. ) e g
0:Port0 9 2z HB&Z e R S g 2.667 Mbps NINNNNNNNNNNNNN 1 s @ m
00AmRa0a00aa0aa
HBO Signature
| LAUREL CANYON (MPAA R) Open: 0
. e Q
b 0:Port 0 9 4 Fpucins,  Availability N/A  Error Seconds: N/A B 2.561 Mbps NNNNNRRRRRNNDN 1l Period: 0 m
00aa00aa004a003a
EE?) HBO Family & a
o) A LITTLE CURIOUS 12: FIRST LAST (US TV-Y) pen: 0
P o
0: Port 0 9 E m Availability: NJA  Error Seconds: NJA ; 2.878 Mops NINRNRINNANNNNY 1l Period: 0 o
| I
t

Figure 19: Search results

As with the program status report, you can now click on many places (Provider Icon, Provider Name,
Thumbnail, Availability blocks, Bitrate blocks) to drill through to the Program Detail report, or the alert links
for alert information on that program.
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Programs

Programs provide an overview of the contents of the MPEG transport stream, and consist of four types:
Current Status, Program Status, Data Detect and Ad Cue Info. Current Status and Program Status
reports are MPEG program centric in the sense that all data and PIDs are grouped according to the programs
with which they are associated.

Current Status

Welcome o Sentry 13-21 -Acquisition, Administrator [ Logout |
Reports: Current Status

r_.'] Group 2 Group 3 Group 4 My Graup @Edit Froup Deselect All
i|wmne J[Fremmuxi J[ocar J[Premguan J[Post qam [adCue mpaired  |[TIMS not so fave: |[Frem Mux2 ] |
Sort by: Statug [v]

Provider Mame: Autn [

Results per page: |10 [1]

Refresh

==First <|1]|2|3|4]|5]|* Last=»
Cisplaying programs 1 to 10 of 49

Py —— Sl

Status

Program Groups

4: PremQual 4 ETV Carousel (Home Shopping Hetwork) = 3 3.092 Mbps 2 &
Transport

0: Acquisition AdCue BB "i\ﬁ' Outdoor Life Hetwork 3.350 Mbps 4 4

e v

Carousel

0 Acquisition AdCus B9 H Biography 3595 Mbps 5 o
[Alerts

0: Acquisition AdCue 70 ﬂ E 3173 Mbps i 4

]

gy
0: Acquisition AdCue 67 |ﬂ_‘ ||h [ Bravo

"___,....--—-“'_ — ] @ DiscW . 3.119 Mbps o,

Figure 20: Current Status Snapshot Report

3.410 Mbps 3 8

(1]

The main components of the Current Status report are:

"  Port# and Name
The number and name of the input port receiving the data

"  Pgm (Program Number)
The program number that was derived from monitoring the transport stream.

" Name
Refers to the program provider icon and name, derived according to the Provider Name selection
(refer to Configuring the Provider Name). If Sentry cannot determine the provider, a placeholder will
be inserted, e.g., Not Available. The user can also manually associate a network name and icon with a
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program using Sentry’s Configuring Mappings. XDS data consisting of the show name and rating is
also displayed if it exists.

Thumbnails
Provides a current image of the selected program. Thumbnail size may be adjusted using the settings
located directly in the column header.

Current Bitrate
The current (last minute) bitrate of the program.

Alert Count
Shows the number of active alerts for each program.

Status
Shows UP (Green) if all PIDs in the program are getting data. If some but not all PIDs are getting data,
the Status displays UP along with the number of up PIDs out of all PIDs, e.g., 2 of 4.

The Status will display DOWN (Red) if the bitrate for all PIDs is zero.
If there is no bandwidth information, Current Bitrate shows no bitrate data and the Status is DOWN.

NOTE: The only time that Sentry will not receive bandwidth data is when there is a Bandwidth Violation.

Alert Count

Status Al

m
3

UP (2 of 4)

UP (2 of 4)

UP (2 of 4)

UP (2 of 3)

UP (2 of 3)

UP (2 of 3)

UP (2 of 3)

LIP (2 of 3)

LP (2of 4)

S U U U

UP (2of 4)

Figure 21: Status Column in Current Status

Alert Icon W

When selected will automatically display and configure the Creating Program Alerts page for the
selected program (See: Alerts).
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To Filter the Ports on the Report

To narrow down the group of ports returned in the non-program group report, click Edit Group. The Edit
Group display provides the following options:

Show All Ports

Show all port available to system

Show Active Port Only

Show only the ports that are actively monitoring input.
Filter on Selected VLANSs

For Ethernet boxes licensed for VLAN support, filter on ports configured on a specific VLAN.
Select All

Select all only configured ports on this page only.
Remove All

Remove all selected ports

Cancel

Cancel action and go back to last page

Apply and Exit

Apply changes and go back to last page

Save
Save changes and stay on this page

Select Edit Group.
e
Group 4 My Group I Edit Group |
BiMHz | B e
123MHz 1 129MHz J135MHz 141MHz
273MHz [ 273MBz [2e5mH= 281MHz
Ezzme=

Figure 22: Editing a group

2.

Select Ports as needed.

' (*)Show All Ports (_)Show Active Ports Only | Select All | | Remove All

| Filter on Selected VLANS

W Acussennacue | Prem-Mux ELC 3 ™ ) [ Post QAM [ pore s ™ Port6 ™ For 7 O]
i E_-Mu gw gnoa-w gnoq-u gnm-n @noq—u @naq—u @nea—;s
Figure 23: Editing a group (ports selected)
3. Select Apply and Exit when done.
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Filter Sentrys licensed with VLAN support
To filter on specific VLANS, select Filter on Selected VLANs and check the desired VLANS.

]

(=) Show All Ports (_)Show Active Ports Only Select All Remove All

' EFIIter on Selected VLANs ) /

E Lan 2: @viany FAvian2 (Jvian3 (vian e

[ saussionsocue [ Prem-Hux | EE [ reoemtiuai |

Cancel I Apply and Exit | Save I

Figure 24: Editing a group
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Program Status
The Program Status report gives a configurable history of all MPEG programs and their PID contents.

il jgistrator [ Logout |
Reports: Program Status

[ Growp1 ]

|[Pequistien aaCue |[PremMux1

2 Edit Group
|[paCue mpairea

Group 2 Group 3 Group 4 Creselect All

[rPremQua

My Group
[[Pest qam

|2 |[TMS net 5o fave |[Prem Mux | |

© From: [TB7157 [ To: [GaA5/ ]ttt

[128617PM (D [01EBATPM (@ e
@ (or) [ 1How [v]
Report On: Active Programs Only [+ 1 b
Sort byt Status v B e cutages
. ] 1 black = 00:04:00 (hr:min:sec)
Provider Hame: Auto [s] Zoom In | Reset Wiew | Zoom Out
Results per page: 10 [+]
P G
orer Sss ke Trend Details
<<First = |1]2]3|4]5]= Laster Graph
Displaying programs 1 to 10 of 49
[Transport
- = Aute [ |
S ETW Carousel {Home Shopping Hetwork) e —
(S TV-PG) o | Open: 2
L 4: Premiual ] 4 Availability: 100.000000%  Eror Seconds: O - 3.183 Mbps JJJJJJJJJJJJJJJ i1 Period: O —
e [hrs Vot ot PV (M | i G | | e | |t ]
2043 & MPEG-2 Video 704x480i, 29.97Hz (CC) 990 (B20 493345 2977 Mhps 9ms
farerts 2044 © Dolby AC3 Audic 2.0, 48.0Hz 997 |30 197 404 Ehps A Discontinuity
e 2042 ™ Ad Cue Info 0,000 bps
2045 M ETW Signaling (E1SS Apps) 189.556 bps
2046 M ETW Data (DID 22) 5.997 Khps
Outdoor Life Hetwork E 8 a
- peh: 4
& 0: Acyuisition AdCue 4121 (17 | Availability: 97 972222%  Emor Ssconds: 73 )0-475-3 3.323 Mbps [ UP2aft |
. R AT 1:800.475.3308 s [IITOOCOOC00000 g perica: o
Tt I —
1057 o MPEG-Z\ﬁden T04x480i, 29.97Hz (CC) 936 (B4.00 500 (500) R _3053 Mbps 156285 ms
e ——— a0, 48.0KH2, eng ——

Figure 25: Program Status Report Overview

In addition to the same components seen in the Current Status Snapshot report (i.e., Alert, Port#: Name,
Pgm, Name, XDS data), the Program Status report has the following additional components:

" TSID:
The Transport Stream ID derived from monitoring the stream.
® Name:

Program Availability and Error Seconds for the selected time range is added to the Name field in
Program Status. Program Availability is the number of non error seconds over total number of
seconds for a specified time period. It is expressed as a percentage. Error Seconds is the number of
seconds a program was unavailable as defined by the program availability definitions.

® Green indicates no errors

® Yellow indicates there was an error for some time

® Red indicates there was an error for the whole block

® Grey indicates that no availability definition exists for that program

" Avg. Bitrate
The program bitrate averaged over the time range shown in the Current View.
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® Bitrate History
The PID data in the stream over the selected time range, shown as color-coded discrete blocks.

® Gray indicates no data
® Yellow indicates PID out for some time
® Red indicates PID out for whole block

® Green indicates no outages

" Alert Count
Shows the amount of alerts that are open over a given period. Selecting the Trend Detail Graph will
take you to Alert Trends if there are alerts for this program.

®  Status
Shows you if the program is up or down and if it is missing any PIDs.

®  Video and Audio QoE
Shows the average and minimum scores for the specified time period.

" PVQ (eMOS)
Shows the average and minimum scores for the specified time period.

"  TekMOS
Shows the average and minimum scores for the specified time period.

®  PCR PID Arrival Interval
Tells which PID is carrying PCR as well as the average arrival interval for a given time period.

"  Program PID Detail
Shows each PID associated with the program: the PID number, type, data content, PID average bitrate
and an indication whether and discontinuities, i.e., breaks in the sequence of MPEG transport packets
detected by Sentry’s continuity counter, have occurred.

A Discontinuity

" Discontinuity
The presence of discontinuities; the absence of any indication means no discontinuities.

e Three types of PID indicators will be drawn for Video, Audio and Data PIDs. An indication
of Copy Generation Management System (CGMS), Closed Caption (CC), or scrambled
(Scrambled) data follows the PID type if applicable and you can click on a data type to
display the Data Detect Report for the program and the data type.
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Program Status Rndin eurrent page: _

Alert | Port Image Size: [N M Avg. Bitrate Bitrate Histary Alert Count Status

_________ ETV Carousel {Home Shopping Hetwaork)
-PG)

(s T
& 4: PremCual i} 4 Svai

Open:

578 woos IO, oron 2 memctercemen
|Avg. Videa QuE[ PVQ(eMOS) [ Avg AudimeE | g e | | fCRAme |

2043 T MPEG-2 Video 704x480i, 29.97Hz (CC) 931 (52.0) 404 (345 2933 Mhps 9 ms
2044 © Dolby AC3 Audio 2.0, 48.0KHz 99.7 ©3.00 197.404 khps A& Discontinuity

2042 My Ad Cue Info 0.000 hps

2045 ' ETY Signaling (EISS Apps) 183.126 bps

2046 M ETY Data (DID 22) 5.793 Khps

Outdoor Life Network
b 0: Acquisition AdCue 4121 66 corNE jvjijﬂlijjjjﬁﬂﬁ”mrSeconds:ﬁs sas mees ||| 00000 "

Qpen:

4
| uP2efd |
Period: O

936 (§8.0) 5.00{5.000 3065 Mbps 156,369 ms

1057 & MPEG-2 Video 704x480i, 29.97Hz (CC)

1060 © Dolby AC3 Audio 2.0, 48.0KHz, eng 99 F @30 2R5041 Khps
150 % Ad Cue Info 0.000 bps
1061 € Dolby ACS Audio 0.000 bps

Biography
Qpen:

& 0: Acyuisition AdCue 4121 69 m Avallability: 100.000000%  Emor Seconds: O 3673 Mbps JJJJJJJJJJJJJJJ en:
- HNNNN NN 1l Petiod:
AT I ™ I T

937 (39.0) 4.06 i4.35) 3444 Mbps 101.328 ms

[l=DE}

1105 § MPEG2 Video 544x480i, 29.97Hz (CC)

1108 © Dolby AC3 Andio 2.0, 48.0KHz, eng 100.0 (100.0) 234910 khps
B&1 M Ad Cue Info 0.000 bps
1109 € Dolby ACS Audio 0.000 bps

Figure 26: PID Types with details in bold

The PID Type descriptor displays the following:
"  YVideo

®  Video resolution

" Refresh rate

"  Audio

®  Audio Mode (2.0 =stereo . 1.0= mono, 5.1 = surround sound)
" Sample rate

" Language version
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ASI Models

The ASI model Sentrys will display PCR arrival interval and minimum, average, and maximum jitter over the
time range.

o LPortl 2 400 Not Available £.960 Mbps I
PCRArtival Imerval Jiter:  Min Avyg Max
25.000 ms -33333ns -111.11ms 7407ns
-, PID Type
1614 [™ DCII Dovmload 139.948 Kbps
1623 © Dolby AC3 Audio 191.862 Kbps
1624 ¥ MPEG-2 Video (cC) 8.624 Mbps
1625 [P DCII Text 3.711 Kbps Discontinuity
o 1oPortl 2 600 Not Available 4546 Mbps L
PCR Arrival Interval  Jitter: Min Avg Max
25.000 ms -296.30ns -50.26ns 111.1lns
-’ PID Type
1631 [ DCII Download 180.041 Kbps Discontinuity
1632 [™ DCI Dowmload 180.041 Kbps Discontinuity
1633 [ DCII Download 180.036 Kbps Discontinuity
1634 © Dolby AC2 Audio 199.716 Kbps
1635 & MPEG-2 Video (cc) 3.807 Mbps
not
o Liportl 2 g01 Not Available 4,008 Mbps Q000000000000
PCRAvrival Imerval  Jiter:  Min Avg M
27 800 s <286 30ns -81.48ns  1111lns
o PID Type
1597 [™ DCII Dewnload 0 bps
1598 [ DCI Download 0 bps
1600 [ DCI Dewnload 0 bps
1601 M DCII Text 0 bps
1637 € Dolby AC3 Audio 199.721 Kbps

Figure 27: Program Status on an ASI Sentry
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Program Search and display

You may search any Current Status or Program Status page in Sentry using the search box located in the
upper right corner of the table.

Welcome ¥o Sentry 11-21 -Acquisition, Administrator [ Logout ]
Reports: Current Status

D2:41:23 PM PDT

Group 2 Group 3 Group 4 My Group @EditGroup Deselect All
Acquisilien dCus | PremMuxl [[ocas |[Premguar [[Pest gam [paCus mpaired TTIMS net 56 faved |[Pram Mux2 ] |

Sort by

im
=i
ERIF=
=

E]

Pravider Mame:

Results per page:
Refresh /

<<First <|1]|2]|3|4]|5 ]|+ Last=>
Cisplaying programs 1 to 10 of 49

Current Stetus A in eurent page: T
image size: NIRRT Fitr | aews |

Discovery Home and Leisure E 3.147 Mbps 3 -4

Figure 28: Program Search field. A search with “di” yields Discovery Home

&)

0: Acquisition AdCue 63

=y

The program search will search the current page based on what you enter into the field. You may enter either
the program name, or the service name.

The program search will only search for what is currently displayed. For example, if you have 100 programs on
the screen, but there are 137 programs overall, it will only search on the displayed 100 programs.

To conduct a search:
Program Search is a live search entry field meaning you only have to type your request and the search will

begin immediately. There is no need to hit return.
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Column Sort By arrows

All primary column headers in the Program Status Report data include a Sort by arrow that allows for easy
sorting.

To activate, click on the desired column header once and the resulting screen will return the same page with the
available arrows in the column header.

image Size: |[RERIET| Ave. Bitrate Bitrate Hi
Outdoor Life Hetwork
Fo 0: Acquisition AdCug 4121 66 @“il_' ]vjjjjljjjjjﬁjizjjjm Seconds: 73 3.312 Mbps JJJJ
Ty [ Viden 0o PV (MOS) | Aoy Auin GoE |

1057 L MPEG-2 Video 704x480i, 29.97Hz (CC) 996 (§3.0) 5.00 (5.00) 3063 Mhps
1060 © Dolby AC3 Audio 2.0, 45.0KHz, eng 096 33.0) 2A5.040 Khps

150 7 Ad Cue Info 0.000 hps
1061 € Dolby ACI Audio 0.000 bps

Figure 29: Column header Sort By arrows

Bell Icon for Alert creation

When selected, the Bell Icon provides a drop-down menu of types of alerts that may be created for this
program.

Figure 30: Alert Types drop-down menu
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Configure Report History

For historical reporting, the user is able to configure the time range of the report, either by choosing a Current
View as in the Program Status report or by specifying a range of time as in Program Detail.

{:} Frnm:lil Tn:liﬂ i,

(& (ar) |1 Hour v

Feport On: Active Programs Only | %
Sort by Part Mumnber v
Provider Marme: Aagto v

Rezultz per page: 10 V

Refresh

O1.51:42PM (= 025142 P (=) e

Figure 31: Selecting a Current View

To specify the exact date and time you want the report to start and exactly when you want it to stop:

1.

2
3.
4

Select From:/To:
To display the calendar, click on the calendar icon adjacent to the From and To boxes.
Select the date that you wish to start or stop on and type it in the appropriate field.

Illegal dates such as From > To or future dates are prohibited and will be automatically reset to a legal
state.

The exception to this rule is the Ad Cue Info report where dates up to two weeks in the future are
allowed.

(&) From: 0815/ & To: 08154 [F] tmmidd

|D1:51:42 PM = el T
{3 tard |1 How i
Report On: Achivel | |
Sort by: Port M
Provider Marme: Aato
Results per page: 10 V

Refresh

Figure 32: Report Calendar Option

To pick a specific time, either type in the time or click on the clock icon to bring up a clock entry dialog.

The minimum From/To interval is one minute. Entering an end time such that the time interval is less than one
minute will reset the begin time to one minute before the end time.
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(&) From :Iil"”'-'-'----'

{:} (c\rj Salect Tima X
01 (s i 51 (% |: 42 (% | PM s | Apply

Report ©n o

Sort by Port Murnber v ]

Provider Mara: Ao [i]

Results per page: 10 [1]

Refrezh

Figure 33: Report Clock Option
The pages that offer the From:/To: option also offer a drop-down option consisting of Most Recent and
Standard selections.

1. Select the (or) radio button and click on the desired setting.

For example, if you would like to see all activity for the last hour, you would select this menu item to
display 1 Hour. The default time period is 1 hour.

OFFDI‘I‘H' & Tc\:l H'rr.l.l....'

[MTEF2EPM (3, [DZEFZBPM (3 rmommes:
E:E (aor) ' 1 Howr [v]

™

Repaort On:”ﬂ_lsr Rﬂ‘tt.‘en.!‘ [ins Dnly[i]
inue

Sort by 5 minutes [v]

Provider Mz 15 minutes '_]

T
Results pe
Refresh q Da

IDays
1 Week
2Weeks
30 Dayz
Program Statu B0 Da_l,lS
Stamdard
Today
ezterday
Thiz week [dug 12-Mow]
g Last week [dug 5-4ug 12]
Thiz Month [Sugust]
Lazt Month [July]

L
-

Alert | Port

Figure 34: Report Option to Select Most Recent Time Range

2. Click the Refresh button to generate the report with the new configuration. You may see the message:
Generating Report.

3. For reports based on a most recent time period, real-time activity is included in the time period and will
continually update as time passes.

4. A time range set for a page will be preserved when the same page is selected again.
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Configure Provider Name

The Current Status and Program Status reports allow you to select the source of the program provider, using
the Provider Name drop-down list. The list contains: Auto, XDS, SDT (if the data exists) and Mapping.

If Auto is selected (the default), then the provider name and icon are determined by the following logic:
"  [fa Program-Provider mapping exists, display the mapping. (see Configure Mappings).
® Ifany PID on the program has a BFS source, display the BFS name and icon.

B [f the program has XDS data, use the XDS provider name (or show name if there is no provider name)
to compare with mappings defined in the system.

®  [f'there is an exact match, display the XDS provider name and icon.
" Ifthere is a partial match, display the XDS provider icon only.

®  Ifthere is no XDS data and SDT data exists, then use the SDT service name to determine the provider
name according to the above logic for XDS data.

B If XDS or SDT is selected from the drop-down Provider Name list, then only the XDS or SDT, data is
used to determine the provider. SDT will appear in the list only if there is SDT data.

{:} From: = Tn::l [T it
01:57:26 Phd I:f' ||:|2:5?:2|3 Prd Eﬁ s

® (or) |1 Howr v
Feport &nt Active Programs Only V
Sort by: ™

Provider Mare:

Results per page:

Refresh

Figure 35: Auto Provider Name Selected (Default)

The Mapping method will ignore XDS and SDT data and just show any name mapped on the Program
Mappings page.
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Other Configurable Items
Other configurable items include the ability to sort and to select the number of results displayed per page.

1. Select the sorting options from the Sort by drop-down menu. There are a number of different items to
sort from including Video and Audio QoE, PVQ, Bitrate, Availability or Error Seconds.

{:} Frormm: Ii -_= To: Ii 3 Immyddl ey )
ME726PM (2 [02E726FM () ommnies

& (ar) |1 Houwr [+ ]
Beport ooy i hd
Sort by: Fart Humber hd
Provider Marne: Statusz
Fesults per page: T5ID
' Frogram Mumber
Port Mumber
Refresh Fort Mame L
Avwq. Bitrate
Open Alert Count
Ay, Audio Dok
Min. Audio Dok
Pragram Status Avg. Yideo CoE
Min. Wideo ok
Arwg, PYO [eMO5)
Min, PVO [eM05]
Ayailability Percent
o 0: Acquisition ARg Eror Seconds

Figure 36: Options for Sorting

2. Select the results displayed per page from the Results per page drop-down menu.

3. Click Refresh to activate the selection.

Results per page:

Refresh R0l

100
o, m / - S

Figure 37: Selecting Results per Page

A report can also be sorted by clicking on a column header. A report that has a Sort by drop-down menu will
sort ascending only.

A page that supports sorting by clicking on a column header only will toggle between ascending and
descending.
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Program Bandwidth Graph

The Program Bandwidth Graph is a function of Sentry available through the Program Details screen.
Within this window, users may monitor specific details for a selected program and may create a detailed graph
in order to view the following areas:

® Bandwidth Details
Shows the bitrates over a period of time for the selected service

®  Discontinuity Details
Shows the discontinuities for the selected service as well as PID counts

" Alert Details
Shows the results of any previously set alerts

Program Details Screen

Access Program Details

From the Sentry welcome screen, choose the program you wish to view Program Details for by selecting its
logo or program name from the Displaying Programs list. For this example, we selected the logo for Outdoor
Life Network.

Welcome to Serntry F1-11 -Acquisition, Administrator [ Logout ]

Reports: Cumrent Status

f_\ Group 2 Group 3 Group 4 My Sroup Edit Group Deselect All
m ||m—mnmu [Frempint |E=H [Fremgual [Fest qam [Facue mpzied ][ TIMS not o fave | Pram Mux2 | |
| About |

Sort by: Statuz M

Provider Narne: Auto [1]

Results per page: |10 [1]

Refresh

=<First < |1|2]|3|4]|5]|* Laster
Dizplaying programs 1 to 10 of 49

BNt pEge

4: PremQual 4 ETV Carousel {Home Shopping Hetwork) 3.200 Mhps z

Ba

Transport

0: Acqguisition &dCue BB Outdoor Life Hetwork 3.241 Mhbps

4=

0: Acyuisition AdCue B9 Biography

0: Acquisition AdCue 70 3.190 Mhps 8

= § (|

[ re.ais
[ ey

3661 Mbps 5 EECEITEEN
Po Defs " | __UPZofd |
s W e —— | a3 e
Figure 38: Selecting a program
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From the Program Details screen, the user may view many of the details that:

a. Assist in assessing the health of the selected program

b. Assist in basic troubleshooting

The Program Details screen starts with information about the Port and PID at the top and allows for viewing
details for Bitrate, Quality of Experience, Audio Volume Level, Discontinuity and Alerts at the bottom of

the page.

Starting at the Date/Time selection field, select the time frame you wish to view.

From this point, the user may view the information regarding discontinuities on the port.

NOTE: The History graph is color coded using the Color Code Key in the upper right hand section of the

screen.

In the example below, the yellow graph indicates that the PID has been out for some time.

Welcome to Sentry 11-11 -Acquisition, Administrato,

Reports: Program Detail

O Fram: | & To: | ] (mesive)
Er flzaznzpM @ [01:3202PM (@) onom
| About | ® (o) [1 Hour &

Refresh
RepDrts
Programs TSID Pgm Name

Current Statug
Program Status
Crata Detect

ad Cue Info
Program Statistics
Program Dazhboard

+ 4 PremQual 0 4

Program Groups
Current Status

Program Status

Refresh Thumbnail

F [ Logout |

%%ﬂ Home Shopping MNetwork

¥ Other Program Information

Awvailability 100.000000% Error Seconds: 0

ntervalt
Cycle time:

Avg Bitrate

Max

3.185 Mbps 1

Discontinuities /5 Sec.

— Error Seconds

Color Code

4

B PID out for whole block [ PID outfor some time

I Mo data/PID removed B Mo datafPID removed for some time
B Ho outages

1 block = 00:02: 00 (hr:min;sec)

Zoom In | Reset visw | € Link | Zoom Out

Bitrate History

Avg Total

05/15/ 1
i

[T
—y)
L ra
L— o
—r

0.013

05/15, 12:32;02
|00

° @00

ms
250 ms

PMT PID: 2047
RefreSh, R ati Us NOT
ating:
Stream and
Capture u H T
buttons B 204
B 2044 “nwirpreomile
Carousel B 204z Tad Cue Info
Carousel Status .
A Sratne 2045 METv Signaling (EISS Apps)
BFS Status B 2046 TETV Data (DID: 22)
EBIF Status
DEM-0C Status Graph Selected PIDs

RATED

UMPEG-2 Yideo 704x480i, 420 29.97Hz (CC)

Avg Bitrate Max

3.275 Mbps O
07 401 Kho 1

Discontinuities /5 Sec.

Bitrate History

Avg Total

PID Type
Descriptor

0013 9 1
0 0 LEREERETREEELT]
o 0 JJIJJIIJJI IJIJJIJJJIJJIIJJIJJ
0 AN ] )T T AT

Figure 39: Program Details screen

Color Key

Shows the color legend for screen

Sentry User Manual
January 2019

49



Sentry User Manual

Error Seconds
Error Seconds is a user customizable set of parameters used to define when a given program is available or

not.

Once set, whenever these parameters are exceeded a clock is started for that program and that amount of time is
represented as Error Seconds. It is calculated and displayed as an Availability percentage.

2 . Discontinuities /5 Sec. . .
TSID Pgm Mame Avg Bitrate Max Avg Total Bitrate History
. L 05715/ 12:37:35 05715/ 13:37:35
4+ 0 Acquisition adCue 4121 70 E 32.209 Mbps u] u] D4||||||||||||||H||||||||||H||’"—

¥ Other Program Information

Availability 95.055556% Error Seconds: 70

MMM OB MMM

] nterval: e, 050

Refresh Thumbnail e
_ _ PMT PID: 30 Cycle time:

Discontinuities /5 Sec. A A
“Max _ Ava  Total Avg Total Bitrate History

Avg Bitrate

81 UMPEG-2 Video 544x480i, 420 29.97Hz (CC) 2,712 Mhps

|

B 582 ©Dolby AC3 Audio 2.0, 48.0KHz, eng 234.908 Kbps
I 83  @Dolby AC3 Audio 0.000 bps
B 4131 Tsad Cue Info 0.000 bps

o oo
o oo
o oo

HEEE

Graph Selected PIDs

Figure 40: Error Seconds from the Program Detail screen

Fnd in'eument page:

Pragram Status

Alert Count

el | Avo Birmte Bitrate History

[REDE] Image Size:

Outdoor Life Hetwork E
Open: 4

jj"jjmjjjjjjjjzﬁjw Seconds: 1.800.475.339 z.325 mops || 0CDO0 000 i Period: , d
D) ) ™= ) T I

996 @4.0) 5.00 {5.00) 3057 Mbps 156427 ms

4 0: Acguisition AdCue 4121 66 =0 ]

1057 © WMPEG-2 Video 704x480, 29.97Hz (CC)

1060 & Dolby AC3 Audio 2.0, 48.0KHz, eng G006 @3.0) 265031 kbps
150 % Ad Cue Info 0.000 bps
0.000 bps

1061 & Dolby AC3 Audio

Figure 41: Error Seconds in all other locations

PID Type descriptor
Displays the following (if available):

®  Video:
e Video resolution
e Refresh rate
" Audio
e Audio Mode (1.0 =mono . 2.0= stereo,, 5.1 = surround sound)

e Sample rate

e Language descriptor
o The Sentry will display the language descriptor exactly as described in the stream.
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In the next table, the user can see the specifics of each PID on the given port. In the example, the MPEG 2
video and one channel of the Dolby AC3 audio were in good shape (Green) while the Ad Cue info and second

Dolby channel where out for the whole block (Red).

To view a graph for the bitrate over a given amount of time for the PID, select the Graph Selected PIDs button
located below the Port and PID information.

Discontinuities /5 Sec.

| | PID Trype Awvg Bitrate Man Avg Total Bitrate History

B 1057 ©MPEG-2 Video 704x480i, 29.97Hz (CC)  3.066 Mbps 0 a o NNNERNERANENNEN

Bl 1060 ODolby AC3 Audio 2.0, 48.0KHz, eng  285.034 Kbps 0 l o 1IN LEERETRTY nmn

O B :50 had Cuelnfe 0.000bps 0 0 o NNNNNNNNNNNNNNNNNN NNy

0 1061 @Dolby ACE Audia o000 bps O 0 o HNNNNNNNNNNNNNNN NN
l Graph Selected FIDs .|

Figure 42: Graph Selected PIDs

The resulting graph will look similar to the one below.

¥ Bitrate details for program: Outdoor Life Network

PID Min bitrate  Max bitrate s
B 1057 2,298 Mbps 4,982 Mbps
B 1060 254,952 Khps 265,166 Khps ¢

B iso 0.000 bps 0.000 bps
1061 0.000 bps 0.000 bps

Hhps

1.5

o
Today Today Today Today Today
12250215 BM POT 11205:15 PR POT t1z20:15 PR POT 11235:15 PR POT 01150215 BN POT

Tine Range

Figure 43: Bitrate Graph

Refresh Thumbnail

Manually refreshes current thumbnail.

Capture button
Captures stream. Collects same information as Triggered By User button. (See Configure Stream Captures).

Stream button
The Stream button opens a separate dialog box that allows you to configure where to send the UDP unicast.

The network path has to allow UDP unicasts from the Sentry and the receiving computer/device. You may also
have to open the specified port in your computer’s firewall.
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Configure VLC to receive stream to view content
For an additional viewing option Video LAN Client (VLC) is a free player for files and streaming protocols.
Installing VLC on a computer allows you to receive the Stream to View. This is an optional viewing utility.

1. Download and install VLC.
2. Open VLC.
3. Browse to Media> Open Network Stream.
4. Enter the following into the address box for the network URL:
Udp://(@:<port to stream to> where <port to stream to is a number between 1024 and 65535>.

In the example below, 8000 is used

(4 [E =)
52 Netwark Capture Device

Network Protocol

Please enter a network URL:

|:| Show mare options

Figure 44: VLC Install

5. Click Play.

6. From the Program Detail Report, click on the Stream button.

7. Enter in your computer’s IP address and desired UDP port (such as 8000) in the IP address field.
8

Choose the duration of stream.
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FOFETT == T
] 1 bl

Stream to Wiew Close

View in a stream viewer at this IP: Help

Edit h o
IP address: | | :| ’/

Duration: /

wailability

il i)

Status: Ready

¥Ype Avqg Bitrate

Lisconanuines /3 Sec,
Max Awg Total

MPEG-2 Video 704x480i, 420 29.97Hz (CC) 3,051 Mbps O 0 ]
Dolby AC2 Audio 2.0, 42.0KHz, eng 265,038 Kbps ] ] 0
Figure 45: Stream to View parameters

9. Click Start

10. You should now see the stream appear in VLC.
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Detailed Graph View
To see more detail on the graph, click on the graph itself and draw a box around the area you wish to view.
The graph will then reload and display a more detailed view of selected time frame. In the example below, we

selected a Time Range between 10:07 AM and 10:17 AM and the resulting graph went from a span of activity
covering a 15 minute span to a graph showing activity for every 10 seconds.

Todaw Tedary 1
alzo5:1s PAORDT plr202d15 FH POT 035y
Time Range
‘*
]
4.5
2
= 31
=
1.5 +
0
Teday Todayw Teday Todaw Today
12:50215 PR POT 0lzo5z1s PH PDT 0lz20:15 PN POT 0iz¥s:1s PR OPDT 05015 PR OPOT
Time Range

Figure 46: Selecting a section for a detailed view

NOTE: To return to the original graph, select Reset View from the top right of the screen.
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;'.‘ SEHTW .

1 block z 00200 (hrimin:sec)
Zoom I @@ Link | 2oom Out

Figure 47: Reset the graph to its original view

Other Program information

Program Availability
Program Availability is the number of non error seconds over total number of seconds for a specified time

period. It is expressed as a percentage.

Other Program Information
e PCR Program Clock Reference,

e PMT programs Map Table

e IDR Instantaneous Decoder Refresh
e EBP Encoder Boundary Point

e SDT Service Description Table

e XDS Extended Data Services

TSID Pgm Name Avg Bitrate Bitrate History

06/12/14 12:10:26

6/ 06/12/14 12:15:26
CBSAD_HD_FRE_10833_1 LTS U o ° QLU LT T L

¥ Other Program Information

#8: CBSID_HD_FRE_10833_1 40 1

PID: 101 Interval: Min jitter: 1,641 ms  Std Dev Jitter: 665.007 psec Max jitter: 1.951 ms
PMT PID: 100 Cyde time: 475 ms
IDR PID: 101 Interval: Min: 1.3 sec Avg: 2 sec Max: 2.9 sec
EBP PID: 101 Interval: Min: 1.1 sec Avg: 2 sec Max: 3.4 sec

soT Service: CBSD_HD_FRE_10833_1  Provider: RGBNetworks.
XDS Provider: CBS ~ Show: SCIF30GR1  Rating: US NOT RATED

- Avg  Total

i 101 YMPEG-4 AVC Video 1280x720p, 4:2:0 59.94Hz (CC) 2.959 Mbps 0 1]

ci) 104 ©GAAC Audio 2.0, 48.0KHZ, eng 140.994 Kbps. o 0 0

&l 105 BAAC Audio 2.0, 48.0kHz, spa 140.988 Kbps o 0 [
Graph Selected PIDs

Figure 48: Program Availability and Other Program Information

To configure Program Availability definitions, please see the Configuring Program Availability Definitions
section of this manual.
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Quality of Experience Details

The Quality of Experience (QoE) details allow the user the unique option to assess a smart approximation of
the frustration level of an average viewer. This approximation pretends that an average viewer is watching a
certain channel while holding a dial that indicates how much he likes or dislikes the quality of the picture he is
watching (with 100 being the best score and 0 being the worst). When the quality of the picture is good, he will
leave the dial alone at the 100 setting.

However, should an event such as tiling, freezing, macro-blocking, etc., affect the quality of his viewing
experience, he will turn down the dial. The fictional viewer will keep the dial turned down for a short time past
when the picture recovers until his confidence starts to recover. As his confidence returns, he will slowly return
the dial to the top setting.

The QoE score is decided by:
®  Analyzing where on the screen the picture degraded
®  How large of a problem it is
®  How frequently it occurs

The event is noted, analyzed and reported on the Quality of Experience Details screen.

Figure 49: Examples of Major tiling/long duration . .. and Minor Tiling/short duration

Access the QoE Details
1. Select the logo/name of the desired program from any Sentry page.
2. This will take you directly to the Program Details screen.

3. Expand the Quality of Experience Details region by clicking on the appropriate arrow.

P Bitrate details for program: Dutdoor Life Network

.P Quality of Experience details
P Audio Yolume Level details tor program: Outdoor Life Network
P Discontinuity details for program: Outdoor Life Network
P Alert Details for program: Outdoor Life Network

Figure 50: Expanding the QoE region
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The graph is shown in real-time, though it does not represent regular intervals.

NOTE: Colors that appear at the beginning of a graph will remain that particular color throughout.

For example a video PID that has a blue label on detail section will also appear as blue in the
subsequent detailed graphs. A red labeled PID would stay red.

Discontinuities /5 Sec.

Avq Bitrat Hist
Vg BIrate T ox Avg  Total istory

B 3272 ©MPEG-2 video (CC, Discontinuity) 2,272 Mbps al, 0,015 4

B 3273 ©Dolby AC3 Audio (Discontinuity) 235,001 Khps 1 0,015 4

B 274 ©Dolby 4C3 audio (Discontinuity) 141.001 Kbps 1 0.018 4
Graph Selected PIDs

P Bandwidth Details

:vauaIity of Experience Details

Guality of Experience for program; Showtime West

T — —

NN Min quality Avg quality
75 94.7
o8 98,1
98 98.6

Quality of Experience

]
Today Today Today Today Today
10243139 A PET 19254121 AN PET 11100203 HM PET 11205245 AN PST 11111228 AN PET
Time Range

I |
Drops in confidence [SSEEEEEEEEEEEE
P alert Details

Figure 51: Expanded Quality of Details Region Graphing a blue coded 272 PID

Color Codes Key

P Audio Volume Level Details

P Discontinuity Details

Average Video QoE from the Program Status Page

The Average QoE score may also viewed from the Program Status page. The score in the parenthesis is the
minimum for the time frame specified at the top of the report.

Pragram Status

Image Size: [N [i] Avg. Bitrate

Outdoor Life Hetwork
o 0: Acquisition Adcue 4121 [rin @‘i’ Availability: 97 9r2222%  Emor Seconds: 73

JA0Ia0d

1057 & MPEG-Z Video 704x480i, 29.97Hz (CC) Q9.6 @40

1060 & Dolby AC3 Andio 2.0, 48.0KHz, eng
150 % Ad Cue Info

1061 @ Dolby AC3 Audio

Qo6 Q3.0

Figure 52: Average Video QoE column
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Scoring QoE

The Minimum and Average Quality Numbers indicate a particular time frame the user is looking at.
The Average Video and Audio QoE scores can also be found on the Program Status report.

In this example, the graph shows three incidences of a Quality of Experience drop.

Guality of Experience for prograrm: Showtirne West

B o 0

PID Min quality Awg quality

o
2
£
Wz 75 947 | &
| Bk o8 o8.1 Yosi
o
W ors = 23 & o Initial drops in confidence
=
=]

]
Today Today Today Today Today
10:4&:39 AR PST 10254221 AN PET 11300503 AN PET 11:05:45 AN PST 11:11:25 AR PET
Time Range

Figure 53: Quality of Experience Graph showing the initial drops in confidence

In this example, you can see the initial drop in the video QoE score followed by a flat spot. The flat spot
represents the lowered confidence that the customer is experiencing due to the initial drop. These flat sections
are not necessarily a continuing issue but rather represent a confidence drop for the average viewer.

Once the initial impacting event has cleared and the customer’s confidence is restored, the QoE score will
slowly increase.

Guality of Experience for prograrm: Showtirne West

R

PID Min quality Awvg quality

272 75 94,7

| PRk o5 98,1 50

[ R o5 085 Lingering Confidence drops after initial drop
25

Quality of Experience

Today Today Today Today Today
10:45:39 AN PST 19:54:21 AN PEST 11200203 AN PET 11:05:45 AN PST 11:11:25 AN PST
Time Range

Figure 54: Lingering confidence drops, not necessarily a continuing issue

In addition to displaying the QOE scores, Sentry also reports the reason(s) why the QOE scores went down.
The QoE reason codes are shown directly below the QoE graph and correspond to the beginning of the QoE
drop.

For example, if the QoE score is 0 for a period of 1 minute and the reason code is Video Syntax Error, the
reason code is shown as a bar at the beginning of the 1 minute period.
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Quality of Experience Details

Quality GOP Size
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Figure 55: QoE drops with codes

Reason codes are also added to the SNMP QOE alert notifications.
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Reason Codes Definitions

Reason Code Definition

Audio Buffer Buffer timing violation causing buffer overrun and is greater than or

Overrun equal to 100ms.

Audio Buffer Buffer timing violation causing buffer underrun is equal to 0 seconds,

Underrun meaning that the buffer is empty.

Audio Packet Loss When there are CC errors or incomplete audio frames are received, but
the dropout is small (less than 200 msec)

Audio PID Dropout | When there is a dropout (may or may not be accompanied by a CC error)

and dropout duration greater than 200 msec.

Audio Syntax Error

When there are no CC errors but there is an error in audio frame decode.

eMOS(PVQ) Generates an alert when the PVQ drop more than 20% in 5 seconds. This
is not coupled with any particular QOE event or alert.
TekMOS Indicates distortion in the picture quality (Noise, Tiling, and Blur).

Missing Video Slice

Slice start code missing.

Port dropout

When there is a transport dropout of at least 5 seconds.

Unexpected Video The video header was an unexpected value.

Header

Video Packet Loss There are CC errors but the dropout is small (i.e., duration of dropout is
less than 200 msec.)

Video Buffer A video frame's DTS value was > 3 seconds for MPEG-2 or > 5 seconds

Overrun for H.264 behind the current PCR resulting in a decode buffer overrun.

Video Buffer A video frame's DTS value was < the current PCR resulting in a

Underrun (decode) buffer underrun.

Video PID Dropout | When there is a dropout (may or may not be accompanied by a CC error)

and the dropout duration is longer than greater than 200 msec.

A CC error is not the only indication of a dropout. There can also be start
code errors in video or incomplete audio frames due to dropout. If the
duration of dropout is long, it qualifies for the PID dropout reason code.

Video Syntax Error

An unexpected state occurred while decoding video slice data.

NOTE: A CC error will never generate a reason code of Syntax Error because cc errors clearly indicate
data loss. It will generate either Packet Loss or PID Dropout reason codes.
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Perceptual Video Quality (eMOS)

Sentry offers PVQ (or effective eMOS) and Video QoE as two separate alerting and reporting systems. This
gives you the ability to evaluate compression artifacts separately from video errors. In this case, independent to
the configuration to include or to exclude eMOS contribution in video QoE, the user can always evaluate
eMOS as a distinct metric and as one of the key performance and quality indicators.

} Bitrate details for program: Bravo
¥ Quality of Experience details

Quality of Experience for program: Bravo
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Min Awvg Max
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B Miszing videa Slice iz g
Audio Syntax Error 1z |8 1
o
o
12122161 pOT wzrs7iEn i poT wnesatén i poT waxaiEn in por warzes A ROT
Tine Range

» Audio Yolume Level details for program: Bravo

» Discontinuity details for program: Bravo

Figure 56: Perceptual Value Quality(eMOS) drops

There are two primary uses for video quality monitoring:
® Real time alerting:
Use combined video QoE + eMOS to generate real time alerts when the score drops to a certain level
for a period of time (e.g., below 75 for more than 10 seconds) or for a certain number of times in a
duration (e.g., below 75 for 5 times in one minute), so operators can fix the problem before a large
number of viewers are impacted.

" Generate comprehensive KPI reports for uptime and quality levels over time
Use Sentry Program Statistics (non-alert based) report for quantitative analysis. Use Sentry Alert
Analysis (user sets alerts) for qualitative analysis.
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TekMOS

The TekMOS score ranks the perceived quality the average viewer will see. In cases of low scores, it is
important to know why the quality is low. The TekMOS machine learning algorithm uses a sorted database of
several distortion classes:

®  Noise (camera noise)

"  Tiling (MPEG2 and MPEG4 video compression artifacts)

" Blur (camera defocus and frame size up-conversions)

The algorithm is also trained as a classifier, to estimate the proportion of each distortion class to aid in
determining why the quality score is low. This provides a graph of the composition of each distortion, which
aligns with the MOS score graph. The distortion graph shows the dominant distortion pulling down the MOS
score in various regions of the image sequence.

¥ TekMOS for program: AMC-HD (PP8)

3.75
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2.50
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12:59:29 GM EST 01z0iz44 AN EST 01501559 AM EST 11:03:14 AH EST #1z04:29 AH EST
Time Range

¥ TekMOS Distortion for program: AMC-HD (PP8)
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B Tiing 50

B Noise
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i1z0iz44 AN EST 01201359 AH EST 11:03:14 AH EST
Time Range

Todas
12:59:29 AM EST

Figure 57: TekMOS graph and TekMOS distortion graph

The programs selected for TekMOS analysis will display the TekMOS graph and the TekMOS distortion graph
on the Program Details page.

®  TekMOS graph:
This will display the TekMOS graph and the TekMOS quality score for the respective program.

" TekMOS distortion graph
This graph displays the distortion present in the TekMOS quality of the program. Each distortion is
displayed as a different color.
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Over-compression Artifacts

Unlike macro-blocking, which is caused by errors, over-compression artifacts can take place when the video
has no errors in the payload and the picture can be structured correctly for the screen. However, the picture

quality seems degraded to the viewers.

This often takes place in clips involving high motion and complex scenes when there are not enough bits
available in the compressed video to clearly present necessary details needed to deliver a high quality picture.

Sentry can accurately detect these non-error-related video artifacts and score them as PVQ (or eMOS), which
ranks video quality in a similar way as a Mean Opinion Score (MOS). eMOS can be used (in the case when
there are no technical errors in the transport stream) to measure perceptual video quality in the compressed

stream.

| ¥ideo Sequence |

Group of Pictures

—
~-OO0OO00O0O000O08 -

Block

Picture T
Slice Macroblock g
*—‘./ pixels

N
pixsls

Figure 58: GOP, Picture, Slice, and Macroblock
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compressicn artifacs
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Figure 59: Picture on the left shows compression artifacts in the background and the picture on the right shows

clear of compression artifacts.
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Group of Pictures (GOP) Length Reporting (Group of Pictures)

The GOP (Group of Pictures) Size table displays the Average, Maximum, and Minimum GOP size for the
specified time period.

Quality of Experience for program: Bravo

100 - = . - =
T A S A A A Al AN A0l AA AN AN AO A
5
Qualitr | GOP Size g =
Min As g(Min Avg Max o -
Wzoe =5 s2fF 12156 24 %
W:zoa 32 53,8 2 .
Qof soores include PIQ §
=4
L]
IQ!MIE':"BI T 02!9?!—;:“3! T [ !Eﬂzmh POT 03!0?:;:1‘“3! POT VB!?)!SHWWT
Tine Bange

* Perceptual ¥ideo Quality (eMOS]) for program: Bravo

* Reason Code Counts for program: Brave

Figure 60: GOP display

64 Sentry User Manual
January 2019



Sentry User Manual

Audio Volume Level Details

Audio Volume Level Details allows you to track problems within the actual audio stream, or audio PID. This
monitoring and report feature allows the user to address the common problem that exists with varying volume
levels on different channels (evident when the viewer changes channels) or during commercial inserts. Sentry
will monitor and report this problem so it can be adjusted by the operator.

This function differs from Sentry’s Audio Quality of Experience in that each one measures different qualities.

Functionality

Sentry decodes and analyzes the audio stream in order to determine the true energy level so it can detect issues
such as low perceived level. Sentry also reads the Dialnorm that has been encoded in the metadata. The
resulting graph is a good representation of how the human ear will perceive the audio with respect to where the
Dialnorm is set to.

NOTE: The value of the Dialnorm in a bit stream should indicate the level of the average spoken
conversation within the encoded audio program.

Audio loudness measurement is supported on the following audio codecs:

e AC3

e E-AC3 (Dolby Digital Plus)
e AAC

e HE-AAC vl and v2

e MPEG-2

Access Audio Level Details
1. Select the logo/name of the desired program from any Sentry page.
2. This will take you directly to the Program Details screen.

3. Expand the Audio Volume Level Details region by clicking on the appropriate arrow.

.I‘ Audio Yolume Level details for program: Outdoor Life Network
P Discontinuity details for program: Dutdoor Life Network
P Alert Details for program: Dutdoor Life Network

Figure 61: Expanding the Audio Volume Level Details region
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Graphing

A graph of the primary PID will be generated by default, although either PID can be selected for graphing.

Primarv PID

Audio Level (dB LkFs) Dial
“\ PID Min Avg Max Norm
.52 -51.46 -22.88 -16.92 -24.00
1 .53 -89.30 -29.20 -22.48 -24.00
Audio Mode: Multiple

Dialnorm is indicated by a dashed fline.

[[] Scale graph

Refresh Graphl Zoom Scale

¥ Andio Volume Level details for program: WCBS HD ProStream Studio

Dynamic Range F

y a— 4

Dialnorm

Todaw
02:49:123 PH EDT

Todaa
#2:58:52 PH EDT

Today
03105117 PH EDT
Time Range

Today Today
#3:17:42 PH EDT 03:27:07 PH EDT

Figure 62: Audio Levels

®  Dashed line

Represents the Dialnorm level that is specified in this audio stream.

®  Solid line

Represents the weighted average audio level.

®  Shaded area

While the audio is measured on a continuous basis, the minimum and maximum points are not
continuously displayed. This makes the graph clearer and easier to read.

The shaded areas are not markers of time, but rather markers of the minimum and maximum audio

levels.

In the example below, the average audio level is much lower than the specified Dialnorm for this stream. To
the audience, the audio would be perceived to be quieter than it should be.

¥ Audio Volume Level details for program number: 13

Audio Level (dB1LkFs) Dial
] PID Min Avg Max Norm
P50 -51.63 -38.99 -33.07 -23.00
Audio Mode: BS.1770-1/3 sec
Diafnorm is indicated by a dashed line.
[[] Scale graph

Refresh Graph |

-17.5

Maximum level

-45.5

Audio Level CoB LKFS)
]

-52.5

Q== Minimum level

Today
03:10:27 PH EDT

Today
#3:18:38 PR EDT

Taday
13326350 FH EDT
Time Range

Today
#3:35:42 PH EDT 03143114 PH EOT

Figure 63: Audio Levels with poor volume
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Thumbnail Timeline

Thumbnail Timeline captures thumbnail images to help visually confirm the relative location of audio issues
(i.e., during programming or commercials). This function supports both MPEG-2 and H.264 thumbnails.

¥ Perceptual Video Quality (eMOS) for program: Discovery Channel

= F R e i

PVQ (eMOS)
Min Avg Max

BN 208 4.10 4.85 5.00

& Tedas Todr Todn
s0z11754 o po7 az19754 o e 10z26154 i poT

Tode Todr
a0z34 T4 poT Loy
Tine Range

¥ Reason Code Counts for program: Discovery Channel

A

Description Count
2
W missing Video Slice

Audio Syntax Error 7

]
Todey
a0z1:758 i poT

Today Todau
0210134 poT nssssd un por]

Toduy Toda
0226154 poT anzsel34 i por
Tine Range

Audio Volume Level detalls for program: Discovery Channel

Audio Level (sLkrs) Dial [ttt
PID Min Avg Max Norm
™ [l 209 -34.88 -25.99 -21.85 -31.00
Audio Mode: BS.1770-3/3 sec
Dialnorm is indicated by a dashed line.
[ scale graph

Refresh Graph

ans13i5 o poT

Todey ey
ans19i54 A poT auzze154 i poT
Tine Range

Por|

Figure 64: Thumbnail Timeline
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Discontinuity Details

Discontinuity is defined by a missing or out of sequence MPEG packet. Discontinuities can result in various

levels of audio and video problems depending on the number and frequency of occurrence.

The Discontinuity Detail graph allows you to view the number of discontinuities over time. You can use this

information to troubleshoot or look for large patterns or spikes of discontinuities.

¥Discontinuity Details

Discontinuities for program CNEC

/Azec

wDiscontinuities

aday Today
2145119 PH PST 01205207 PH PET

aday
01:19:31 PH PST

Time Range

Today
01:33:55 PH PET

aday
01:45:19 PH PET)

Today 12:
Today 12:
Today 01:
Today 01:
Today 01:
Today 01:
Today 01:
Today 01:
Today 01:
Today 01:
Today 01:
Today 01:
Today 01:

46
09
31
58
20
42

PM PST
PM PST
PM PET
PM PST
PM PET
PM PST

04 PM PST

27
49
11
33
01
23

PM PST
PM PST
PM PST
PM PST
PM PST
PM PST

1060
1060
1060
1060
1060
1060
1060
1060
1060
1060
1060
1060
1060

1

i e e =

Displaying events 1 to 13 of 13

Time PID Count

5L
=Y
oo
o04:
09
13:
158:
22
26:
3L
35
40:
44

Figure 65: Discontinuity Graph and table
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Alert Details

Alert Details has two different views that the user may select from the drop-down menu: open alerts and all
alerts triggered in a time frame.

Open alerts shows the user the current active alerts for this program.

In this example, a No alerts have been triggered message is returned.

¥alert Details

Yiew: | open alers hd
Refresh

Mo alerts have triggered for this program during the given timeframe and options.

Figure 66: Alert Details with no triggered alerts

To see all alerts instead of just the open alerts, select all alerts triggered in time frame from the drop-down
menu. This view shows you all of the alerts, either active or cleared, in the time frame specified at the top of
the page.

" Alert Details for program: Biography I

1 Ernail notification was sent
X E: alert history entry has comments
\igw! | open alerts [l] Displaying alerts 1 to 1 of 1 ¥ : Resalved
1 -
Refresh I View alert trends

Resolve Checked

| | # Alert Type Alert Template Program Group Alert ID Date Triggered

[] 24450015 Program Detect AdCue 11 programs 5301  Aug 14, 12:52:04 PM PDT “admin

Last Event: Pragram 63 (Bisgraphy) an TSID 4124, (Part 0: Acquisition AdCue, Mullicast: group: 235.104.1.1 porl: BODO ssurce addr: Any) was detested fug 14, 2012 12:52:04 PM POT
Trigger Condition: Program is detected |more |
Action: Event was lkgged 1o the dalabase

Resolve Checked

Figure 67: Alert Details expanded
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PCR Details

To access detailed information about a program’s PCR PID, click on the PCR link on the program detail
report.

—
¥ Other Program Information

7 Availability 100.000000% Error Seconds: 0

PCR PID: 308 Interval: 21.208 ms Min jitter: -137.238 pysec  Std Dev jitter: -16.233 psec Max jitter: 59.110 psec
ot in PID: 259 Cycle time: 419 ms
Refresh Thumbnail IDR PID: 308 Interval: Min: 1 ms Avg: 1 sec Max: 1.7 sec
- - SDT Service: MPEG-2 5D (via 5930) Provider: Mixed Signals 5930

Figure 68: Program Detail report

The PCR Details page will show summary values and detailed graph for the following PCR statistics:
= PCR Drift

=  PCR Frequency Offset
= PCR Jitter
=  PCR Cycletime

o

January 16, 2016 05:43:54 PM PST

From: [01/1672016 (2] To: [pi/ie2016 5] (Mm/cdivyy)

[oraasarm () [psassapm (2 (mhimmiss) Return to Program Detail
©(or) | 1Houwr
Refresh

Zoom In| Reset View | @2 Link | Zoom Out

PCR Details for program: MPEG-2 SD (via 5930)

PCR Drift Deviation: 0.173 Hz/sec Min: -0.842 Hz/sec Average: 0.003 Hz/sec Max: 0.715 Hz/sec
PCR Frequency Offset Deviation: 13.140 Hz Min: -47.000 Hz Average: -9.709 Hz Max: 27.000 Hz
PCR Jitter Deviation: -16.381 psec Min: -137.238 psec Max: 59.110 psec

PCR Cycle Time Min: -48.000 ms Average: 21.215 ms Max: 79,000 ms

PCR Graphs for program: MPEG-2 SD (via 5930)

PCR Drift Graph

L
i m
L
W 308 -0842Hz/sec  0.715 Hz/sec a2
e

Todns Todn Todn Todny Teday
oszeT5 B et nszsalse B et usz1TE B peT 15128158 B per iseasd R pST
Tins Range

FCR Frequency OFfset. Graph

PCR Freq Offset =

Min Max Ll

W 308 -47.000 Hz 27.000 Hz =
s

Todag Todas Todas Today Today
onealS B et wasals B psT w115 B pT 15128159 B psT issaisd R PST
Tins Ramas

N ‘

Figure 69: PCR Details page

As with all graphs, you can zoom in on any graph to narrow your time range. Just click on the graph where you
want to start, hold the mouse down, drag to where you want to end and release the mouse.
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Other helpful operations:

e C(lick the Zoom In link to look at a shorter time window.

e C(lick the Reset View link to return to the report’s original timeframe.

e C(lick the Link link to modify the report URL to show the current timeframe that you are
viewing. When zooming in on the graph the report URL does not change, so this option is
helpful if you want to copy and paste the URL into a message or an email.

e C(lick the Zoom Out link to look at a longer time window.
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Data Detect

The Data Detect report is a detailed report on specific content within the MPEG transport stream.

ibior, Administrator [ Logout ]

Reports: Data Detect

— Group 2 Group 3 Group 4 MMy Sraup @Edit Group Deselect all
m [Peguisitian AaCue |[FremMuxl [[ecas [Fremqual [[Festqam [PaCue mpaied [ TIMS nat 20 fave |[Prem Musd | |
[ &) From: | E To: | [FE| tmmiddire) Results per page: |10 [
[03:20:46 PM = [04:20: 45 PM (T i3 i
Report an | all active programs on zelected port(s) [i]
& for) |1 Hour [w]
l Choose report terE(S)J CGMS tlosed Caption Data Other Data
select all b CGME - Mo restrickion 708 Scrambled
slect all types
CGEMS - Mo copy s0g8 Dizcontinuity
s CGMSE - 1-copy SCTE-20 Teletext
Program Groups Subtitles
Generate Report
Transport Please select the report typels] you would like to run from the list above.

Transport Status

IF Sia

Figure 70: Data Detect Report Types

Report Types
Copy Generation Management System (CGMS)

Check one or more of the boxes to see if CGMS embedded data is or is not present in the video PID. As
defined in EIA/CEA-608-B, CGMS provides a mechanism for content creators to inform a consumer electronic
device, such as a personal video recorder (PVR), advanced set top receiver, etc., as to whether the content may
be stored or copied. There are three different modes for this data type.

® No Restriction
Any video stream can be copied to any device. In the case of a VCR connected to the output of a PVR
or TiVo device, any stored video files can be copied to a VCR tape.

®  No Copy
No video stream can be copied to any device. In the case of a VCR connected to the output of a PVR or
TiVo device, no stored video files can be copied to a VCR tape.

" 1 Copy
A video stream be copied to any device only once. In the case of a VCR connected to the output of a
PVR or TiVo device, any stored video files can be copied only once to a VCR tape.
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Closed Caption Data

From this report, you can select CEA-608, CEA-708, and SCTE-20 Closed Captioning reporting, in addition
to the existing Closed Captioning options. You can also configure new Program Alerts to monitor and report
occupancy and error rates for these standards.

" 608
Refers to the specification EIA/CEA-608-B for encoding data into NTSC video on video line 21. This
is the traditional location for closed captioning, XDS (e.g., program names, v-chip), and analog
interactive television triggers.

=708
Refers to the specification CEA-708 “Digital Television DTV Closed Captioning”, also known as
ATSC/53 captioning. Most DTV/ (including HDTV) programming that includes closed captioning
uses this standard. Many programs that are converted from NTSC to HDTV have both 608 and 708
data embedded simultaneously.

" SCTE-20
Refers to the specification ANSI/SCTE-20 for carriage or embedding of Vertical Blanking Interval
(VBI) services into MPEG compliant bitstreams. This method is favored by North American cable
operators to encode traditional VBI line-21 (EIA-608) closed captioning into digital cable MPEG
bitstreams.

To view the Closed Captioning errors, hover your mouse pointer over any orange or red block for more
information.

" Group1 | § )
Group 2 Group 3 Group 4 My Group l.:? Edit Group Deselect All
AdCue PremMuxl OCAP 5-A BrS PremQual HBO Impaired ES A o“
— Impaired H.264 | WeerEnverkeer-i | Muxed-DVB-Synl |[KBW impaired-h264-1 | 7o = 3
Muxed-DVB-Synl | WeerEnVerkeer-: | 080418_kbw_por |[impaired-h264-1 |[~=22 - — - — ——
Besoo Besoa [Ty [Ty [Ty —— [E— Besao &
© From: |\ ™ To: | [T8] (mm/dd/yyyy) Results per page: 100 «
[10a740AM & [1T1740AM () (Rhimmiss) .
Report on | all active programs on selected port(s) v
@ (or) |1Hour v
Choose report type(s): CGMS. Closed Caption Data Other Data
[ cGMs - No restriction 708 [ scrambled
0 select all types O cGMs - No copy 608 O Dpiscontinuity
O cGMS - 1-copy SCTE-20 [ Teletext
Combined O Subtitles
Generale Report [] No data available (] Data present for some time
N Data present 1l Data present but in error for some time
Displaying programs 1 to 41 of 41 Bl Data present but in error
1 block = 00:04:00 (hr:min:sec)
Port #: Port Name Program Name Current Statusj
Closed Caption: 608
1 : PremMux1 1 m KDFW-4 (Fox) [ up |
\nsed Cantinn: SCTE 20
Today 10:17:40 AM PDT to Today 10:21:40 AM PDT (present: 4 minutes error:
0.1 seconds ATSC Sequence Error)
CIUSEU CapuoTTTConTOTET
—\ I —\

Figure 71: Hover your pointer over any orange or red block to see the closed caption errors
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Other Data

74

Scrambled

Indicates the presence of scrambled (i.e., encrypted) MPEG transport packets as described in ISO/IEC
13818-1. There are multiple indicators within a transport stream that instruct down-stream equipment
to scramble the stream; however, this indicator reflects whether the transport packets actually are
scrambled or not.

Discontinuity

Indicates a break in the sequence of MPEG transport packets for a particular PID. Dropped packets or
a hard splice will generally result in discontinuities being indicated. Dropped packets can sometimes
result in poor video or audio quality.

Teletext

Refers to a television information retrieval service developed in the United Kingdom. It offers a range
of text-based information, typically including national, international and sporting news, weather and
TV schedules.

Subtitles
Refers to closed-captioning data that is transmitted in the teletext signal.

Sentry User Manual
January 2019



Sentry User Manual

Generate a Report

The Data Detect report displays a status key to display the detection of Closed Captioning errors, in addition
to the current tiles indicating the detection of Closed Caption data. It also supports reporting the percentage of
invalid and partially invalid Closed Captioning data.

1. After choosing the report type, select Generate Report to view the report based on the criteria you
have selected.

Welcome to Sentry -Acquisition, Administrator [ Logout |

Reports: Data Detect

{ V' Group 2 Group 2 Group 4 My Group [EZ Edit Group Deselect All
m |[Fequisien sacus [[FramMut o | S | J[Fet | |
O From: | ) To: | g e Results per page: [10 [w]
[024850PM (& [0345:50PM (& e !
Repott on | all active programs on selected port[s) [1]
EEDDYTS @ (or) |1 Hour (]
ro
Choose report type(s): CGHS Closed Caption Data Other Data
I:l seloct all & D CEMS - Mo restriction 708 D Serambled
et altvpas O cams - vo copy &03 [ biscontinuity
D CEMS - 1-copy SCTE-Z0 D Teletext

Pragram Groups Cormbined [ subtities

Generate Report

Please select the report type(s) you would like to run from the list above,

Transpe

Figure 72: Data Detect Report

2. From screen you can see the status key and the closed captioning status.

034554 A (= f_____""'---———
e Report 81T ww-___ J
@ (o) [1Hour [i] T i

Choose report type(s): CGMS tlosed Caption Data Other Data
D0 select il types [ cams - No restriction 708 O scrambled
D CEME - Mo copy 608 D Dizcontinuity
[ cams - 1-copy SCTE-20 [ Teletext
Cormbined D Subtitles

Generate Report [ e

<<First < |1]|2|3|4]|> Lastex
Crisplaying programs= 1 to 10 of 35

Port #: Port Name Program Current Status

1: PremMuxl

Figure 73: Data Detect Report

=
I
™
o

3. From the Data Detect report you can click on a Program number a view the Program Detail View.
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Reports: Program Detail

OFrom:l 3T0:|| =
[09:34554M = [10:24.55 &M
@& (or) |1 Howr [s] 1 block = 00:02:00 (hriminisec)

Zoom In | Beset Wiew | @@ Link | Zoom Cut
Refresh

2
B
3

Discontinuities /5 Sec.
Max Avg  Total

TSID Pgm Awvqg Bitrate

Bitrate History

# 4 PremQual 0 + Flm Hore Shopping Metwork 3181 Mbps 1 0.013 ] "Ilﬂlll-lzllqlllll | | UJJJ | | | |=|:|4|Ii IllTl”l’"“—"

Awailability 100,000000% Error Seconds: 0

PCR PID: 2043 Interval: 31 ms

Refresh Thumbnail PMT PID: 2047 Cyele tirme: 250 =
R B xos Rating: US NOT RATED

Discontinuities /5 Sec.
Max Avg Total

Awvg Bitrate Bitrate History

B 2043 0 MPEG-2 Video 704x480i, 420 29.97Hz (CC) 2,984 Mbps O 0 o FENENENNENNNE NN

B 2044 ODolby AC3 Audio 2.0, 48.0KHz (Dizcontinuity) 197,401 Kbps 1 0.013 CI | | CEERRERE DT ey

B 204z Thad cueinfe 0.000 bps O 0 o FUNERNNNNNAN NN AN

[ 2045 TMETV Signaling (E1SS Apps) 195.216 bps O 0 O] AN ) AT Ty

B 2045 D4ETY Data (DID: 22) 6160 Kbps O 0 o CJCIMCI IO YT D o
Graph Selected PIDs

¥ Bitrate details for program: Home Shopping Network
P Quality of Experience details
¥ Audio Yolume Level details for program: Home Shopping Network
¥ Discontinuity details for program: Home Shopping Metwork

» alert Details for program: Home Shopping Network

Figure 74: Program Detail from the Data Detect Report

4. A Data Detect Report can also be generated for one program only from the Program Status page or
the Program Detail page by clicking on a link that represents one of the Data Detect report types, i.e.,
CC, CGMS, and Discontinuity.

5. The Data Detect report is automatically generated for the selected program and the selected report
type. Other report types can be generated for the selected program by choosing the report type and
clicking Generate Report.
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Ad Cue Info (Digital Ad Insertion)

With the advent of digital ad insertion, it has become difficult for both cable operators and the vendors of
digital ad insertion equipment to verify that specific ads have actually run as contracted.

Ad insertion systems separate splicing commands from the input transport stream, switch between the network
feed and the local ad server, and provide signaling and coordination. Using the SCTE 35 splice format
identifier values, Sentry is able to monitor the commands that are being sent to the ad insertion device. These
values include:

B Splice insert

= Splice null

®  Splice schedule

" Time signal

=  Bandwidth reservation
® Reserved

®  Private commands

Access Ad Cue Info

1. To view the commands that Sentry monitors, select Reports and then Programs: Ad Cue Info from
the main page menu.

Figure 75: Ad cue Info menu

2. Next, select the time range of interest.
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Welcome to Sentry 11-11 -Acqaisition, Administrator [ Logout |

Reports: Ad Cue Info

| Group 2 Group 3 Group 4 My Group E#Edit Group Deselect Al

[Requisition aaCue [ PramMuxL J[ocas J[PremQua Lmqm J[AdCue mpaired |[TIMS not so faves |[Pram Mux | |
(O From: | 7H To: | [E tmmiddivry)

[lox47eM = [1:3147 M (& s
@ Cor) |1 Hou [+]
Sort by Program Number[i]
Report On: Active Programs Only [ |
Results per page: [10 [w]

Frogram L - Refresh
Program Groups \ )

Displaging programs 1 to 2 of 2

Port #: Name TSID Pgm Icon History Current Status

b --w m

Last Ewent Time: Today 11:29:50 AM PDT

Transport

0: Acquisition AdCue 4121 71

Carousel PID Type
1137 & MPEG-2 Video 704x480i, 29.97Hz r r r r r r r r r r r

11406 Dolby AC3 Audio 2.0, 48.0KHz, eng
11447 Ad Cue Info § § i

eed1;28:39 AM PDT e

Figure 76: Ad Cue Info Welcome
3. Select the Program Group and Sort By options as needed

4. Select Refresh to see the Ad Cue Info results.

NOTE: The Ad Cue Info report allows a time range up to two weeks in the future. This is the only
report that allows future times!
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Reading the Ad Cue Info report

Sentry monitors the Event IDs for the ads that are sent to the ad insertion device. Matching the Event IDs
with the ad log of the ad insertion device will verify that the ad was received but there is no guarantee that the
ad actually ran.

If Sentry reporting shows that the video and audio in the transport had no problems at the time of the ad, then it
is likely that the ad ran.

The Ad Cue Info reports displays the in points and the out points of the ad cue message that are used to signal
the start and end of an insert and the Event IDs of the insert messages.

To drill down on the graph, select a portion with your mouse. Select Reset View to go back to the original
graph.

Welcome to Sentry 11-13 -Acquisition, Admiristrator [ Logout ]

Reports: Ad Cue Info

r_\l Group 2 Sroup 3 Group 4 My Group @Edit Group Deselect &ll
W"—‘ ||wm¢ J[Premmuxt |2 J[Premgquai [Pest gam J[AaCue mpairea |[TIMS net so faves |[Prem Mux2 ] |
[ bt | O From: | TE] To: | [E
[aat47 e & [11:3147 M (= s
@ Cor) |1 How [l
Sort by Program Mumber [+ |
Report On: Active Prograrns Ornly [ |

Results per page: |10 [l]

Refresh

Displayin rograms 1 to 2 of 2
) P eving pred

Port #: Name TSID Pgm Icon History Current Status

Last Event Time: Today 11:29:50 AM PDT

0: Acquisition AdCue 4121 F1

PID Type
1137 & MPEG-2 Video 704x480i, 29.97Hz

114048 Dolby AC3 Audio 2.0, 48.0KHz, eng
1144 ad Cue Info § § i § §

' 5
0: Acquisition AdCue 4121 | 74 E NFL - @ame 2 - | . E ‘ | uP(3ora |

A 1328139 AM PDT| | e

Alerts

Figure 77: Ad Cue Info Report
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Click on a program link in the Pgm column to view the details for the ads of the selected programs.

Ad Cue Detail
NFL
Port #: 0
Port Name: Port 0
TSID: 1131

Program: 1 .

|
Program Spots: 3 — |
Total Avail. Time: 2 minutes, 29 seconds

Event Time: Today 05:49:16 PM PDT
PID Type
32 £ MPEG-2 Video 528x480i, 4:2:0 29.97Hz
33 O Dolby AC3 Audio 2.0, 4B.0KHz, eng
34 ™ Ad Cue Info

Ad Splice Command Types

# 00 splice Null o [ Reserved
@ [ splice Schedule @ |08 splice Insert
o . Time Signal # 07 Bandwidth Reservation

@ FF Private Command

00
Audio Level (dB LKFS) Dial it
& 5. 75
PID Min Avg Max Norm -_;g-:g
Byl
“ W 33 -32.49  -25.34  -20.89  -31.00 “-&%
Audio Mode: BS.1770-1/10 sec s
1 -24.75
Dialnorm is indicated by a dashed line. S
s gty _ e Rl Sk Jerl el gl | e . e s el ot et i i By e
Scale graph §§ﬁ
* Ted T T T Today
unuzﬁ';n POT 5145111 POT 5142156 PR POT 5152141 PR POT W5iEe12e PR OPOT
Time Range
= Al Splice Insert (_/Non Splice Insert

Show Name: No Name
Event ID Event Snurce Event Time nlracﬂon Event ‘l\rpe $talus Pre-roll Dasa-lptur

Splice Insert P 33556339 Live Today 05:42:23 PM PDT Olll¢ Program eventflActive B8 second
Splice Insert 33556342 § Live Today 05:43:28 PM PDT II"T Program eventfActive 7 second

Figure 78: Ad Cue Info Detail Report

Type

The radio buttons directly above Type allow you to choose whether you want to see all command types, Splice

Insert Only, or Non-Splice Insert Only.

Event ID

Hover your mouse over the graphical display of an ad insertion point and a popup window will show up with the

Event ID, the direction of the splice message, and the time that it occurred.

Event Source

The Event Source indicates how the ad cue was inserted into the stream. It is only relevant for Splice Insert

Event. Such events will be one of the following:
®  Original: Cue embedded in original source material
®  Automation: Cue created by automation system switching
®  Live: Cue created by live event trigger system
®  Local: Cue created by local content replacement system

80 Sentry User Manual
January 2019



Sentry User Manual

Direction
Indicates if the splice message is running In or Out.

Event Type
Ads are either component (PID Event) or composite (Program Event).

® A composite ad interrupts the program’s audio and video (Event Type = Program Event).

® A component ad interrupts one or more but not all of the PIDs in a program (Event Type = PID
Event).

Status
The Status of an ad cue splice insert is either Active, indicating that it was valid when it ran, or Obsolete,
indicating that it was replaced by another event before it ran.

Pre-roll
For splice insert events, the amount of time between the sending of the event and the actual running of the ad.

Descriptor

Each ad splice command might contain additional descriptor information that carries additional data about the
specific command. When descriptor information is present for a command, the Descriptor column will have a
View link. Hover over that link to see the descriptor for that command.
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Ad Splice Command Types

The Ad Splice Command Types graph displays all of the command types that were sent.
Each command may also contain descriptor information.

To view the descriptor information for a command type, hover over the appropriate bar on the graph.

Ad Splice Command Types

™ 00 Splice Null @ B reserved :
@.Sp[ice Schedule @Esplice Insert B e |
@ B8 Time signal @ B Bandwidth Reservation 1 B ]_ R [ e

™ FF Private Command

Close
Event Time Descriptors Fields

Yesterday
05:02:09 P

availDescriptor descriptorTag:
o1 descriptorLength:

identifier:

providerAvailld:

DTMFDescriptor descriptorTag:

descriptorLength:

identifier:

preroli:

dtmfCount:

reserved:

dtmfChar:

segmentationDescriptor  descriptorTag:

length:
— identifier:
segmentationEventid:
segmentationEventCancellndicator:
reservedl:
programSegmentationFlag:
segmentationDurationFlag:
deliveryNotRestrictedFlag:
webDeliveryAllowedFlag:

— 1

o0 0 0 0 0 Q0 0O N4+ 00000 =0 000

!

Figure 79: Hover over bar graph for Descriptor Information
The resulting pop up is the Descriptor information for that command.

If there is more than one command of a given type shown by the bar, the descriptors for the first two commands
will be displayed.
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Drill down/Zoom In
To drill down on the graph, select the desired portion of the graph with your mouse by right clicking and
dragging left to right. This will enable you to see the Descriptor information for any command.

You can also select which command types you would like to show on the graph by clicking the checkboxes on
the legend.

PID Type
32 ¥ MPEG-2 Video 528x480i, 4:2:0 29.97Hz
33 @ Dolby ACS Audio 2.0, 46,0001, g
r Ad Splice Command Types .
& 00 Splice Null @ ¥ Reserved st
# [ splice Schedule # 05 splice Insert 2
™ |08 Time Signal ™ 107 Bandwidth Reservatpn !

“'vﬂ FF Private Command . - -
Figure 80: Ad Splice Command Types ' Pre-roll '

The number of commands by type runs up and down on the graph and the number of days scrolls left to right.

If the blue bar represents more than two commands, the descriptor for ONLY the first 2 commands will be
shown.

To see the Descriptors for the rest of the commands, you will need to zoom in on the graph.

The Ad Splice Command Types graph shows all commands as they were detected. For splice insert
commands, this will generally be before the associated splice insert event (as indicated by the pre-roll time).

Viewing the two graphs together allows a visual display of the pre-roll time, in addition to commands that were
subsequently overwritten by other commands.

Blackout Detection
If an Ad Splice command contains one or more blackout periods, a horizontal black bar will be displayed at the
bottom of the graph for each blackout period.

You can see details of the command containing the blackout information by reviewing the command
descriptors for the command at the start of the blackout period.

Hover for Command
Descrintors
Ad Splice Command Types B e e e e e / e
: Blackout Period
00 Splice Mull # [ Reserved :
o . Splice Schedule ™ 05| Splice Insert Z ;
™ 08| Time Signal ™ 07 Bandwidth Reservation ol ’
™ FF Private Command Sackot _—
Figure 81: Blackout period and Command Descriptors
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Repeated commands

There are times during normal operation when the same Ad splice command is repeated over and over (as
frequently as every second). Rather than cluttering the graph and overloading the system with each such
occurrence, you will see a red * (asterisk) underneath a bar on the Ad Splice Command Types graph.

Ad Splice Command Types
™ 00 Splice Null [ l Reserved
™ . Splice Schedule [ . Splice Insert
# |08 Time signal # 07 Bandwidth Reservation

™ FF Private Cormmand l

Figure 82: Asterisk showing there are multiple occurrences of the same command

Hover over the vertical bar to review the descriptor information for that command. You will see the count of
commands that Sentry is grouping into that single bar.

""" Detect Time De:

Today
-4-.. 05:46:30 PM POT
(12 occurrences)

Figure 83: Descriptor information showing 12 occurrences of a command.

For repeated commands, the event count will also be displayed on the detailed table at the bottom of the report.

Pre-roll Descriptor

8 seconds N/A

N/A (12 occurrences)

Figure 84: Multiple commands as shown in the report

Audio Level Graph
The Audio Level graph can be used to see how the audio level changed during ad cue insertion.
a0
Audio Level (dB LKFS) pial 5 35
& =6.75
PID Min Avg Max Norm =
“ W 33 -24.20 -21.69  -20.41  -31.00 ?Zgﬁ
Audio Mode:  BS.1770-1/10 sec §§§§
Dialnarm is indicated by a dashed line. .
§4|.31 ---------------------------------------------
Scale graph e
1?!9.‘{3';" FOT 12(3!!;’;'1 FOT !2!?1:‘.‘;";’1 FOT !21311‘#;}1 POT 12(31(3;’:'1““1'
Time B i3
Figure 85: Audio Level Graph
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Program Statistics (Report and Export)

The Program Statistics report gives you non-alert based statistical data from your programs. You can use this
information to observe trends over time for such items as audio volume levels, bit-rates, QoE scores, etc.

The Program Statistics page simplifies access to summary program data by providing a set of navigational
tabs:

" Summary
Summary of saved reports.

" Create/Edit
Create and/or edit a report.

®  History
Provides a history of the emails for scheduled reports.

Access Program Statistics:

Select Reports and then Program Statistics.

Welcome to Seatry 11-11 -Acquisition, Administrator | Logout ]
(TN creacefdic | Histery
ETE Delete Seleoted | Disable Selected | Enable Selected |
oo | e ——
1 Report Nams Access Created By Moified Schaduled Next Dalivery
Repaorts [ Availability Private Administrator 08/08/2011 03:23:32 AM PDT = A
Programs [ Eitrate repon Private Administratar D5/04/2012 0545:20 AWM POT s
[ Bitrate report2 Private Administrator 06/28/201212:17:51 AM PDT =
[]  CABLE & WIRELESS Private Adrministrator 04/25/2012 03:30:18 PM FDT ]
[0 Lous Private Administrator 05/16/201202:27:21 AM PDT H
o [0 marco Private Adrministrator Today 03:40:13 AM PDT .=
Fragram Groups [0 sersiin Private Administrator 044272010 02:57:02 PM FOT g
|:| Tlms Private Administrator 05/04/2011 01.:03:46 PM PDT ]
M Taet Drivata Melpminictratar TN A1LE£N0N 1N-E3:5R AWM DNT | M
Delete Selected | Disable Selected | Enable Selected |
Transport
- [y — Finc:
1 Report Nama Arcess Created By Modified Scheduled Next Delivery
D ADcue Report Public Administrator O4/15/201204:10:17 PM PDT |
D HT Dashboard Public Adeinistrator 03/19/201201:45:44 PM PDT H
O qoe Public Administrator 12/1G/2011 12:08:1 2 P PST ]
[0 sDP Test Public 10/15/2000 11:50:43 &M PDT il
[ Wideo@OEonlyl Minute Public Administrator 07431,/201207:50:53 AM PDT |
Figure 86: Summary, Create/Edit and History tabs
Tab View
Summary tab
Displays which reports have been created and saved.
" Private reports are only viewable from your login.
" Public reports are viewable to anyone who can log in.
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Create/Edit tab

Allows you to generate the following data when creating or editing a report:

®  Maximum and minimum and averages of video QOE, audio QOE and volume levels

®  Totals for bitrate and discontinuities

®  Maximum and minimum and averages of GOP length
®  Maximum and minimum and averages of PVQ

Create a Program Statistics Report
1. Select the Create/Edit tab.

Further Lirnit Thiz Tirne Range

OBetween These Hours: DS:V: PM:V: - |11 V PM:V:

Praograrm Group: | -4

Generate Report | Export As CSVl Save Report

@During This Schedulel| | #/eeknight Primetime
--Select Schedule--
W eeknight Primetime:

Schedule Search Glass

Sumnmary Hiztory
() Frorm: ] To: EE immida Select Statistics | Vides QOE Audic QOE
[osEsTaN ©  [TssTan G sort By Progan lame (%]
& Cor) |1 Hour [l Sort Order: () Low to High OHigh to Law  Limit: | Mone V

W

Figure 87: Generating a Statistics Report set up

2. Select your time frame.

a. You can further restrict the time range by selecting Further Limit This Time Range.

b. Select your desired schedule from the drop down menu. In this example we selected

Weeknight Primetime.

¢. Select the Search Glass |

to see the selected schedule. See Configure Schedules for

information on how to create schedules.

ime Range Program Group: | -4

Wwieeknight Primetime

WManday 08:00:00 P Ma
Tuesday 0&:00:00 PM

Friday 03:00:00 PM Fri

-, |08 % | | P ] - Schedule: Weeknight Primetime Type: Weekly: Full Hours  port Ad

Tuesday 11:00:00 PM
Wednesday 08:00:00 Pr Wednesday 11:00:00 PR
Thursday 0F:00:00 PM Thursday 11:00:00 M

To Edit, go to Schedules in Configure Manu

nday 11:00:00 PM

iday 11:00:00 PM

Close

Figure 88: Weeknight Primetime schedule

3. Select the Statistics you want to view.

4. Sort and limit as desired.
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5. Select Generate Report.
6. The Displaying Program box appears.

7. Review all data.

a. Select column header to sort data.

Welcome to Sentry 11-11 -Acquisition, Administrator [ Logout ]

Reports: Program Statistics
Configure Summary Create/Edit History

[Tran: el 20 129 ALVARO N/A NfA
69 Biography 100

) From: [ To: |:| [73] (mmidd/yyyy) Select Statistics|  Video QOE, Audio QOE
03:19:41 PM ® 04:19:41 PM (©) (phimmzs) Sort By:
@® (or) [1Hour v Sort Order: ® Low to High /' High to Low  Limit:
; - — ]
Reports ") Further Limit This Time Range Program Group: | All Programs .
Programs Provider Name: I
Current Status * Between These Hours: - 9a
Program Status I
Data Detect During This Schedule: |-Select Schedule— v Generate xport as csV|l| save Re
lad Cue . 8 I
P
rogram 7a Disp g prog o 5
Program Groups Po Po ame D Pg Progra a Prima deo PID Avg Video QO a deo OO deo QO
Current Status n
Program Status 8 Port 8 9 10 1_10 VH-1 CLASSICS 592 76.96 98 :A
Date Detect 13 Port 13 9 10 110 VH-1 CLASSICS 592 76.96 98 :
lad Cue Info 8 Port 8 9 2 1_8 NOGGIN 464 79.86 98 :
Bandwidth 13 Port 13 9 8 1_8 NOGGIN 464 79.86 98 :
[Thumbnail wall 8 Port 8 El 9 1 9 NICK GAS 528 78.73 97 :
port 42 g Sl UCIC CAS 525 73 72 97 4
Y
in

Figure 89: Exporting as CSV

8. Selecting the Export as CSV button allows user to export visible data as a CSV (Comma Separated

Value) file that you can put into a spreadsheet application for further analysis.
9. When you are satisfied with the report output:
a. Select Save Report. The screen will reload to show the save options.

b. Name your Report.

T Bitrate

Save: 9b

Mame the Report: | |

“ I@}F‘riuate use only OShare with others
Cancel | Sawve Report |

— " |
| S |

Primary Video PID

/—F"—_ 2061 98.67 — s
1137 09,84 e S 1140
— 11

Figure 90: Saving the Report
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c. Choose Private use only or Share with others.

d. Select Save.
10. Once you have saved the report, you can schedule it to run and automatically email you the results.

a. Select Schedule Report and follow steps as per Scheduling Email portions of this manual.

Summary | ) History

Erom: T Tor [E] (mm/dd/yyyy) _Select Statistics|  Video QOE, Audio QOE
04:46:22 PM (&) 05:46:22 PM (%) (hhimm:ss) Sort By: Program Name ¥
® (or) 1 Hour v Sort Order: * Low to High High to Low  Limit: |None ¥
Program Group: | - All Programs - v

Further Limit This Time Range
Provider Name: Auto ¥

Between These Hours: |08 ¥ | [PM v | - |11 v |[PM ¥
= Generate Repcrtl Export As CSV Save Repon' Schedule Report

During This Schedule: |--Select Schedule—

Report saved successfully.

Figure 91: Scheduling the report

Reports: Program Statistics

Surmrmary Create/Edit History

Scheduling options for test 22:

ODO not schedule this report
*! schedule this report

4Repor‘t scheduling Fraquency: | Hourly [V]

Every 1 haur(s)

Deliver via email to:

|:||Name Ermail

[ administrator

|:| Channel durnrmy@null.carn
O

[Jjacw

O e

The subject will read '"Sentry Program Statistics Report: pour fext’

¥

Ernail subjeck:

Sentry Program Sratistics Repert

Ernail bady:

Attachrnent(s): DDDF [Program Dashboard graphs)
Dashboard Template:
CSV [Report results sent in a cornma separated values file)

Attachrnent narne: | ProgramsStatistics PDF and CSV file attachrents will have the sarme filenarme prefix,

chhedule report until:

(®) Mo end date

O m

DTemporarill,l suspend delivary

Update Schedule | Cancel |

Figure 92: Scheduling steps
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11. For Step 3, select who you want to email
12. Schedule how long you want the report to run.

13. Select Update Schedule when complete.

History tab
The History tab shows you the history of the email for scheduled program statistic reports.

NOTE: The program stats CSV export includes the selected stop and start times (for the time period the
user selected).
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Port Statistics

Port Statisitics provides non-alert data on a port level that allows you to see information on the transport
bitrate and other releveant statistics.

Summary tab

The Summary tab shows the list of Public and Private saved reports.

Welcome to Sentry11-19, Administrator [ Logout ]

Reports: Port Statistics
m Create/Edit | History

You have no saved reports defined. Click here to define one.

Delete | Disable | Enable |

Private Reports

Reports W | Report Name Created By | Modified Scheduled Next Delivery

Current Status No private reports are defined.

Program Status
Data Detect

Program Statistic
Proegram Dashboard Public Reports

Delete Selected | Disable Selected | Enable Selected |

Media Set W | Report Name Created By | Modified Scheduled Next Delivery
Media Set Status

Mo public reports are defined.

Figure 93: Port Statisitics

90 Sentry User Manual
January 2019



Sentry User Manual

Create a Port Statistics Report
1. Select the Create/Edit tab.

2. Choose date/time frame for your report.

3. Select Statistics.

Welcome to Sentry11-19, Administrator [ Logout ]

Reports: Port Statistics

P History )

1
BT @ From: [10/7/ 8 To: [10/14/ (8] (mm/dd/yyyy) Select Statistics ] Bitrate
- 45 hh:mm:
[ About | [oz4407Pm & [0245:07PM () (hhimm:ss) S —— ame "

O (or) [1Hour vl Sort Order: ® Low to High O High to Low

] Further Limit This Time Range

Reports Report | Export AsCSV| Save Report |
e ® Between These Hours: 08 PM - m PM
Program Statistics . . . _ .
Program Dashboard During This Schedule: —SelectSchedule

Media Set Qe

Media Set Status

Tra nsErt

Figure 94: Setting the date or time range

4. Choose any Statisitics you to include.

5. Select Accept.

R101/290: All Priorities
R101/290: Priority 1
R101/290: Priority 2
R101/290: Priority 3
TP Stats: Arrival Tnterval

Figure 95: Secting the statistics to include

6. Select any other filter filters you wish to apply.
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7. Select Generate Report.

Summary Create/Edit History

O From: [ ) [ To: [ [T] tmemidaryyyy) Select Statistics | Bitrate, TEI, Availability, IP Stats: Arrival Interval
10:23:53 AM 11:23:53 AM (hh:mm:ss)
J © 1 © sort y:

@ (or) [LHour 3 W Low to High (O High to Low

[} Further Limit This Time Range

Generate Report I Export As CSV I Save Report |

(*)Between These Hours: 08 &+ | PM | - |11 /| PM

C—
[ During This Schedule: | Mo applicable schedules defined &

Figure 96: Generate the report

Welcome to Sentry-GIGE-GIGE-11-55, Administrator [ Logout ]

Reports: Port Statistics

([ Summary TN Hetory
7SSt I3 Tos [rrEaraesa— [ it
O From: [tojzajzo1a = To: [tojzejzos [ Select | eitrate, TEL, ¥; TP Stats: Arrival Interval
- =T 7 > hh:mm:ss;
[loz7atam & [Trz7atam (0 1 Sort By: v @
@) [rw @ Sort Order: @ Low to High ()High to Low
O
Reports [ Further Limit This Time Range
*) Between These Hours: 08 & PM =11 3 PM = I Lo GVI oo |
Current Status )
Program Status During This Schedula: | Mo applicable schedules defined -
Data Detect
4 Cue Infe

Program Statistcs
Frogram Dashboard

Displaying Number of Ports 1 to 18 of 18

Program Groups
Current Status

Program Status Availability % Min Arrival Interval Avg Arrival Interval Max Arrival Interval

100.000000 29.000 psec 3008 ms 17.403 ms 377.071 psec

3.499 Mhps

Dats Detect 1 0

[t Cue Infe 1 BRAVO HD 1 1 1.500 Mbps o 100.000000 133.000 psec 7.019 ms 18.730 ms 195.587 psec

Banawidth 3 BRAVO HD 3 1 749.999 Kbps 0 100.000000 240.000 psec 14.039 ms 20.334 ms 252.895 psec

Thumbnail Wall 34 Fauzi Port 34 i 20.000 Mbps 0 100.000000 152.000 psec 526.065 psec 18.406 ms 52.970 psec
9 33,998 Mbp: 0 100.000000 6.000 psec 00.517 psec 8,158 ms 133.134 psec
o 0og i o ECTn ooo L

6B.473 pze

Figure 97: Port Statisitics displayed
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Program Groups

Program Groups allows you to customize any programs on Sentry as a group for convenient alert template
application and for problem isolation. For example you can create Program Groups by their content type
(music program group, HD program group) for applying the most appropriate type of alert. If Sentry is set up
to monitor the same programs at different locations (e.g., acquisition vs. post multiplexing), you can create two
program group respectively by different location for comparison and for problem isolation.

For more info on the Program Status, Data Detect and Ad Cue Info reports, see the respective sections in
Programs.

Using Program Groups

Program Groups have several additional functions once they have been created. Our example below,
Current Status, is just one of the many reports that can be used.

1. From the Reports toolbar, select Current Status under the Program Groups header.

Program Group: --Select Program Group-- [1]
Sart by Statug [»]
Provider Mame: At [i]
Rezults per page: 10 [l]
Refresh

Plzase zelect 3 pragram group from the list above,

Figure 98: The Current Status Welcome page
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2. Select a Program Group and then click the Refresh button.

Welcome to Sentry 1I-1X -Acquisition, Administrator [ Lagout ]

Reports: Program Groups Curmrent Status

P DT

L 12:00:27

Program Greup: | -Select Program Group--
Sort by --Select Program Group-- A

m AdCue 17 programs
[ About |

Provider Narme: DomGroupl
Bl nai e DamGroup2
dar angiva

Refresh General Group
HEBOD Family Frogram Group
Fleaze zelact a prc HBO Frogram Group
HBOZ_Signature Group
HEO_ELIESIO
High Def Program Group
ignore Program Group
impared test
Program Groups MEGACABLE
urens 2t Mus
; pre AWD POST Program Graup
Program Group all
Program Group CABLE & WIRELESS
Program Group SERGIO
Rohit Test Group M

B:

Transport

Figure 99: Selecting a Program Group

3. The programs that were in the selected group and its current status will populate in the bottom display.

NOTE: You are not choosing a PORT at this point, you are choosing a PROGRAM.

Welcome to Sentry 11-11 -Acqaisition, Administrator [ Logout ]

Reports: Program Groups Current Status

£2:05.49 PH POT
Reports. Prograrm Group: |AdCua11 programs |i]
AT oot

s

Provider Name:
Results per page:

Reports Refresh

oo

B

<<First <[ 12> Lasts»
Displaying programs 1 to 10 of 11

Current Status find in current page [
Portif Name Fgm Name = G Hitrate Alert Cnt Status Alert
O Acquisition AdCue 66 fa=n Outdoor Life Hetwork » Mo hitrate data 4 4
0: Acquisition AdCue 6@ m Biography I3 Mo hitrare data 5 "4
0: Acquisition AdCue 70 E E P Mo hitrate data ] [
o

Thryaiee
O Acyuisition &dCue 67 mﬂnﬂ Bravo > Mo bitrate data 3 (8

O Acquisition AdCue  BE Discovery Home and Leisure » Mo hitrate data 3 4

Alerts

O Acyuisition &dCue 71 NFL > Mo bitrate data

. pers =
——— Gala Visi e L -+
 pmm—— wdtug 72 @l‘ SEC:IIENS'IFD" hitrate data 22 —/

Figure 100: Displaying the Program group

1=
4

4. Repeat the steps as needed to use Program Status, Data Detect or Ad Cue Info.
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Program Groups Bandwidth
Program Groups Bandwidth provides a per program stacked bandwidth graph for a defined program group.

This report provides a visual understanding of overall transport bandwidth as well each individual program’s
bandwidth.

Examples for use would include:
®  Planning for transports

®  Examining existing transports

Welcome to Sentry 11-11 -Acgquisition, Administrator [ Logout ]

12:05:57 PM PDT
O From [ [ ot [ [ st
R i1y
10557 M (< 120557 PM () o)

BTN O [THo L]
Program Group: |--Se|ect Frogram Group-- [i]
Refresh

| Pleaze select a Program Sroup,

Program Groups

Figure 101: Program Group Bandwidth
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Access Program Groups Bandwidth
1. Select Bandwidth from the Reports menu.

Reparts

Programs

Program
egram Dashboard

Program Groups

Carousel

$a] Status

Figure 102: Accessing Program Group Bandwidth

2. Choose your time frame

3. Choose program group
4. Select Refresh.

Welcome ¥o Sentry 11-11 -Acquisition, Administrator [ Logout ]

Reports: Program Group Bandwidth

12:05:57 PM POT

Configura O From: li I o li ] tmemictivren) /
11:08:57 &M 120567 PM () remmmess

) (ar) |1 Hour [ll
g

Prograr Group: |--Select Program Group--

Refresh

| Plzase select a Program Group.

Figilré 103: Selecting time frame and Program Group
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In this example the transport streams bandwidth was graphed for one hour. You can see that some programs
take more bandwidth than others.

The pink line (Program 75) is using more bandwidth than the olive green line (program 73).

Welcome o Sentry II-XT -Acgquisition, Administrator [ Logout ]

Reports: Program Group Bandwidth

1201326 PM POT

(&) Fram: [08/01/ =
1200:00PM (< 1Z0000PM (2 mmess)
(3 (erd |1 How [+]

Program Group: |Adl:ue 11 programs [il

Refresh

Your requested tirme range exceeded one day The time range has been
rmodified.

Bitrate for Prograrn Group: AdCue 11 programs

L]
NRLLZ0LE 10002012 NRAZAZ0LE LRl by ORAMZAZOLT
fdreezes PR OPODT gE 00100 PH RPDT idribzen @R POT dE1a010d AH PDT izzogzo0 FH DT

Time Rarge

Port Humber Port Name Transport ID Program Name

W Acquisition AdCue 4121 &5 Dutdoor Life Metwark
.EI Acquisition AdCue 4121 87 Brawvao
Bo Acquisition AdCue 4121 68 Discovery Horme and Leisura
o Acquisition AdCue 4121 69 Biography
.EI Acquisition AdCue 4121 70 E
.EI Acquisition AdCue 4121 71 MFL
I Semizitinn Ad e 4171 il Golo Viciqm
.D Acquisition AdCue 4121 73 Country Music TW l
11 &M [o L= Ml A4 004 i | |11 = ] t
u] Acquisition AdCue 4121 75 Travel Channel I
u] Acquisition AdCue 4121 7E The Learning Channel

Pinmsaeideh g Tk T T Tl

Figure 104: Program Group Bandwidth result
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Dynamic Program Groups

Dynamic Program Groups allow you to define a program group based on dynamic program attributes instead
of just listing the program numbers.

Select Configure and Dynamic Program Groups from the main menu.

The resulting page will be a list of all of the existing Dynamic Program Groups.

mkomt to mtry:ﬂﬁ' 11-2\4, adminislrator [ Logout )
Dynamic Program Group # of Programs % of Total Delete

(e} 0% X
100 Q 61% X
430 %% X
- r == 390, MN X
Pl - ‘ .s aq 2% X
Configure 2Q 1% X
Alerts PP rm, £ 107 Q 65 % X
Btatic B PP Audio Format EAC-3 1Q, 1% X
e PP Audio Format MPEG- 0Q, 0% X
Part Namas PP Audio Formag MPEC-2 15Q 9% X
£F5 Settings ; r 0Q, 0% X
i PP Audio Format WM 0q 0% X
Cashboard Graghs PP CC Absent 0Q, 0% 4
MPEG [rpwt Settings EP CC Present 0Q, 0% X
i PP Video Format MPEG-1 0q 0% X

System Settings .
Import/Export Seltngs PP Video Format MPEC-2 99 Q Bl % X
users PP Yideo Format MPEC-4 40 2% -4
System Upgrade PP Wideo Format OTHERS 0 q 0% X
e P2 Video Format VC1 1Q 1% X
PP Video Frame Rate < 30 AND Standard Definition 100Q, Bl% X
PP Video Frame Rate >= 30 t'I 0% X
PP Video Frame Rate >= 30 AND Standard Definition 100 Q B1% X
Pri Vigd PID Frm R <=4 00. 0% X
Pri Vid PID Frm Rt <=8 DQ 0% X
Scrambled = = False 54Q 94% X
Scrambled == Trud u Q 6% X

Add 3 New Program Group| Refresh|
Figure 105: Dynamic Program Groups
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Create a New Program Group
Scroll down to Program Group Configuration and either select a current filter (or filters) or create a new one.

Example 1: Create a new Dynamic Program Group that uses new Program Group Configuration
criteria

1. Select Show more filters types...

Program Group Configuration (Hint: To create or modify a Dynamic Program Group, mouseover and click on any filter definition below)

Short Name: Preview O
Criteria:
“
Clear Criterial Cancell ﬂl

High Definition

Primary Video PID Resolution Add

Standard Definition

== 720
Reserved

=720
Reserved

[Show more filters types ]

Figure 106: Program Group Configuration

2. Choose the criteria section and click Add next to the name.

Program Group Configuration (Hint: To create or modify a Dynamic Program Group, mouseover and click on any filter definition below)

Short Name:

Criteria:

Clear Crite naI

s~

L‘am:ell Sa\'el

Preview Q

High Definition

Primary Video PID Resolution Add

Standard Definition

>= 720
Reserved

< 720

Reserved

Hide more filters types ...

, Audio Channel Count Add \

Audio PID Count Add

Port Number Add

Primary Audio PID Format Add
Primary Video PID CC Present Add
Primary Video PID Format Add

Primary Video PID Frame Rate Add

Scrambled Add ‘

Figure 107: Selecting the criteria
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3. In this example, we want to create an Audio Channel Count filter that only shows services that
contain 2 audio channels.

© Less, Greater or Equal
Audio Channel Countis | <

© Between
Audio Channel Countis |2
AND
Audio Channel Countis | =

Enter a short meaningful name that describes your filter,
so when used in a Dynamic Program Group the name reflects
the value(s) selected.

Filter Name:

Cancel ﬂl
Figure 108: Setting the Audio Channel Countlpart 1

4. Enter in the filter criteria and a name for the filter. Click Save.

Audio Channel Count Filter
@ Less, Creater or Equal
(A udio Channel Countis | = |Z| 2

O Between

Audio Channel Countis | =
AND
Audio Channel Countis |<

Enter a short meaningful name that describes your filter,
so when used in a Dynamic Program Group the name reflects
the value(s) selected.

Filter Name: |Audio PID Count = 2|
Cancell Savel

Figure 109: Setting the Audio Channel Count part 2

5. You will now see the filter that we just created.

Program Group Configuration (Hint: To create or modify a Dynamic Program Group, mouseover and clic

Short Name: Preview C},

Criteria:

Clear Cri‘lerial Cancel Savel

—Audio Channel Count Add

S—

Audio FID Count = 2 X
=2

Edit

—Primary Video PID Resolution Add

High Definition | Standard Definition |
== 720 | <720

Figure 110: Named Audio Channel Count

6. Now that you have created the filter criteria the next step is to create the Dynamic Program Group.
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7. Enter a name for the Dynamic Program Group in the Short Name dialog box.
a. Continuing our previous example, call it Audio PID Count = 2.

b. Next click on the filter criteria that was just created. It will turn green and the Criteria dialog

box will list the criteria.

Program Group Configuration (Hint: To create or modify a Dynamic Program Group, mouseover and clid

lShort Name: Audio PID Count = 2 IPreview (o} ‘
Criteria: .44 T e = .
Audie BID Count = 2 Short Name Dialog box
4
Clear Criterial Cancell Savel ‘

N

! Audio PID Count = 2 X

=4 " | FilterCriteria box |

Primary Video PID Resolution Add

High Definition | Standard Definition |
== 720 | <720

Figure 111 Eiiféring the Short Name and selecting the Filer Critera box

8. Click Save. Now we can use this Dynamic Program Group anywhere that Program Groups are

used.

Example 2. Create a new Dynamic Program Group that has more than one filter criteria

Program Group Configuration (Hint: To create or modify a Dynamic Program Group, mouseover and click on any filter definition below)

Short Name: Audio PID Count ==2 AMD Scrambled == False Preview C)

Critenia: 1,350 PID Count = 2 ZND Scrambled = Falss
s

Clear Criterial Cancell Updatel

Audio Channel Count Add

! Audio PID Count = 2 X
=2
Edit

Primary Video PID Resolution Add

High Definition Standard Definition

== 720 = 720
Reserved Reserved

Scrambled Add

! Scrambled = False X
= FALSE
Edit

Show more filters types ...

Figure 112: Multiple filter critera
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Thumbnail Wall View

You can view thumbnails of active programs on a single screen, using the Program Group of your choice.

Each thumbnail includes an alert status indicator, similar to what you see on the Medius Program Alert
Dashboard.

B QGreen indicates no triggered alerts

" Yellow indicates triggered alerts,

®  Red indicates open alerts

You can sort the thumbnails by Program Number, Program Name (default), Port Number, and Port Name.
The Thumbnail Wall view refreshes every 60 seconds and individual thumbnails can be manually refreshed.

To access, click on Reports, then on Thumbnail Wall under the Program Groups Menu.

Thumbnail Wall

Program Group: dar [v]
Sort by Frogram Mame [+ ]
Prowvider Mame: Auta [V]
Rezults per page: |10 [v] 1 ; il [v]
Refresh Alert Status
Indicator Refresh

Figure 113: Thumbnail Wall View

Thumbnail size directly corresponds to resolution of video: the bigger the thumbnail, the higher the resolution.
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Transport

Transport Status

The Transport Status report gives both a summary and a breakdown of statistics on all the MPEG tables
within the transport stream, including:

®  System Info Tables (PAT and PMTs)

®  DSM-CC Tables

" PSIP Tables

¥ Other Tables (if they exist)

" Ghost PIDs (defined to be PIDs containing no tables and not part of any program)

B Referenced PIDs: PIDs mentioned in the tables, mainly the Program Map Table or PMT
®  Reserved PIDs: example: Program Association Table, PID 0

Welcome to Sentry 11- 1, Administrator [ Logout ]

Reports: Transport Status

( i Group2 Group 3 Group & My Group @ Edit Group DCeselect All
| Acquisition AdC1 [ PremMuxl OCAP BremQual Post Qam [2dCue mpaired | EEIF, [Farc s |
O From: 5 To: [T) tmmisaryyy)
[ 190.743 Mbps (86.38%)
Reports 12:00:29 P11 ® 01:00:29 PN @ {hh:mm:zz) I Hull packet 30,084 Mbos (13.62%
Programs @ {or) | 1 Hour M Transport errors o

Current Status

Program Status All Data % | Refresh

Transport error rate 0.000/sec

Dats Detect
Ad Cue Info
Brogram Statistics

W sustem Info Tables 214.795 Kbps (1.18%:)

Program Groups Bosm-co Tables 16,107 Mbps [88.47%)
Current Status

Ir"\-"‘-’ (PES) PIDs 165.421 Mbps (88.66%)

J PEG Tables  12.206 Mbps (3.53%)

Program Status fesio Tables No bitrate dats (0.00%) I Ghest eips 3.455 Mbps (1.81%)
Datz Detect 0 others 1.884 Mbps [10.35%) L !
Ad Cue Info
Bandwidth » Transport Bitrate History
Transport
MPEG Tables | Ghost #IDs | Referenced PIDs | Reserved PIDs
ETR-250 Status MPEG Tables
1 Stats :
ystem Info (57) Avg. Bitrate: 214.799 Kbps

Carousel SM-CC (61) Avg. Bitrate: 16.107 Mbps
Carousel Status ; ;
QCAP Status SIP (0) Avg. Bitrate: No bitrate data
BFS Status thers (28) Avg. Bitrate: 1.884 Mbps
EEIF Status
DSM-CC Status

Ghost PIDs
Alerts .
Alert Hiztary » Ghost PIDs (2) Total Bitrate: 3.465 Mbps
Alert Anzlysis

Program alert Defs

sl Bitrate: 187.117 Mbps T L T
Figure 114: Transport Status Report: All Tables Collapsed

The Transport Status report includes both graphical and tabular representation of statistics for the time range
displayed as the Current View. The default time range is the most recent hour.

You have the choice to specify your time frame to view the Status Report.

You also can View All Data or only Active Data. If you choose View All Data, you will see active and
removed PIDs/Tables.
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Transport Statistics

Show the overall transport packet bitrate, the null packet bitrate, the total bitrate, and the average number of
transport errors per sec. The transport bitrate is derived from the Sentry engine’s report of the total bitrate and
the null packet bitrate. It is the transport packets that the Sentry engine decodes as part of its monitoring.

It is important to note that the Transport Statistics include both active and inactive statistics in the time range.

For example, if a multicast group changes via Configure: MPEG Input Settings, the programs that are
announced are active and the programs that are destroyed are inactive but both remain in the statistics.

ransport Statistics Total: 220.822 Mb
ITransp-:ur‘t 190,719 Mbps [36,37%]
Bl packet 30,103 Mbps [13.63%)
Transport errors u}

Transport error rate 0,000 sec

Figure 115: Transport Statistics

MPEG Table Statistics

Show only what is currently active in the transport. These include the total table bitrate and the bitrates of the
System Info, DSM-CC, and PSIP tables. Others, which is not a defined category, will be included only if
other tables exist in the transport.

MPEG Table Statistics Total Bitrate: 34.023 Mhb
IS',lstem Infa Tables 216,371 Kbps (0.649%)
Prosm-cc Tables 31,887 Mbps (93.72%)
PSIP Tables Mo bitrate data [(0.00%)
B others 1,920 Mbps (S.64%)

Figure 116: Active MPEG Table Statistics

Active Bitrate Summary
Shows only what is currently active in the transport, broken down into Audio/Video (A/V) Packetized
Elementary Stream (PES) PIDs (i.c., PIDs that do not have tables on them), MPEG tables, and Ghost PIDs.

Overhead is not included in the table bitrate resulting in a discrepancy between the total displayed in the
Transport Statistics and the Active Bitrate Summary total, even if the Transport Statistics include only what is
active in the transport.

The actual amount of overhead is given by the ratio of Avg. Bitrate to PID Avg. Bitrate where Avg. Bitrate is
the average table bitrate (see Ratio column in the expanded table reports).

MPEG Table Statistics Total Bitrate: 34.023 Mb
IS',lstem Infa Tables 216,271 Kbps (0.649%)
Posm-cc Tables 31,887 Mbps (93.72%)
PSIP Tables Muo bitrate data [0.00%)
B others 1,920 Mbps (5.64%)

Figure 117: Active Bitrate Summary
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Transport Bitrate History

The Transport Bitrate History graph shows the null PID bitrate for the transport. This report is one useful
tool to track potential available bandwidth on a transport stream.

Access Transport Bitrate History

1. Expand the Transport Bitrate History section by clicking the arrow.

Welcome to Sentry 11-

Reports: Transport Status

1, Administrator [ Logout ]

Current Status
Program Status
Dats Detect

Ad Cue Info
Program Statistics

Al Data V| Refresh |

MPEG Table Statistics Total Bitrate: 18.206 Mbps

Transport error rate 0.000/sec

Total: 191.102 Mb

Bitrate Summa

P Transport Bitrate History

Transport
ETR-250 Status
1P Stats

MPEG Tables | Ghost PIDs | Referenced PIDs | Reserved PIDs

P System Info (57) Ava. Bitrate: 214.799 Kbps

Carousel P DSM-CC (61) Avg. Bitrate: 16.107 Mbps
Carousel Status N .

OCAR Status P PSIP (D) Avg. Bitrate: No bitrate data
EFS Status P Others (28) Avg. Bitrate: 1.884 Mbps
EBIF Status

DSEM-CC Status

Alert: .

Alort History » Ghost PIDs (2) Total Bitrate: 3.465 Mbps
Alert Anzlysis

Brogram Alert Defs

=3l Ritrate i 1_87.].17 Mbps_),___._-—-""_
Figure 118: Transport Bitrate History

2. This sample shows a bitrate stream that is well optimized.

¥ Transport Bitrate Histor

B System Info Tables 214.799 Kbps (1.18%) sy (PES) PIDE 165,431 Mb ‘es.ce5k) y I
/v (PES) PID= . = (88.56%) f

Program Groups B osm-cc Tables 16,107 Mbps [88.47%) o Pl = ‘
Current Status oSl Tebles No bitrate dete (0.00%) [ 1PEG Tables 18.206 Mbps (3.53%]
Program Status ESIE Tebles o bitrate dat= (0.00%] I shosteios 3.463 Mbps (1.B1%) 9 y
Dats Detect 0 others 1.884 Mbps (10.35%) .
Ad Cue Info
Bandridth

Configure ( ] Group 2 Group 3 Group 4 My Group Edit Group Deselect All
| Acquisition A4C1 | PremMux1 OCAP PramQual Post Qam [22dCus mpairee  [EEIF | B | |
O From: E To: [8) tmmisatyyr)
o - B trznzpart 190.743 Mbps (86.38%)
Reports 1200:29 Pl ® £1:00:28 PM I ol packet 20.084 Mbps [13.62%)
Programs @ {or) |1 Hour M Transport errors 0

Today Today
11230313 AH POT 11:45:13 AH FOT

Today
11:15:13 AH FDT

Taday
11z00:13% AH FOT

&

Today
122003213 PH FOT

"

. Transport
B null packet

Stream well
optimized

Figure 119: Transport Bitrate History (stream is well maximized)
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3. This sample shows a bitrate stream that could possibly be a source for more bandwidth.

¥ Transport Bitrate Histo

Taday Taday Taday Taday
03207320 PH EDT 0222320 PH EDT 03137320 PH EDT 0352120 PH EDT

Taday
04307320 PH EDT

Possible
A Available
Bandwidth

B Transport
B null packet

Figure 120: Transport Bitrate History (possible available room)
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PSIP

PSIP stands for Program and System Information Protocol.

PSIP is the protocol used in the ATSC digital television standard for carrying metadata about each channel in
the broadcast transport stream of a TV station. PSIP also used for publishing information used in electronic
viewer guides.

PSIP defines virtual channels and content ratings, as well as electronic program guides with titles and
(optionally) descriptions to be decoded and displayed by the ATSC tuner. For more information on how these
tables are used, go to http://www.PSIP.org

Access PSIP
To monitor PSIP tables select Transport Status from the Reports menu.
Graup 2 Graup 3 Graup 4 My Graup @Edit Group Dezelact &ll
[Requisitien AdCue ][ PremMuxi (B |[PremGual |[Pest Qam [ ACue mpaired  |[ TIMS not =a faver ][ Prem Musx2 | |
@ Frarn: [08/07/ 3 To: (0904, 3 Iy ) ransport Statistics Total: 220.822 Mb
12:00:00 P 'E:' 121300 PM @ TR SS ) ITranspor‘t 120,719 Mbps (86.37%)
Brull packet 20,103 Mbps [12.63%)
(3 Cor) [1Hour [V]
Transport errors u]
Al D ata [v] Refresh Transport error rate 0,000/zec
MPEG Table Statistics Total Bitrate: 34.023 Mh Bitrate Summary Total: 190.991 Mbps
ISystem Infa Tables 216.371 Kbps [0.64%) &/ (PES) PIDs 169,420 Mbps (88.71%)
IDSM-CC Tal:-les 31.887 MbpS (93.?2%) IMF‘EG Tahles 12,105 Mbps (9.48%] ‘
FSIP Tables Ma bitrate data [0.00%) IGhDSt PIDs 3,465 Mbps (1.51%)
Bothers 1,920 Mbps (5.645%)

P Transport Average Bitrate History

MPEG Tables | Ghest PIDs | Referanced PIDs | Resarved PIDs
MPEG Table
F Sustern Info (57) Avg. Bitrate: 216,371 Kbps
F DSM-CC (62) Auvg. Bitrate: 31,837 Mbps

* PSIP [0) Avg, Bitrate: Mo bitrate data
Thare are no FSIFP tablas in tha system.

l ¥ Others (28] Avg. Bitrate: 1,920 Mbps l

Port #: Name PID Awvg. Cycle Time Avqg. Bitrate FID Awvqg. Bitrate Ratio Curr Status

¥ NIT: Metwark Inforrmation Table - Actual [Table ID: 64] (1 entry)
0: Acquisition AdCue 1170 132,000 ms 1,019 Kbps 15,224 Kbps 0,056 Active

¥ NIT: Metwark Information Table - Other [Table ID: 657 (1 entry)
0: Acquisition AdCue 1170 S6,000 ms &,2580 Kbps 15,224 Kbps=s 0,345 Active

¥ S5DT: Service Description Table - Actual [Table ID: 66] (4 entries]
1: PremMuxl 17 1,802 sec 561,893 bps=s 1.626 Kbps 0,530 Active
S Post QAM 17 439,000 m= 14,691 Kbps 30,037 Kbps 0,459 Active
6: AdCue mpaired 17 1,603 sec 976,167 bps 1,863 Kbps 0.524 Active
11: Prerm Mux2 i7 1.803 zac 278,756 bps 1,666 Kbps 0,527 Active

¥ TDT: Tirne and Date Table [Table ID: 112] (3 entries)
1: PremMuxl 20 27,745 zec 7.135 bps 54,090 bps 0,132 Active
61 AdCue mpaired z20 24,817 sec 7.977 bps . 60,471 bps= 0,132 Active
20 27.745 sec Trmangdl bps 0,132 Active
- Table [Table ID: 11& S——
»3[ inn ] e o ‘—""_FH'F’H'

Figure 121: Transport Status with PSIP expanded
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Creating an Alert for PSIP tables

You may create an alert to notify you if the PSIP tables are no longer present.

1. To set an alert, select Configure from the main menu
2. Next select Alerts from the drop-down menu.

3. From PID Alerts, select Create.

Alerts Surnmary

Program Availability

Prograrn availability definitions affect only the prograrm availability/error
secands caomputations, They do not trigger standard alerts,

ngram Availability Templates [(Create Ternplate)
HD Program Awvailability Ternplate (1)

Program Awailability Template SO0 (0]
Aus-Program Awvailability Ternplate (1)

Prograrm Awailability Termplate_Eliesio (1)
Pragrarm Awvailability Ternplate CABLE & WIRE (1)
Dorm PATL (1)

Dom PATZ (1)

| MEGACABLE (1)

Transport Alerts

FHHEHAEHAH

Prugram Template Alerts (Create Ternplate)
Program Termplate SD-CB (0]

5D General Termplate (1]

Sky Termplate (01

MAR Program Template (1)

Sirmon's Prograrn Ternplate (1)

very strick alerts Program Termplate (0]
Pragrarm Ternplate SERGIO (1]

Darm PT1 (1]

Dam PTZ (1]

Steves Program Termplate (1)

HD Sports Termplate (0]

MEGACABLE Prograrm Termplate (1]
Pragram MaRCO (1]

Prugram Alerts [Create)
H Datect (&)

1 Bitrate (0]

Wideo Freeze (2]

Audio Silence (0]
Dizcontinuity (0]
Parceptual Video Quality [eMOS)(1)
Video QOE (4]

mudio QOE (D)

Abzolute Audio Level (0]
Mean Audic Level (0]
Audio Di

PID Ale [Create] l
FH Detect(

H Bitrate (1)

H Wideo Freeze (0]
H Audic Silence (0]
3]
1
1
)
)

e e s e e s i

s e e e s e

Discontinuity (0]

Perceptual Video Quality [eMOS) (0]
Video QOE (0]

Audio QOE(0)

Abzalute Audio Level (0]

Figure 122: Create a PID Alert
4. Walk through the sections on the Creating PID Alerts page:
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SUMmary Templates | BFS OCAP
| Summary | Pragrams  PIDs  Tables  PMT:  DSM-CC 0 IP Stats
Creating PID Alerts /
o @ select alert type: |Detact V
Generate alert when the PID is ODetected &) Mot Detected
@ Each time the condition occurs [or)
O Only after conditiggls] accur in minutefs] V
e Select PIDs from list:
Cport flpart mame |P1o [P1o Type
I:‘ u] Aequisition AdCue u] Table PID .A.
I:‘ u] Acquisition AdCue &4 |Table PID =
I:‘ u] Aequisition AdCue £5 |MPES-2 Video
I:‘ u] Aequisition AdCue g6 |Dolby ACE Audio
e Acquisition AdCue 70 |Table PID ™
Select Port: | 0 Acquisiion 4dCue  [v]  PID: Add PID
e Wwhen alert iz generated:
Save in Alert Histary
I:lSend SHMP trap to 10.0,11.12 (configured in the Systern Settings)
I:lSend email @Always [orl
OAt most email(s) in R V
|:||Name Ernail
Fl ~
F E|
]
O
O v
==
Figure 123: Create PID Alert walkthrough page
5. Section o:
Set the Select Alert Type to Detect.
6. Next, set Generate alert when the PID is to Not Detected.
7. Section Iol:
Select the required PIDs from the list
8. Section o:
Select the persons you wish to be notified.
9. Select Save Alert.
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TR101/290 Status

The TR101/290 Status report is used to monitor the basic health of the MPEG transport stream. From the
TR101/290 Status page, you can look at each individual transport stream and see its stats in real time.
Access TR101/290 Status

To access TR101/290 Status, select Reports from the main navigation bar. Next, select TR101/290 Status
from the drop-down menu.

Welcome to sentry11-33, Msiadmin [ Logout ]

Reports : TR101/290 Status

January 23, 2016 05:37:58 PM PST

Premium Mux QoE Post MUX Aquisition Ad Cue | AVC MUX2

iz
! [

~ From: [01/2372016 5] To: pirzaizote  [[8] (mmicdiyyyy) Go to TR101/290 Settings
orarsePM () psarsepm (D) (hhimmiss)
Current Status al
1 Hour >

Pragram Status 0 (o) B
Data Detect P Show TR101/290 Priorities
Ad Cue Info
Program Statistics SETED
Program Dashboard
Program Groups
Current Status [ No data M No errors
Program Status M Errors for whole block ] Errors for some time
Data Detect 1 block = 00:02:00 (hr:min:sec)
i Cue Info # 10: Pre MUX Total Error Error Percentage
Bandwidth
Thumbnail Wall

1.1 TS Sync Status | 00:00:00.00 0%
Transport 1.2 TS Sync Byte Error 1 00:00:00.00 0%
W 1.3 PAT Error 1 00:00:00.00 0%

R101/290 Status]
—pm £ 1.4 Continuity Count Error 1 00:11:10.62 18.64%
=

B Statistis 1.5 PMT Error 1 00:02:59.68 5%

1.6 PID Error 1 00:00:38.41 1.08%
Carousel 2.1 Transport Error l 00:00:00.00 0%
C: | Stats
e Sty 2.2 CRC Error 1 00:00:00.00 0%
T = Statug 2.3 PCR Error 1 00:59:59.98 100%
EBIF Status 2.4 PCR Accuracy Error 1 00:58:34.03 97.64%
DSM-CC Status 2.5 PTS Error 1 00:07:44.89 12.92%
Riarts 2.6 CAT Error 1 00:00:00.00 0%
Alert History
Alert Analysis

Figure 124: TR101/290 Status report

The top section of the TR101/290 Status report shows a single status for each active port. The color of the
block depicts the overall status of that port as follows:

Green: No violations of any type on that port over the selected reporting interval

e Yellow: No current violations on that port, but there were violations over the selected
reporting interval that have gone away.

e Red: There are current violations on that port.

Click on the desired port, to view TR101/290 details for that port. Your selected port will be displayed with a
colored dot as follows:

|p Pre MUX

Figure 125: TR101/290 selected port indicator
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The section at the bottom shows the detailed status of each specific TR101/290 priority. There is significance to
each priority level.

®  Priority 1 represents the most basic and most critical of all the functions.
o Ifyou are experiencing errors on Priority 1 this will affect all programs on the
transport streams.
" Priority 2 represents midlevel tests for transport stream health.
o Ifyou are experiencing errors on Priority 2 it MAY affect programs on the
transport stream.
"  Priority 3 (Tests that are hidden by default).
o Ifthese tests are needed, they can be viewed by clicking the Show TR101/290
Priorities link.

Each priority is represented as a row in the table. For each row there is a series of colored blocks representing
the status through time. The colored blocks have a slightly different meaning than the colors at the port level:

e Green: No violations for that priority during that block of time.

¢ Yellow: That priority was in violation for part of that block of time, but not for the entire
time.

e Red: That priority was in violation for the entire block of time.

e Grey: There was no data being monitored during that block of time on the selected port.

Hovering over a block will show you the specific time range represented by that block. If you hover over a red
or yellow block, it will also show:

e The specific test(s) that failed. Note: many of the TR101/290 priorities have several
checks being performed.
e The number of seconds that priority was in error during that block of time

1.4 Continuity Count Error TRNRRNR NN nnnm 00:00:01.00 0%
1.5 PMT Error 0000000000000 00 000 00:08:08.22 1.13%
1.6 PID Error lllllllllllllllllllr;:a:72441? PM PST to Today 01:15:02 PM PST 0%

2.1 Transport Error Error Seconds: 4.02 D%
Details:

2.2 CRC Error - No section with table 1D 0x02 found on PMT PIDs for more than 2.500 sec. 2%
2.3 PCR Error 1 00:08:08.23 | 1.13%

Figure 126: TR101/290 status block hover readout

Each priority row also shows the following:

e Total Error: The amount of time in which that priority was in error.
e Error Percentage: The percent of time that priority was in error. This is a percentage of
the time that port was being monitored.
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The summary blocks at the top simply show the worst state of any of the underlying priorities during that time
range. In other words, if an underlying priority was red during the timeframe, the summary block will be red.
Otherwise, if there was a yellow block, the summary will be yellow.

-

Figure 127: TR101/290 summary block indicators
Click the alarm icon next to the port name to quickly create a TR101/290 alert for that port.

Show TR101/290 Priorities

Clicking the Show TR101/290 Priorities link will display a list of each priority. All unchecked priorities will
not be displayed on your report. If a priority is checked, as long as those tests are enabled in the Configure-
>TR101/290 Settings page, that priority will be displayed as a row in the table.

w Show TR101/290 Priorities
l[F any of the selected TR101/290 types is in an error condition, the port will be displayed in error 5tate.|

1.1 TS Sync Status 2.1 Transport Error -
1.2 TS Sync Byte Error 2.2 CRC Error -
1.3 PAT Error 2.3 PCR Error -
1.4 Continuity Count Error 2.4 PCR Accuracy Error| [
1.5 PMT Error 2.5 PTS Error -
1.6 PID Error 2.6 CAT Error -

Figure 128: TR101/290 Priorities list

Click the Go to TR101/290 Settings link to configure any threshold or to disable/enable any TR101/290 test.
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IP Stats

IP Stats is a part of Sentry’s transport monitoring solution. It has three primary uses:

®  To monitor the health of the UDP/IP transport network over time
Sentry can be configured to send out an email and SNMP trap alerts when there is packet delay and
network jitter (usually caused by traffic congestion) which could potentially impact audio and video
quality.

® IP Network Analysis
To perform root cause analysis on the IP network by using built-in analytical tools and historical
reporting to correlate IP anomalies (packet delay and network jitter) with occurrences of other
problems as discontinues, audio silence, video freeze alerts, etc.

®  Historical Reports
IP Stats can provide a historical graphical report on the entire [P network health with the exact time and
respective severity level on any IP network anomalies.

Functionality

IP Stats primarily monitors IP packet Arrival Interval , Delay Factor, Partial datagrams and Invalid
Packets.

The Leaky Bucket Buffer Analogy
When dealing with video over IP, the device buffer is critical in the reassembly of the MPEG packets. The
buffer can be compared to an intentionally leaky bucket.

The data (the IP Packet) is represented in the example below by the water entering and exiting the bucket. The
bucket itself, and the water it can hold, is the buffer for a particular device.

The optimal way for this bucket to work is for the same amount of water to drip in to the bucket as drips out of

it. For our example, the same amount water (data) that flows in, flows out of the bucket (the buffer), thus
keeping a constant level in the bucket.

0

L0 0 000 0 AAA DR A |

No Alerts

0

Figure 129: Evenly consistent flow
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If the top flow (data) stops or slows down, the buffer will run out. This will cause a sharp increase in your
Arrival Interval and Delay Factor averages.

(00 1 I

Arrivl alert triggersd

[ I f | I [

OF adert triggered

8 Il 1 0 010

Both Arrival & OF alerts triggered

Figure 130: Not enough flow

If the top flow goes too fast, the bucket fills up and spills over. If the buffer becomes full, packet loss will
occur. Here, your Arrival Interval average will decrease and the Delay Factor will remain constant until the
buffer is full. At that point, the Delay Factor will increase.

0
0

[Lnnnnn_anonn anono nonananoooanonn. o oo,

Arrival and DF alert triggered

0

Figure 131: Buffer too full

If the data becomes “bursty” (starts and stops in uneven bursts), packet loss can occur. If this occurs; you may
see a change either way in your Arrival Interval average. Your Delay Factor would likely show an increase.
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Access IP Stats

From the home page, select Reports and then IP Stats from the drop-down menu.

Crnfimiro

Alert History
Alert Analysis

Program Alert Defs

Figure 132: Selecting IP Stats
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IP Stats Welcome Page

Program Groups

Ba

[Transport

m Alert Total Loss Time
- |:| [ Acquisition AdCue 00:00:00 1.000 psec 271.962 psec 10,353 ms 13944 ms 16.084 ms
|:| o 1 Premblux] 00:00:00 1.000 psec 309911 psec 7.884 ms  132.086 psel 15150 ms 16.480 ms
|:| g 2 QCAP 00:00:00 1.000 psec SEG425 psec 10,239 ms 179366 psel 14901 ms 15887 ms
O 3 5-ABFS 00:00:00 1.000 psec 271.000 psec 27587 ms 120854 pse Tlf i T A
|:| o4 PrermQual 00:00:00 1.000 psec 526000 psec 8601 ms  176.145 psell 15906 ms 16.805 ms 3
L] o 5 Post QAM 00:00:00 1.000 psec 280971 psec 6085 ms 92211 pse 10,379 ms 12,162 ms
|:| < B AdCue mpaired 00:00:00 1.000 psec 277.000 psec 36958 ms 123944 psel 95211 ms 90047 ms
O [ TIMS not so favorite MAA MAA MEA MAA Tl T A T A
[ | 1 Pren e ? an-nn-nn 100N wser INAAZ0 nses BOART ms 132111 nsel 15104 ms 1A 408 ms k
Graph Selected Rows k

Welcome to Seatey 11-11 -Acquisition, Administrator [ Logout |

Reports: IP Stats

O Fram: | [ To: [TE] ittt
[ZB313PM @ [035373PM (%) s

@ o) |1 Hour [x]

Hide dizabled ports

Refresh

Figure 133: IP Stats Welcome Page

116

Date/Time selection or interval selection
Sort by port number

Arrival interval
Indicates the time between the arrival of UDP packets

Delay factor
Indicates how long a data stream must be buffered (i.e., delayed) at its nominal bit rate to prevent
packet loss.

Partial Datagram
The percentage of UDP packets with a partial payload.

Invalid Packets
The number of IP packets that are discarded because they are corrupted.
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Graphing Ports

To see a port or group of ports in a graph, select the desired ports by clicking the check box next to each port.
You may only graph up to six ports at a time.

Alert Port # Name

I Graph selected rows

Figure 134: Selecting ports to graph
Next, select Graph selected rows.

By default, the graph shows the Delay Factor, Arrival Interval, Partial Datagrams and Invalid Packets, but
you may also select or unselect any of the data sets as needed. The pages are also color coded.

Arival Interval
Total Loss Time Min Avg Max

Delay Factor
Deviation

(et ] Portoe | Reme ]

ER ] Acquisition AdCue 00:00:00 1.000 psec 271.961 psec 10.353 ms 117690 psec 13944 ms 16.080ms 230172 ms 0.000 % 0™
|:| 1 Premtlux] 00:00:00 1.000 psec 309905 psec  7.925 ms 132122 psec 15150 ms 16490 ms  19.756 ms 0.000 % u]
& |2 QCAP 00:00:00 1.000 psec 566.390 psec 10.239 ms 179.368 psec 14901 ms 15903 ms  21.253 ms 0.000 % o
o |3 54 BFS 00:00:00 1.000 psec 271.000 psec 27.587 ms 120,900 psec TAA MiA A 0.000 % i}
D & |4 PremiCual 00:00:00 1.000 psec 526.003 psec 3601 ms 176144 psec 15996 ms 16.813ms  15.664 ms 0.000 % o 3
|:| & |5 Post QAN 00:00:00 1.000 psec 280965 psec B.O85 ms 91.786 psec 10,379 ms 12146 ms  13.506 ms 0.000 % u]
|:| =B AdCue mpaired 00:00:00 1.000 psec 277.000 psec 36958 ms 123616 psec 95.211 ms 98008 ms 101.720 ms 0.000 % o
O <9 TIMS not so favarite [UFEY MAA MAA M/A MAA AT [UPEY MAA 0.000 % 1]
.| af 11 Prem M2 An-no-nn 100N psee 3N QAT usee B OARTF me 132118 usee 15104 mes 1A SN& ms 10 810 me LN %, Rjdk
Graph Selected Rows
Toggle All: Arrival Interval Delay Factor

D. Maz .Aug Dl Min l Dew Dl Max l Ang D. Min

¥ 0 : Acquisition AdCue {225.104.1.1)

w30 Arrival Interval

0
Today
s2eEGraE OB POT

o
EIreraE bR POT
Tive Ranae

Tedag
03111348 A POT

Teda
usetsds B pOT

T
iBSE4E bM 0T

240
/ e ——
Arrival Interval g 180
A : o b
Ol max 10,353 ms " T W I 17T Ty “H =
l Average 271,961 psec
D Min 1.000 2
n (s sassardn bn ot wsr1ar4s B 0T waraerde e poT wsrarrds B por wrsse43 B BT
l Deviation 117.690 psec Tirs Benge
Delay Factor # Delay Fastor
I max 23,172 ms —
py S — Ll
l Average 16,080 s ,J—'_J‘Jl" __,—-—L'_‘_,. T ‘-p._l—f_‘_l|_p—
@ min 13,944 ms P
Refresh Port .

Figure 135: The resulting graph page and Color Code Legend
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Zoom in on a Graph

To see more detail on the graph, click on the graph itself and draw a box around the area you wish to see.

ArEival

[ | w40 1

I

L4 M
264 T
TDGiﬂH T |_|

fizii:20 PH PET 01 1 T

Tim Taoday Todla'g Todlﬂg

01:11i16 PH PST 01:12i41 PH PST 01:13:25% PH PST
Time Range

Artival Interval

Ll Y

Figure 136: Drawing the box and the resulting page

The graph will then reload and display the selected time period in detail.

Create IP Stats Alerts for Arrival Interval

Alerts for IP Stats do not come pre-set. You will need to set the alerts to your specific needs.

1. Allow Sentry to collect data on your network for 15 minutes. This will allow you to find the average
for Arrival Interval and Delay Factor. You will need these averages to set your alerts.

2. Next, click on the bell icon on the Alert bar for the port you wish to set an alert for. You will be
automatically directed to the Creating IP Stats Alerts window for that port.

Welcome to Sentry $1-171 -Acquisition, Administrator | Lo

Reports: IP Stats

Omell __=To:| [EF] tmemidtfyyyy)
[09:42:508M = [10:43:508M (7 o)

& (or] |1 Howr [+]

Hide disabled ports \

Refresh

Total Less Time

Acquisition AdCue 00:00:00
Premmuz] 000000
QCAP 00000
%A BFS 000001

Program Groups

oW o — O

finclclnls

Figure 137: Bell Icons for Setting Alerts
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3. The Creating IP Stats Alerts window is laid out to walk the user through the three step creation

process.

4. Starting at Section o , the Arrival Interval option should be already set. If not, you may select it

from the drop-down menu.

Surnrn ary Termplates | BFS OCAP

Cre

o

Surnmaty | Programs  PIDs  Tablas  PMTs  DSM-CC 0 IP Stats

ating IP Stats Alerts /

Selact alart type: | Arival Interval [+
Generate alert when the arrival interval is | greater than s | |0 PEEC | W

@ Whenever these canditions are reached [or)
O Cnly if these conditionz are sustained for second(z] | v
@ Each time the condition accurs (or)

O only after condition((s) occur in minute(s) V

Figure 138: Step 1 Selecting Alert Type

5. Set the Generate alert when the arrival interval is section to greater than 2000 psec.

6. This section is very subjective and depends entirely on the average speed of your network. This area

can always be adjusted later if the interval seems to fast or slow for your actual network.

7. For Section 2 , the default port will be set to 0. You can select or de-select any of the ports at this

time. To save time, if all the ports have approximately the same Arrival Interval averages, you may
select them, all.

ch

oose input port:

L[Reort #Fort Name Part Details

O Acquisition AdCue GigE B
D Premiuxl GigE _E_
O oA GigE

O S-4 BFS GigE

D PrermQual GigE [l

Figure 139: Step 2 Selecting the ports
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8. For Section 3 , choose what you want to happen when the alert is generated.

o Wwhen alert is generated:

Save in Alert History
DSend SHMP trap to 10,0, configured in the Sustern Settings)

DSend armail @Always [ar)
O at most email(s) in mirute(s) [V]

|:||Name |Emai|

¥

O
O
4
[l
e [v

Figure 140: Selecting notifications and Save Alert

9. At this point, you may enter any email addresses you wish the alerts to be delivered to. The default
setting will always save the alert in Alert History.

10. After you have finished Section © , review the previous steps to make sure they are accurate and
complete.

11. When you are finished, select Save Alert.

12. A Save Alert confirmation box will appear. Select OK to continue.

Configure Sentry Alerts X
Alert Saved

The alert will be generated when the arrival interval for any selected
Port is greater than 2000 usec

_OK |

Figure 141: Save Alert Confirmation

13. After the alert has been set, you will be returned to the IP Stats alert page. From this page, you should
be able to view the alert you just created.
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Create Alerts for Delay Factor

NOTE: *Suggested baseline starting point*- When you are working with Delay Factor, instead of 2000
M, use 50000 ms as your Delay Factor average.

1. To create alerts for Delay Factor, go back to Alerts IP Stats welcome page as seen in the Arrival
Interval section of this manual.

2. Select the bell icon for the correct port.

3. When you are redirected to the Creating IP Stats Alerts page, choose Delay Factor alerts from the
drop-down menu.

Surnmary Templates | | BFS DCAP |

| Suramary | Pragrams  PIDs  Tables PMTz DSM-CC IP Stats

Creating IP Stats

o Select alert type

Generate alert wljelmvallnterval  Leyallis | greater than ] |0
Delay Factar

@ Whenewear th cached (or)
O Only if these conditions are sustained for SECDnd[S][

Aiival Intereal [+ |

@ _Each tirme the condition occurs (or)

aftar conditi minutelz] [+

Figure 142: Setting alert for Delay Factor from right click menu

4. Follow steps in Sections 1-3 as seen in the Arrival Interval section, keeping in mind that the
following suggested settings are only a baseline starting point. Your actual value will depend on the
bitrate of the stream and the equipment used in the network.

IP Stats Monitoring Notes

The graphs in IP Stats can be useful for basic trouble shooting. When packets are lost on your network, Sentry
displays complete data loss as a large red block. The red block indicates that there was no data for that time
period.

¥0: AdZ0

r Arrival erval r
o | ] -

" 2 il I|| ‘| |I 'H l'\ '
[ [

Arrival Interval o [} L
g 24 | | No Data i I |

| ‘ | \
Il Max 95.734 ms g | Il | = 1 |
"l Average 439.813 psec & 1 1 I8 |
[_l Min 45.000 psec 11192007 na:m- . 262007 282007 120572007

02:139:17 PH PST UTE57: 45 PH P T19:0% PN PST 12:41:13 AH PET]
[+l Deviation 22.639 psec Time Range

Delay Factor Delau Factor

™l Max 1.605 sec .
"l Average 41.257 ms g o
B Min 622.000 psec e

Refresh Pnrll "

11182007 117232007 1172672007 1172072007 12052007
92118117 PH PST 5135101 AH PST 01:57245 PH PST 07:19:09 PH PET 12141113 AH PST]
Time Range

50

Figure 143: Two sets of lost packets
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Port Failover History

If you have configured backup multicast settings for your Ethernet ports, the Port Failover History report will
show you when any ports were switched to monitoring the backup settings, displayed in red. Periods where the
primary settings were being monitored are displayed in blue.

Tektronix 2w Sentry”

Welcome to 134-62-150-111, Msiadmin [ Logout ]

Rep : Port Fallover Histo
e 2016 01:39:54 7 POT
Group2 " Group3 ) Groupa | MyGroup | [REdit Group Deselect Al
[premuxo Fost i © Preqan 2 Py [remvas  Jrenvns  Jremies o |
[Fee s Fosiqai 10 |Fosoavil Aecee o s e [ronss
=0 =g == == =0 = = =
== =3 =3 =3 = = == =3

From: [08/16/2016 5] To: poriezote 4] (mmidefyyyy)

[emmm © s @ tnes B primary Settngs I Backup Setings
Reset View
© (or) | 1Hour
Generate Report

Displaying ports 1 to 17 of 17

Fallover Grapl
oday 12:39:54 PM PDT _ Tc

h
roday 01:39:54 PM

ad Cue Info

0 225.83. 8000
1 225.83.3.1:8000
2
3
3
1P Stats 6
Port Statistics. 7
! :
9 225.83.12.2:8000
10 Post QAM 10 225.83.13.2:8000
Carousel Status 11 Post QAM 11 225.83.14.2:8000
OCAP Status 12 Ad Cue 225.83.1.2:8000
BFS Status 13 Port 13
EBIF Status 14 Port 14 8000 N/A

If you hover your mouse over a period on the chart, an approximate time of the switch will be displayed. To
zoom in and get a more detailed view of that period, right click the mouse. You can continue to zoom in until
you get a detailed view of the exact time the switch occurred. Click Reset View to return to your original
report timeframe.
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Carousel Status

Carousel Status shows all the available data carousels on Sentry.

These are:
= OCAP
= BFS
=  EBIF

Welcorne to Sentry 11-11 -Acquisition, Adrrinistrator [ Logout ]

Carousel Summar

opors I semmary

= [

Port #:Name Carousel hitrate Carousel file size Files Modules Groups Applications Events

Reports 2:0CAP Wiew Details | Applications | Events
Programs 13.641 Mbps 10.12 MB 1964 164 9 4 G658
Current Status
Program Status
Crata Dretect m BFS
Ad Cue Info
Program Statistics Port #:Name Carousel bitrate Carousel file size Total files Total sources BFSDir update
Pragrarm Dashboard
3:5-4 BFS View Details
Program Groups 21.712 Mbps 30.63 MB 79 1z 06:23:45 PM PDT
Current Status
Program Status
Data Detect EBIF
Ad Cue Info
Bandwidth Port #:Name Carousel bitrate Carousel file size Modules Groups Applications Events
Transport 4:PremCQual View Details | aApplications | Events
Transport Status 1.649 Mbps 718.05 KB 28 2 4 271

ETR-290 Status
IP Stats

Other Carousels

Ca 1

Port #:Name Carousel bitrate Carousel module size Total modules Total groups

AP Status
BFS Status No carousel data available,
EBIF Status
DSM-CC Status

Figure 144: Carousel Status page

OCAP Carousel

Open Cable Application Platform (OCAP) provides a set of specifications to assist the cable industry with
deploying interactive services.

More specifically to Sentry, OCAP is an add-on module that is available for purchase that is used for the
monitoring of OCAP streams and systems.

NOTE: Recently, the OCAP standard has been renamed tru2way ™.

However, it is still referred to as OCAP in this manual and on Sentry.
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Access OCAP Carousel
From the home page, select Reports and then OCAP Status from the drop-down menu.

Confiaure

Transport Status
ETR-290 Status

Alert Analysis

Program Alert Defis

Figure 145: OCAP Status menu

124 Sentry User Manual
January 2019



Sentry User Manual

OCAP Summary tab

The opening page for OCAP Status is the OCAP Summary. The user may navigate to any of the four tabs for
more information on the selected OCAP stream.

" Summary
A snap shot view of all the OCAP streams currently being monitored

®  Files
Opens a file browser window showing files for a selected OCAP stream

" Applications
Shows available applications in the OCAP stream

®  Events
Show detailed view of events added, removed or changed

You may also navigate to the other tabs by selecting from the mini-menu within each OCAP row.

Welcome to Sentry 311-1X -Acquisition, Administrator [ Logout ]

Reports: OCAP Summa

OCAP tabs

-
[ Files Applications Ewvents
m ——— Mini-menu
ETTE | S OCAP

Port #:Name Carousel bitrate Carousel file size Files Modules Groups Applicat «sns Events
Reports 2i0CAR View Detailzs | &pplications | Events I
Programs 16,561 Mbps 10,42 MB 1965 164 E 4 EEE

Figure 146: OCAP Summary page

NOTE: View Details on the Mini-menu will take you to the same screen as the Files tab.
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OCAP Files tab

The OCAP Files tab will allow you to view the details for the selected OCAP stream. In the figure below the

port was named OCAP.

Welcome ko Sentry 21-17F -Acquisition, Administrator [ Logout ]

Reports: OCAP Status

Summary I: ) Applications Ewvents

Select specific OCAP

port for viewing

Er =
| _Avout |

Reports

01178 5 2017 PM (=
@ Cer) |1 Hou [+]
Sort by: File Mame [+]
Results per page: |10 [1]

Refrash

Mote! Only one poartmay be selected at a time for Carouszel reports,

) From: | F] Te | [E tmmjodvyys)
1—

Set Date/Time or time interval

Groups

saelection:

Fort 2
| carousel 2 (PID 258)
LBy

Transport il Emon_e_rooT
T '\ Carousel 7 (PID 263)
=P

LB mon_ie_oo

File Name

- - Average Cycle Current
IFilke e Bitrate Status

® Mo files are contained in this falder

SNAIES Carousel 10 (PID 268)

. =N

I mMpn_Ie_sUIDED
i Carousel 11 [(PID 267)

D =]

Alerts {1 B mon_te_sUIDEL

Mert Histor | Carousel 12 (PID z68)

o=
8 B

Figure 147: Files tab
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Select the Viewing Time Frame
You may narrow the time frame that you wish to monitor by setting the date and time section. The radio button
will auto select as soon as you click in the Date/Time selection fields.

If you just need to view a recent event, you may select the required time interval from the drop-down box
located under the Date/Time select. The radio button will auto select as soon as you click on the time frame
button.

) From: | ] Te: |t [ immd < Set by Time
MTO7aM (3 [120017PM (3 o Interval
& (ar) | 1Hour ™M
Sort by Mar.‘ ,_‘]'ecem |
mirute
Reszults pe 0 minutes
15 minutes
M 30 minutes
——— 1 Houwr
selection: 12 Hours 1\
Part 2 133*35' | W Fite cut o & whate ook Y
ays = B
Canus 1 ok j e 8 remayed =\
=] l{_ 2WEEkS 2 fhandgad
E o Daps 1 block = 00:04:00 (hrir
B3, Stamdard k| File Name
= Today ® g files are contai
V'esterday
Carous  This week [Sep S-Mow]
== {1 Last week [Sep 2-5ep 9)
& Thiz Month [September]
Carou L azt Month [August] it
S—F
| MpM_IB_GUIDEL
’l""r '---.__.1_2\“(;;[[) 258)/
Figure 148: Setting the Time Interval
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Files tab

The left pane shows all the available directories and the right pane shows the details for the carousels selected
on the left. From the left pane, you may also expand directories to view the sub-directories.

Surnmary Applications Events

===

Mote! Only one port may be selected at a time far Carousel reports,

& Fram: | TH] Ta: | [ meniativyy)
1011784 & (20117 PM & s

3 (erd |1 Howr [»]

Sort by: File Mame [+]

Results per page: |10 [w]

Refresh

ﬁlech’on: /SYSTEM /motorol

Part 2 [:

||
Carousel 2 (PID 258) i
i
1

= ey d &
ES Mo IR ROOT block = 22:00:00 (hrirninisec)

Carousel 7 (PID 263) - Average Cycle Current
=3, AL Bitrate Time atus
[E3 mon_1B_ OO TestFila 27 B 1.09% Kbps 243,000 ms | up |

Carousel 10 (PID 266)

N N
_ e i . Dizplaying results 1 to 1 of 1
B9 MDN_IB_GUIDED File window

Carousel 11 [PID 267)
=N

[E3 MDN_1B_GUIDEL
Carousel 12 [PID 268)
==

[E3 MDN_1B_GUIDESZ
Carousel 40 (PID 140)

\ i A

Figure 149: File window
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Selecting and expanding a Directory

1. Select a directory to see more details. The details may take a moment to load.

Refresh

Selection: /

-

Port 2
Carousel 2 (PID 258)
™S 5
ES Mon_IE_ROOT
Carousel 7 (PID 263)
=
Carousel 10 (PID 266)
=N
Ed mon_1e_sUInED
Carousel 11 (PID 2&67)
-y
Ed mon_1e_aUIDEL
Carousel 12 (PID 265)
-&y
Ed mon_1e_aUIDEZ
Carousel 40 (PID 140)
S1=Is
=

[

& [Loading

b

Figure 150: Selecting a directory and loading details

2. The resulting information will show the details for that carousel for the given time period.

Refresh
Selection: /MDN_IB_ROOT
Port 2 Al E ok [ File -
Carousel 2 [PID 253) I &
_E B i changed B e s cutage
=] MDN_IE_ROOT 1 block = 22:00:00 (hrirmin:sec)
i ekl \ ristory (Gt
& mon 18 oo = |ocaPManitarappCatalag 1.30 KB 2242 Kbps 3345 s=c  QJJONO00C0000 e
Carousel 10 (PID 286) airtirne, profile.z 118 Ke 2,046 Kbps 2,345 sec [ || [HENNNANAN  DENTNEN
-8y apps 2z 3s.000bps 3345 sec  WULNOOOO0000 e |-
I mon_1e_sUIDEO brandhiocap 38,59 KB 66,572 kbps 3345 sec  WU0N0000000D s
?;ﬁ‘”“' 11 (PID 267) brandloocap 20,63 KB 41.959 khp= 3408 sec  JJONOO0CC0N e
’é WMON 16 GUIDEL channels0 221 ke 2563 Kbps 2345 =ec O JHANANA0NY DT
Carousel 12 (PID 262) channelsi 126 ke zi04 kbps 2345 sec JJ0NNNNANANN =T
=y channels61 221 KB 3819 kbps 2345 == WJONOO000000 e
B9 mon_te_cUIDEZ gls_o 23,81 ke 48432 kbps 2408 zec  W|JCIMCIIOCLICON T
Cgousel 40 (PID 140) gls_1 24,70 KB 52,347 kbp= 3532 sec  WUUONOOO0] O
=1 —¥)
=] Trea [v Eirst 112131 | st [v
Figure 151: The details for MDN_IB_Root
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3. To see subdirectories, click the plus sign next to the directory to open it and then select the sub
directory you wish to see.

Refresh

Selection: /$YSTEM /motorola

Carousel 12 (PID 268)
==K

&3 MDM_IB_GUIDEZ
Carousel 40 [PID 140)
=¥

Carousel 111 (PID 111)
=N

+ B9 Twe_MONITOR_MAINLINE
Carousel 121 (PID 121)
=N

+ B9 Twe_ODN_MAINLINE
Carousel 130 (PID 130)
=y

+ _E TWC_BOOTSTRAPPER

¥ B9 TWE_ METWORK

B Fite cut
a
|

- =y

=

1 black = 22:00:00 (hrirmin:

_ _ .- Average Cycle _ Current

TestFile 278 1.098 Kbps 343,000 ms NO0C NN ENIN [ up_ |

Dizplaying results 1 ta 1 of 1

W

Figure 152: The Motorola sub-directory with details

Color Code Key

The following color coding applies throughout the OCAP Status pages.

Grey | No Data

No file referenced at this time (not a concern as no file was supposed to be
referenced)

- No file outages

The file was present for that time period

Yellow | File out for

A file was present for part of the specified period

some time
- File out for a File was missing for entire specified period but was supposed to be there. This
whole block may be a cause for concern

Blue File Changed

File is present but has changed contents
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Applications tab

The OCAP Applications tab shows what applications are referenced in the XAIT and AIT. This is where the
set top box can look for particular applications to use.

Summary Files E l Ewents

[

Mote: Only one port may be selected at a time for Carousel reports,

(® Frarm; [7E] To: [T tmemiddivyyy!
TTIATAM ) [ZOT17PM (@) rrmmes
(O (er) |1 How [w]

Rezultz per page: |10 [i]

Refresh

Dizplaying Services/Prograrms 1 to 2 of 2 (Total Applications: 4]

XAIT Information

Base Directory:
Initial Class:
Application Type:

[T s QDM MAIMLINE clazses
cormn twe ocap.navigator Mavigatorklet
oCAP-]

Service Name Service Id
T QDM 131077
Application Id

¥ pApplication Name: BCOOTSTRAPPER Ox=&000

Base Directory: [TWe BOOTSTRAPPER classes

Initial Class: cormn twe ocap. bootstrappern BootStrapper

Application Type: OCAP-]

Drganization Id: 52

Application Id: Ox&000

Params: netapp=6001

Application Name: TwC_METWORK Oxe001

Base Directory: fTWE METWORK classes

Initial Class: corntwe ocap, network, MotoMetwork Hlet

Application Type: OCAP-]

Drganization Id: 52

Application Id: Ox&001

Params:

Applicaion Name: MOMITOR_MAIMLIME Ox6011

Application Name: ODM_MAIMLINE Oxe021

Drganization Id: 52
Application Id: Ox&021
Params:
AIT Information
Pgm Program Mame

Application Id
N/A
Thiz program has an AIT signaled in the PMT but was not found in the stream.

Figure 153: Applications tab
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Events tab
The Events tab provides an Events History and a File History.

The Events History provides a tabular view of files and directories that have been added, removed or changed
for a specified time period.

Surmmary Files F\pplicatinns'[ |
Ewent History File History

OCAP

Mote: ©nly one port may be selected at a time far Carousel reports,

& From: | ] To:| [E imm/da Show Changed Files
|11:D1:1?AM @ |12 01:17 PM C o Show Added Files or Folders
) tord |1 How [v] Show Rermoved Files or Folders

Sort by |Date [V]
Results per page: |25 [V]

Refresh

<<First <= |1|2]|2]4|5]|= Last==

Displaying Files/Falders 1 to 25 of 125404
DslfDEf 145:01 PM PDT r_’MDN 1B GUIDED added
o9/0sf 34:43:50 PM PDT SMDM IR SUIDEQ I:I B removed
o0 10:33:36 AM PDT fMODM IR GUIDEDS/Z00F0315 grid. arp.z 135,67 KB added
09/ 0&f 10:47:35 AM PDT fMDH IR SUIDED/Z0070215S grid. grp.= 185.67 KB added
oss0ef 1i:02:00 AM PDT fMDM IR GUIDEDS/Z00F0315 grid. grp.z 135,67 KB added
o9/ 0&f 11:15:49 AM PDT fMDH IR SUIDED/ 20070215 grid.grp.= 185.67 KB added
oss0ef 11:30:03 AM PDT fMDM IR GUIDEDS/Z00F0315 grid. grp.z 135,67 KB added
a3 0ef 11:44:02 AM PDT fMDM IR GUIDEDS20070315 grid. arp.z 185.67 KB added
oss0ef 11:57:36 AM PDT fMODM IR GUIDEDS/Z00F0315 grid. grp.z 135,67 KB added
a3 0ef 12:12:31 PM PDT fMDM IR GUIDEDS20070315 grid. arp.z 185.67 KB added
LTI CmmepT fMDM IR GUIDED 2007 0515""" — 185.67 KB added

[MDM 1B GUIDERLS™™ . T, 185,67 KB _agllast=

Figure 154: Event History
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File History allows the user see files status for a particular time frame.

Event Histor File History
EEC—
Mote: <nly one portmay be selected at a time for Carausel reporcs,
O} Frorm: | F Te: | [E immidd, chow Changed Filas
L0117 AM ] 12:01:17 PM C Show Added Files or Folders
© Cerd [T Hour [il Show Rermoved Files or Folders
Results per page: |25 [i]
Refresh
- <k [] File
<<First < | 1|23 |4]5|> Laste> [ ne --l‘= me tim
Dizplaving Filez/Faldars 1 ta 25 af 4623 N File changed | [ ulages
1 block = 22:00:00 [hr minisec)
File File Size '_:I_rr'i:_:: History
{MDN 1B GUIDED Mo bitrate data S
{MDN 1B GUIDED 0B Mo bitrate dats wea OB -1]_
{MON 1B GUIDED/20070315 arid.arp.z 185,67 kB 305,983 kbps =567 sec L JNNNANANAN T
{MDN 1B GUIDED/20070315 grid.qrp.z 185,67 kB 305,983 kbps  2.567 sec | JNONANANNN T
{MDN 1B GUIDED/20070315 povarp.:z 39 B 7a.ooobps 4063 sec Q0 JNONANNNNN TS
{MDH IB GUIDED/20070315 ppwgrp.z a9 B 73,000 bps 4,063 sec | up |
(MOH 1B GUIDED/ 20070318 arid.grp.c 169,458 KB 1,307 Mbps  3.665 sec [ up |
{MDH 1B GUIDED/20070318 arid.qrp.z 169,48 KB 1.307 Mbps  3.665 sec | up |
(MOH 1B GUIDED/ 20070318 arid.grp.c 169,458 KB 1,307 Mbps  3.665 sec [ up |
{MDH 1B GUIDED/20070318 ppwgrp.z a9 B 144,000 bps 3,974 sec | REMDYED |
(MODH 1B GUIDED/ 20070318 ppwarp.z 49 B 144,000 bps 3,974 sec
{MDH 1B GUIDED/20070321 arid.qrp.z 186,40 KB 305,578 Kbps  3.566 zec | up |
,-L:MDN 1B _SUINENL20070321 grid.arp.z 186,40 KB 305,578 Khns— = S<6 sgc | up |
J“"-l’E,_Z 135,M y
Figure 155: File History
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Set Alerts in OCAP Status

1. Seclect Configure and Alerts from the main menu.
2. Next, select the OCAP tab.

3. From the resulting OCAP Alerts Summary page, you can create alerts for your particular OCAP
carousel.

Surnrmary Ternplates Transport BFS E i'
| Sumrnary || File  Folder  Extansion

OCAP Alerts Summary
«—

File Alerts (Create)
Detect (0]
Bitrate (0]
Cucle Time (0]
Changed (0]
Added/Rermoued (0]
older Alerts (Craate)
Detect (0]
Bitrate (0]
Cucle Time (0]
Changed (D)
Addedf/Rernoved (0]
xtension Alerts (Create)
Detect (0]
Bitrate (00
Cucle Time (0]
Changed (0]
Addedf/Rernoved (0]

mEFEFREFT FEEEE

F F H E

Figure 156: OCAP Alerts Summary page

4. File Alerts allows you to set alerts to watch a particular file or series of files.
5. Folder Alerts allows you to set alerts based on a series of folders and/or directories.

6. Extension Alerts allows you to set alerts based on a file’s extension. (Ex. You can set an alert for all
“.zip” files)

7. Select Create next to the type of alert you wish to set. In this example, we are creating a File Alert.

8. In Section o , specify the parameters for the alert.

Surnmnary Termplates Transpott BFS li

Surmmary | File Falder  Extension

Creating OCAP File Alerts
o Select alert type: | Detect ["l/

Generate alert when the fileis  ®Detected O Mot Detected

& Each time the condition ocours {ar) /
O Only after condition(s) ocour in rrinutels) [V]

Figure 157: Step 1 Type of Alert and Time Conditions
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9. In Section 2] , for this example, locate the directory you wish to monitor by looking through the file

browser.

10. Select any sub folders you wish to monitor by selecting [add] next to their name. They will appear in
the box below the main table.

o Select file from list:

2.0CHP [v]
Selection: /MDN_IB_ROOT
Port 2 # |l File out for a whole block [] File out for some time -
Carousel 2 (PID 252) [l Mo data/File removed N Mo datafFile remaved for same time
=] L U File changed B Mo file outages
[E MDN_IB_ROOT l 1 block = 00:04:00 {hr:min:sec)
S1=}, ‘| Bitrate e
EmMon_1e_oD {[2dd] OCAPMonitorappCatalog 1.30KE  3.384 Kbps 3.407 secJ B
Carousel 10 {(PID 264) [add] airtime.profile.z 1,12 KB 2.0289 Kbps 3.407 secl
E=F [add] apps 23B  58.000 bps 3.407 sec |
[E3 MDM_IB_GUIDED [add] brandhiocap 38,59 KB 100,489 Khps 3.407 sec| |
_Cgufuse' 11 (PID 267) [add] brandloocap 2063 KB 49,544 Kbps 3.432 sec [T
& MDN 1B GUIDEL [add] channelsd 221 KB 32.862 Kbps 3.407 secl
Carousel 12_“:,15 268) [add] channels1 1.26 KB 3,177 Kbps 3.407 secl
=B |[add] channelsa1 221 KB 5.765 Kbps 3.407 sec
[E8 ramey 10 mitmca [V [addTl mle 0O 2209 R BT 100 hne D 490 cor

Part #Port Mame

|Path

* Select files above,

¥ |2 QCAP
¥ |2 QCAP

FMDM_IB_ROOT/OCAPMonitordappCatalog
SMDM_IB_ROOT/brandhiocap

Add manualfunlisted file:

Select Part: | 0: Acquisition 4dCue ||  File Path:

Figure 158: Step 2 Selecting directories to monitor

11. In Section 9 , choose what you wish to happen when the alert triggers.

o When alert is generated:
Save in Alert History

I:‘Send ermail @Always [or)
OAt rost

email(s]) in

I:‘Send SMMP trap to 10.0.11.12 (configured in the Systern Settings)

minute(s] [+

|:||Name

Ernail

[ ||

>

l Save blert l Cancel

Figure 159: Step 3 Notifications
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12. When you are finished, review the page, and select Save Alert.

136 Sentry User Manual
January 2019



Sentry User Manual

Review OCAP Alerts in Alert History
1. To view any of the OCAP Alert History, select Reports: Alert History.

2. Next, locate Alert Type and click on Select.

Welcome to Seatry 11-11 -Acquisition, Administrator [ Logout ]

Reports: Alert Histo

I 4 |
© From:| =R & tmmestonn) Alert 10 L ]
| Stas | [T e ) [Z0TA7RM (& ) Alart Type: Seleot | All Types, All Sources | Pragram Name:
About "
et ® (o) (Al Lﬁiﬁﬁ-- ‘ i —
—_— \
[ Include Resolved Alerts Program Template: Selest | All Program Templates Sort By: (Date  [w]
Reports [JInclude Removed and Cleared &lerts Eeason. " Results Per Page: 10 [+]
Programs | ) ) ) omments: [showal [+
Corent tatus [ excluda: Port: FID); TSID: Pom
Progam Status [ Include: Port: PID: TSI Pgrm
Data Detect
0t Cua Infe Refresh
Program Statisties
Program Dashbaard st (1l1z1304]5] Last T; Ernail notification was sent
<<Firs = = astx> . "
Program Groups Displaying alerts 1 to 10 of 42 E Alert histary entry has comments
[Current Status : Resalved
Pragiam Status Resolve Checked | Resolve All | Enport As CSV |
Data Detect
[ Cue Info Alert Template
Bandwidth
Transport

[Transport Status
ETR-230 Status
IF Stats

Carousel
Carusel Slatus

DEM-CC Status

Alerts

ert Analysis

Program Mert Defs

Figure 160: Alert History and Alert Source selections

3. Unselect the All Types option.

4. To get the options for OCAP alerts, select the following alert types (one or any combonation):
" Detect
®  Bitrate
® File added or removed
®  Change
" Cycle time

All Types

Detect
Bitrate

Wideo Freeze
Audio Silence
Discontinuity
PCR

Mext > | Cancel

Figure 161: Unselect All Types
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5. Then select Next.
6. Unselect All Sources.

Ol all sSources

CIpio
DPngram

[leFs Source
CIeFs File
CTable
ClprT

< Back | Accept | Cancel |

Figure 162: Unselect All Sources

7. Select the OCAP alert you wish to sort by (OCAP File, OCAP Folder and/or OCAP File Extension).

L IProgram
CIpFs source
CleFs File
Cl1able
ClemT
Closm-cc
OCAP File
Oocap Folder
Clacap File Extension

Accept ancel

Figure 163: Select the OCAP alert

8. Select Accept.
9. When you are returned to the Alert History screen, specify the the time frame you wish to view.
10. Select Refresh.

11. For more information see the Alert History section of this manual.
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BFS Status
Monitoring the S-A Broadcast File System (BFS)

Sentry is designed to identify and work with data carousels within the transport. This feature is available with
all versions of Sentry.

BFS Overview

The BFS provides a network file system for delivering broadcast data from server to client. Data placed in the
BES is repeatedly transmitted over the network, providing virtual storage for the DHCT. This allows an
application client to quickly access the data at any time without having to request the data from the server.
This mechanism is useful when all DHCTs running the application use the same data.

An example is a stock quote and statistics application that makes the same stock information available to any
DHCT that has access to the application. Rather than sending the information to each DHCT or having each
DHCT request the information, the application server updates the data once in the BFS and it is then broadcast
over the network to the DHCTs. BEFS files can be transmitted in-band over QAM or out-of-band over QPSK.
Application clients access files over the BFS using the PowerTV Stream Manager interface.

BFS Mapping

There is a direct mapping from the S-A BFS to Sentry. All S-A BFS servers map to programs within Sentry
(see figure below). All PIDs carrying these programs are associated with these servers.

The following S-A BFS information is available within Sentry (including reports and alerts on S-A BFS
activity):

" Server available or not available

B Sessions active or not active

" Server datarate

" Frequency and duration of events

®  Datarate verification

" Server source type

®  Server aggregate
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Current W hawr -
sort by TS0 -

. ,= Lol — ]

Ly TS Syt Duls

[Irea asts
s 0 autagas

[} s o s B it e i
[ ora or miors P30w cut For whla Block
i piock = G000

dewry. Rrivwis  Hishary

waremes NRRURRCTCRNINE

4,87 Mgl

EAT M H.“...'

AT MEgE

07 MBge

Figure 164: Mapping between Scientific-Atlanta’s DNCS BFS Servers and Sentry Programs
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Access BFS Status
Select Reports and then BFS Status.
Canfigura

Reports
SAS

Alert Analyais

Program Alert Defs

Figure 165: Accessing BFS Status
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Summary tab

Click on the Summary tab for a summary view of the BFS status on ports that have carousel data.

Welcome to Sentry 311-11 -Acguisition, Administrator [ Logout ]

Reports: BFS Sunmma

ey
~ Summary Cretail
oo pLi
Port #:Mame Carousel bitrate Carousel file size Total files Total sources BFSDir update
Reports 3:5-A BFS View Details
21.174 Mbps 30,63 MB 79 is 09/05/ 04:42:54 PM PDT

Figure 166: BFS Status Summary

®  Carousel bitrate
The total bitrate for the entire BFS.

B Carousel file size
The total size of all the files on the BFS.

" Total files
The number of files being carouseled on the BFS.

" Total Sources
The total number of sources being pulled from.

®  BFSDir update
The last time the BFSDir file was updated. The BFSDir file is a special file in the source that contains

the file names that are shown when the source is expanded. It is designated as such in Configure: BFS
Settings.
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Detail tab
For a detailed view of BFS data on one port, select the Detail tab

To view the details for a specific port, click on the desired port from the table.

Only one input port may be selected at a time for BFS reports.

Welcome to Sentry F1-11 -Acquisition, Administrator [ Logout]

Reports: BFS Status

ﬁ
Reports Summary r_-]
El 2 Color Code Key
m Mote: Only one port may be selected at a time for Carousel reports,
OFrom:l [ Toi| 7] (i) |
Reports (Ua7478M @ [TTATE7AM (@) rrmmiss: o - e time
:T_‘“jmm’ s @ (or) 1 Hour [i] 1 black = 00:04:00 (hrimin:sec)
Sort by Current Status [1] Active BFS Summary
Report On: Active Sources Dnl-'f'[i] Carousel bitrate: 21,174 Mbps | Total IB sources: 18
Fasults per page: |10 | Carouszel file zize: 30,63 MB Total files: 79

Program Groups Refresh

<=First = |1]|2|* Last=>
Displaying Sources 1 to 10 of 18

Expand All | Collapse All |

Transport

Src ID PID _ Block Size Src Bitrate Awvg Cycle Time Src Size  History | Current Status

’ # [EE 4000 B 522,136 Kbps 25,500 ms 1,66 KB
] " 1017 4000 B 530,634 Kbps 25,000 ms  1.66 KB
i 12 21 4000 B 524,762 Kbps 25.000 ms  1.66 KB
" 1432 4000 B 528,104 Kbps 25.000 s 1.66 KB
e ® 16 25 4000 B 527,401 Kbps 25.000 ms  1.66 KB
& 18 30 4000 B 524,701 Kbps 25.000 ms  1.66 KB
S5 ] 20 1% 4000 B 535.822 Kbps 26,000 ms 1,66 KB |[|[|[|[|[|[|[|[|[|[|[|[|[
2001 35 4000 B 2229 Mbps 14.825 sac  3.92 MB
B 2003 ze 4000 B 2.215 Mbps 289,000 ms 79,14 KB

<=First = |1]|2|* Last=>
Displaying Sources 1 to 10 of 18

Figure 167: BFS Status Detail tab (expanded)

®  Source ID
The source ID assigned to this source on the BFS

= PID
The PID that is assigned to the source

®  Block Size
®  Src Bitrate

" Average cycle time
The average time that the source takes to complete one cycle

B Source size
The sum of all file sizes in the source

"  History
A color-coded graphical view of the status of the source over a selectable period of time

Sentry User Manual 143
January 2019



Sentry User Manual

®  Current Status
Indicates UP (green) if all files in the BFS Source are getting data. If some but not all files are getting
data, the Status indicates UP annotated with the number of up files out of all files, e.g., 7 of 8. The
Status indicates DOWN (red) if the bitrate for all files is zero.

File cycle times are measured from block 0 (zero) of the file until the next time it sees block 0 again. Using
this method you can see how long it takes for a given file to be delivered, which is very helpful when trying to
tune your BFS to lower load times on the set top box.

BFS Status may also be expanded to see all data in detail via the Expand All button or may be expanded one
section at a time with the plus/minus buttons.

e 7 Sources 1to 10of 18 ""-—-__—_Jfff

Expand All | Collapse All |

Src Bitrate Avg Cycle Time Src Size Current Status

2,331 Mbps 1,10% min 21,40 MB |'|'|'||-I'I|§|t"|3"|-y|'|'|'|'|' up .
522,136 Khps 25,500 ms 1.66 KB FEEEETREENEETR up ||

Avqg Bitrate ycle Time Module Size

[1 IPGgill.ib 514,792 Kbps 26,000 ms 1.64 KB

[3 IP&Id1taib 7.344 Kbps 25,000 rmis 24 B

10 17 4000 B 530,634 Kbps 25,000 rmis 1.66 KB
File Name Avg Bitrate ycle Time Module Size
= IPG_eng
1 guide
[1 PGgilz.ib 523,149 Kbps 25,000 ms 1.64 KB
[7 pGldiza.ib 7.485 Kbps 25,000 miz 24 B
H 12 21 4000 B 524,762 Kbps 25,000 ms 1.6 KB
H 14 32 4000 B 522,104 Kbps 25,000 rmis 1.66 KB
® 16 25 4000 B 527.401 Kbps 25,000 rms 1.66 KB |T|'|T|T|'|T|'|T
# 1% 30 4000 B 524,701 Kbps 25,000 ms 1.66 KB |T|'|T|T|'|'|'|'|T
i 2013 4000 B 535.822 Kbps 26,000 ms 1.66 KB LEEREEEEREEEY
B 2001 35 4000 B 2,229 Mbps 14,825 sec 3,92 MB |T|T|T|T”T|T
® 2003 26 4000 B 2,215 Mbps 289,000 ms 79,14 KB |T|'|'|'|T|'|'|'|'|T

<<First < | 1|2 |= Lastr=
Displaying Sources 1 to 10 of 13

Figure 168: BFS Status Report with the top Three Sources Expanded
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Drill Down to BFS Detail View
To go to the BFS Detail View, sclect the BFS Source ID

Expand All | Collapse All |

Src ID PID  Block Size Src Bitrate

522,136

File Hame
= IPG_eng

1 guide

f‘_""“'“il._:_l..ib 514,792 |

Figure 169: Select Src ID number

Summary ‘
OFrom:l ETO:' El'rr.u..._- j"
[ioE31zaM (& [1E31ZAM &) s BF a
@ [ar) 1 Hour [l] 1 block = 00:02:24 (hrirmin:sec)
Refresh

Displaying results for DID 2, Display results for all DIDs on Port 3,

r
Alert Port Src ID PID  Block Size Src Bitrate Awvwg Cycle Time Src Size i Current Status
EE] - 2o 3000 B 2,331 Mbps 1,108 rin 21,40 MB : 210 0912, up

File Name Avg Bitrate ycle Time Module Size

[ 1425pez_0 219,156 Kbps 1,108 rmin 2,00 MB lllllllllllllllllllllllll

[1 1425paz_1 118,048 Kbps 1,108 rnin 1,07 MB

[3 1425pez_0 219,363 Kbps 1,108 min 2,00 MB

-_____...—-'—'_ emeany 97,130 Kbps 1,108 min 1, ——"‘"‘""lll.llllllll l ll
- """"’-Qdﬁ Kbps . _W//w = """""-"..l. . ____.-'—-"""—..'

Figure 170: BFS Detail View for Source ID 2

To navigate to the Program Detail page for a particular PID, select the PID assigned to the Source ID.

Expand All | Collapse All |

Block Size

Src ID PID 5rc Bitrate

f-‘_"""'ﬂil__:_l..ib 514,792 |

Figure 171: Selecting the PID
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Refresh

Discontinuities /5 Sec.

TSID Pgm Avqg Bitrate Bitrate History

Max Awg Total

4 3:5-ABFS 2O 128 Eﬁ’ﬁ Broadcast File Systern 2,516 Mbps i} i o
* Other Program Information

Availability 100,000000% Ereor Seconds: 0

PCR PID: 2191
PMT PIC: 23 Cycle tirne! 62 ms

Refresh Thumbnail ECM PID: 22 CA Ses ID 1720 1470

Discontinuities /3 Sec.

Avg Bitrate Bitrate History

Max Awg Total

[ TABSM-CC (BFS Sre: 2) 2.516 Mbps D 0 o NENNNNNNNNNNNNYNNNNN NNy
Graph Selected PIDs

P Bitrate details for program: Broadcast File System
P Quality of Experience details

P Audio Yolume Level details for program: Broadcast File System

P Discontinuity details for program: Broadcast File System

P Alert Details for program: Broadcast File System

Figure 172: Source Program Detail from selecting PID 113
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EBIF Status

EBIF (Enhanced TV Binary Interchange Format) is an industry standard for an optimized collection of
code specifications that control interactive widgets that define one or more multi-media pages used specifically
for enhanced television or for an interactive television system.

EBIF can also be defined as a standardized data carousel that is used in enhanced television systems.

An EBIF file is a sequence of bytes that conforms to the EBIF content format, and forms the primary
information contained in an ETV application. An ETV User Agent then acquires, decodes, presents (by way
of widgets), and executes (by way of actions) data contained in an EBIF resource in order to present a
multimedia page to an end-user.

EBIF is an optional module on a Sentry line of products. If you have an EBIF module installed, the Sentry will
perform a full decode of the EBIF carousel and log relevant data concerning structure and attributes.

All tabs and column headers link to the same pages. For instance, the Applications tab links to the same page
as the Applications column header.

Access EBIF Status
1. Seclect Reports and then Carousel.

2. Next, select EBIF Status.

Summary tab

The Summary tab displays an overview of all ports and their relevant information.

i Cretail Applications Ewents
_

=E=E EBIF
Port #:Name Carousel bitrate Carousel file size Modules Groups Applications Events
4:1PremQual View Details | Applications | Events
1,816 Mbps 518,56 KB 43 3 4 257

Figure 173: Summary tab
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Detail tab

The Detail tab shows detailed reports on any selected Port. Only one Port may be viewed at a time.

View a report:
1. From the Detail tab, choose the port for the multicast. (In this example, Port 0.)

2. Select the desired time frame and select Refresh.

Sumrnary I; pplications Events

| [Fremay I

Maote: Only one port may be selected at a time for Carousel reports,

@ From:l & To:l [FE immyicdivyys) j-‘s.:
M 1 ime
[11:01:17 &M “ [2:01:17 PM (S, trummizz) B Fie o T e
(O (er) |1 Howr [1] 1 block = 22:00:00 (hrimin:sec)
Sart by: Cument Status [1] Active EBIF Summary
Report On: Active Groups Dth[i] Carousel bitrate: 1,649 Mbps | Total download groups: 2
Rezultz per page: 10 [i] Cargusel file sizer 515,86 KB | Total modules: 43

Refresh

Displaying Sroups 1 to 3 of 2

Expand All | Collapse All |

DID PID Block Size Group Bitrate Avg Cycle Time Group Size i Histor Current Status
B 22 2059 984 B 135,532 Kbps 5,034 sec 100,81 KB ensequence.com |'|'|'|j|'|'|'|' DOWN
H 132 2054 984 B 1,586 Mbps 53,446 sec 693,78 KB etwoberon.cam | llllllll UP (35 of 26 |
B 102 2049 954 B 66,276 Khps 3,007 sec 24,21 KB ib.tandbergtv.cam |'|T|T|'|T up |
J

Displaying Sroups 1 to 3 of 2

Figure 174: Detail tab

®  DID (Download ID)
Select to get a report of the history of each individual module.

"  PID (Packet ID)
Select to go back to the associated program that the EBIF carousel is bound to.

" Block Size
The size of the DDB component that makes up the smallest "packet" (or block) of data for the files /
modules listed on the BFS, OCAP and DSM-CC reports

®  Group Bitrate
The sum of all the bitrates of all the modules in the bitrate ID

" Avg Cycle time
The average of the cycle times for all the modules

®  Group Size
The size of the current group
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" Authority
The server name

®  History
The block view following the main legend

®  Current Status
Up: The number of modules currently present.
Down: The number currently down.

" Pending
Data coming in but is still processing.

Viewing Program Detail from EBIF Status

To view the EBIF Report for a particular PID, select the desired PID in the first column of the table on the
Details tab.

"—---__________ Dizplaying Groups 1 ta 3 of 3 _____-__"——-___ J

Expand All | Collapse All |

[ ]
DII PID flock Size Group

Bitrate Awg Cycle Time Group isto Current Status
53} 984 B 135.532 Kbps 5.034 sec 100,81 KB ensequence.com DOV
F 13dzos4f| 384 B 1,526 Mbps 3,446 sec 693,78 KB etwoberon.com || | |]]]
E 108 zo4s 984 B 66.276 Kbps 3007 sec 24.21 KB ib.tandbargt, corn I I"" "“ T

Dizplaying Groups 1 ta 3 of 3

Figure 175: Selecting PIDs for EBIF Details

The resulting screen will take you to the Program Detail page. All blue underlined sections are clickable
links.
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Reports: Program Detail

& From: | ] Ter| [E tmmicivee)
07 & [ZOTA7PM (2 rommas . e
O (o) [1Hour [s] 1 block = 09:00:00 (hrirmin:sec)
Zoom In | Beset View | ®2 Link | 2oom Out
Refresh
TSID Pgm Avg Bitrate Bitrate History
. | Py R 03/01/12 11:01:17 09/12/12 12:01:17
#pemaul 01 B sorarn wo7bes 3 0.040 7670 o N1 0NNI000I0000II 0w

¥ Dther Program Information

Availability 99,999790% Error Seconds: 2

AN TN

PCR
PMT

9 ms
249 ms

PID: 2061 Interval:

PID: 2064

Refresh Thumbnail

Cycle time:

Discontinuities /5 Sec.
Max Avg  Total

Avg Bitrate Bitrate History

U MPEG-2 Video 704x480i, 29.97Hz [CC, Discontinuity)

2,683 Mbps

Dolby AC3 Audio 1.0, 48 0KHz [Dizcontin 31,599 Kbps 1 0,008 1534 VEELEERELEERN TR
B 2058 [METV Signaling (EISS Apps, Discantinuity) teaikbps 1 oos s34 || NOOO00C00RO0C
B 2053 [METV Data (DID: 22, Discontinuity) 11z97akbps 1 ooos s34 || NOLO00000RIO00
B 2060 Tad cue Info 0.000 bps O o o NRROO0C0C0] AN EN NN
B 2062 ®Dolby ACE Audio 1.0, 48.0KHz (Discontinuity) 13160z kbps 1 o008 s34 IECOOOOCD AN ANENNNNN NN RN NN
Graph Selected PIDs

¥ Bitrate details for program: 55tarMAX
» Quality of Experience details

» audio ¥Yolume Level details for program: 55tarMAX

» Discontinuity details for program: 55tarMAX
» alert Details for program: 55tarMAX

Figure 176: EBIF Program Details screen

® EISS Apps (EISS-ETYV Integrated Signaling Stream)
e Carries Media Time Line Messages, Stream Events, EISS Tables for an ETV application.
o Tells the user application when to function and when data is present
o  Clicking this link will take you to the Application tab for the port that contains this program.

® ETV Data
e Some services have constant EBIF data, while others are intermittent.
e  Other providers may only have them together during selected commercial breaks.
e Clicking on the DID will take you to the EBIF Detail report for that particular DID.
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Applications tab

The Applications tab shows you the application EISS history for a specified time frame for that particular port.

Sumriary

Dratail I’ 1 Events

Premgual

FMote: Snly one port may be selected at a time for Carousel reports,

2045

2045

2045

2045

2045

2053

@& Frarm: | [ Tou| 7] (i)
[11:01:17 &M A [Z01:17 M () treumm:as)
(O tory | 1Hour [v]
Results per page: |10 [i]
Refresh
=First < | 1_| 2_| 3|45 Lastex
D Org ID D o o d d

Initial Resource Locatar: lid://ensequence.com/frfi_horizontal/partmain
Initial Resource Locatar: lid:/fensequence.com/Hfi_horizontal/partmain
Initial Resource Locatar: lid:/fib tandbergty.com/HSM_ITY_EBIF/HSM_SBR_+1/1.0/HSM_ITY_EBIF. pr.pr
Initial Resource Locatar: lid:/fensequence.com/frfi_horizontal/partmain
Initial Resource Locatar: lid:Adensequence.comffi_horizontal/partmain

Initial Resource Locatar: lid:/fensequence.com/fi_harizontal!partmain

Injtial R T an comOberon/app/1 4 3/POR. pr ——
e R 05:58:57 ANLEDT"

74 1 & 14 100 1 oo Present 205:44:44 Al PDT 05:45:04 Af PDT
i} 1 i n a0 4 nn Autostart 05:23:08 A PDT

74 1 § 1.4 100 1 oo Destray 05:45:04 AM PDT 05:51:48 AM PDT
7 1 § 1.4 100 1 oo Autostart 05:51:48 AM PDT 05:51:55 AM PDT
74 1 & 14 100 1 oo Present 05:51:53 Al PDT 05:52:13 Al PDT

55 1 § 143 100 o oo Autostart 05:23:08 AM PDT

Figure 177: Applications tab

Organization ID (Org ID)

e This 32 bit field is a globally unique value identifying the organization that is responsible for the
application.

e These values are registered in ETSI TR 101 162 [10].

e Values of zero will not be encoded.

Application ID (App ID):

e This 16 bit field uniquely identifies the application function.

e This is allocated by the organization registered with the Organization ID who decides the policy for
allocation within the organization.

e Values of zero will not be encoded.

Type

e This 16-bit integer identifies the type of application being signaled.

e At the time of this writing, type 8 corresponds to "ETV-Binary Interchange Format (ETV-BIF)
application."

Version
Application version number.

Priority
This field identifies a relative priority between the applications signaled in this service. The greater the
numerical value, the higher the application priority.
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Flags
Each application has a set of flags. This field represents the test flag.

Max protocol version
This field, if non-zero, specifies the maximum major (EISS) protocol version supported by user agents
that should decode this application.

Control Code
This field controls the state of the application. As of this writing, currently defined values for Control
Code are:

e Autostart - The primary application resource is loaded and the application is started, subject to the
usual restrictions, etc.

e Present - The primary application resource is loaded, but is not started, pending the receipt of
another trigger, or Application Information descriptor.

e Destroy - The application is signaled to quit by generating a DESTROY event to the application.

Added / Removed
Date time stamps when this application was added / removed from the stream.
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Events tab

The Events tab shows a history view of when modules were changed, added or removed.

H
Summary Dretail Applications#j
| FremQual

Mote: Cnly one port rmay be selected at a time for Carousel reports,

(& From: | ] Tor | [E imm/ Show Changed Madules
101178 [20T17PM (2 Show Added Madules
O (ar) |1 Haour [1] Show Removed Maodules

Results per page:

Refresh
Media Time Descriptor Count Streamn Ewent Descriptor Count <xFirst < | 1|2 |3|4|5|> Lastes

i) 4/02 Drizplaving Modules 1 to 25 of 49093
EBIF Magule Event Histary Find lin eurrent page:
Event Date Dip PID Module Medule Size Ewent
11:03:45 AM PDT 22 2059 chn_chn_gty/resarchivetahles 5.060 KB remaved
11:03:45 AM PDT 22 2059 chh_chh_etv/imyg_cloudynight_res 247 B removed
11:03:45 AM PDT 22 2053 chn_chn_ety/ima_clearmoon_res 236 B removed
11:03:45 AM PDT 22 2059 chn_chn_etvfimag_sleet_res 254 B removed
11:03:45 AM PDT 22 2059 chn_chn_gtv/ima_fog_res 235 B removed
11:03:45 AM PDT 22 2059 chh_chh_etv/imyg_cold_res 195 B removed
11:03:45 AM PDT 22 2059 chh_chh_etv/img_sunny_res 293 B removed
11:03:45 AM PDT 22 2059 chh_chh_etv/imyg_mostlysunny _res 281 B removed

Figure 178: Events tab
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Alerts
Alert History

The Alert History shows a detailed list of alerts that have been detected by the system based on alerts that been
configured within the system. The # in the first column of the log is unique for each alert detected while the
Alert ID column is unique for each alert configured. Refer to Configure Alerts for types of alerts and how to
create/modify/delete them.

[ Logout]

O From: [02/01/

[ZOo0OPM 3 [Z1300PM & ommes Alert Type: Seleet | All Types, 4ll Seurces  Program Mame:
®tory A Prograrn Group: AN 1
[Jinclude Resolved alerts Program Template: Select | All Program Templates Sort By: (bate  [w]
Reports [ include Removed and Cleared Alerts Reason: v Results Per Page:

: [showal |
Programs DEchude:F‘Dr‘t:l_ DID:I_ TSID:I_ ng:l_ Comments Shovs il

Current Status
Program Status [ Include: Fort: PID: TSI FParmn:

Data Detect

8d Cue Info Refresh |
Fragram Statistics
Frogram Dashbxard

X ! Ernail notification was sent
<<First <] 1]2|3]4]5]> Lastz> & alert history entry has cormments
Program Graups Displaying alerts 1 to 10 of 49 v Resolved

Currant Status

Program Status Re ed | Resolve All | Expon As cSV

Data Detect

g Z":"i"c [ | \lert Type Alert Template Program Group Alert ID Date Triggered
ndwidth

Transport
Transpert Status
ETR-290 Status

Carousel
Carousel Status
OCAF Status
BFS Status
EBIF Status
DSM-CC Status

Alerts
et Analysis
Frogram Mert Defs

Figure 179: Alert Log
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For any program alert, you may click on the program name in the Alert History and it will take you to the half
hour on either side of where the error occurred. Click on the program name in the Event Log to take you to the
Program Detail Report for specified alert.

Summary
Log #: 35118819
Alert ID: 3167 (Edit)
Alert Template: MNAB Program Template
Alert Type: Program Yideo QOE
Date Created: Apr 11, 08:14:40 AM PDT
Date Triggered: Sep 02, 06:42:02 AM PDT
Ernail Lirnit: Never email
Send SNMP Trap: No
Owner: Administrator
Alert Definition State: Active
—
Event Log
FProgram 1 (HBOY, TSID 9, PID 60, (Port 6 AdCue mpaired, Multicast: group: 225.104.9.1 port: 2000 source addr: Any):
Video quality of experience score at 83 (Packet Loss) on Sep 02, 06:42:02 AM PDT
ACtiOn

Event was logged to the database

Trigger Condition

= Alert is triggered if
the video quality score goes below 85 on any PID of the following Programs:
¢ Program 1 {HRO), TSID 9, Port 1 (PremMux1)
¢ Program 1 {HRBO), TSID 9, Port 6 (AdCue mpaired)

Comments

Add Comment
Figure 180: Event Log detail

An alert that has been deleted from the configuration is shown as Deleted in the Status column. An alert that
is still active in the system is shown as Active in the Status column.

Deleted alerts will no longer be triggered while active alerts will continue to be triggered when their trigger
conditions are met. If email notification was sent or the alert generated has comments attached to it (via the
Detailed Alert Log), then the log entry is tagged with the respective icon.

The entire list of alerts or individual items can be permanently deleted from the internal database by clicking
Delete Checked or Delete All. The contents of the list can be filtered using the many filter options at the top
of the Alert Log, and only the filtered items will appear in the log.

For any PID Alert, the program associated with the PID is reported in the Alert History, emails and SNMP
traps.
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Report Export

Report Export allows you to export any report you have created to a comma separated value file which can be
imported into a program such as MS Excel.

Accessing Report Export
Select Alert History from the Reports Toolbar.

Reports

Programs

urrand alalus

ITrENL elalus

Transpart
Transport Status
ETR-230 Status

IP Stals

Carousel

58l Slatus

Figure 181: Accessing Alert History
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Exporting a file as a CSV

1. From the Alert History page, configure the report as needed. Next, select Export As CSV.

Welcome to Sentry 11-11 -Acqaisition, Administrator [ Logout ]
Reports: Alert Histol

Repors O From: [08/01/ [ To: [09/047 [ "l port Name: Alert ID:
m fZooooPM & IEEE A = Alert Type: Select | All Types, All Sources Program Mame: Current name []
@ (or [an [w] Program Group: A [v] Contains [
O include Resalved Alerts Program Template: M All Program Templates oot pos Date =l
Reports [Jinclude Removed and Cleared slerts Reason: Al ] Results Per Page: [10 [v]

Progrems [ Exclude: Port: PID: TSID| Parn: comments: Shovr 3l ]
[ Include: Fort; PID: TSID: Pgm;
Refresh

<<First < | 1] 2]|2]|4]|5]|>= Last=>=
Displaying alerts 1 to 10 of 49

B Ernail notification was sent
El: Alert history entry has comments
¥ Resolued

Program Groups

Resolve Checked | Resolve Al} Export As CSVl

I "] # Alert Type Alert Template Program Group Alert ID Date Triggered
[] 25118813 Program Video QOE MaB Program Template HBO Program Group 3167 EE'ID' Ie, 42T A Administrator

Transport
Transport S

Last Event: The video quality of experience score for Program 1 (HBO), TSID 9, FID 60, (Port 6: AdCue mpaired, Multicast: group: 225.104.9.1 port: 5000 scurce addr: Any) at 83 Sep 02, 2012 06:42:02 AM PDT
Trigger Condition: Pragram video quality of expenence score goes below 85 on any PID (more..)
Actian: Event was logged to the database

Carousel

Figure 182: Selecting a Report from the Alert History Page

NOTE: The Export to CSV function will export ONLY what is currently displayed on the alert history.

If your report spans multiple pages, you will need to run an export per page.

2. You will then be prompted to select the program you wish to export to. Select the program (it will
usually default to MS Excel) and select OK.

= =1

COpening sentry_alert_log.csv

Yau have chosen ko open

ﬁﬂ‘] sentry_alert_log.cs¥

which is a: Microsoft OFfice Excel Camma Separated Yalues File (1.4
from: htkp: iy

What should Firefox do with this File? /

V 4

Microsoft Office Excel (default) [1]

() Save File

[] Do this automatically For files like this from now on,

[o]'4 Cancel

Figure 183: The Export To dialog box

3. The result of an export to MS Excel would look similar to the following:
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sentry_alert_log - Microsoft Excel

Figure 184: A report exported to MS Excel

158

P - [ 5
|'-|:!g Hw9-c
Home Insert Page Layout Formulas Drata Review View Add-Ins
B H Cut Calibri -1 - A AT == | | SiwrapTed General - jf‘
;t 23 Copy > A — =l d_:
aste - - - - = - - o s ondar
- f Format Painter e I S = gMerge&Center L o ||%8 <] Forma
Clipboard (F] Font (F] Alignment (F] Mumber (F] \
| Al - & | alerts_id \
A B C D E F G H | J K
1 |alerts id _lalert_sou alert_type value happened bitmap count textinfo  pid tsid pEm
2 2104 Port IP Stats Arrival Interval 2470 1
3 2104 Port IP Stats Arrival Interval 2066 1
e —
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Alert Analysis

Alert Analysis provides an easy to use graphic analysis to visually represent alerts. These representations can
be useful to track trends and to display a variety of information for any viewer, regardless of their technical
experience.

Results are shown in groups of 30 for easy navigation.

Access Alerts Analysis

Select Reports and Alert Analysis from the main drop-down menu.

Configura

Figure 185: Accessing Alert Analysis
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Alert Analysis Summary Screen

The summary screen consists of the following areas:
" Report Navigation tabs
Takes user to new reports

®  New Report icons
Allows user to select type for new report

® Existing Reports list
Allows user to choose existing public and private reports

Welcome to Sentry 11-11 -Acquisition, Administrator [ Logout ]

Reports: Alert Analysis

12:57:04 PM PDT

Counts Trands Trend Detailz | Distributions Histary P' Report NaVigatiOll tabS

Select type for new report:
| About |

Counts Trends Trend Details Distributions

— 4= New Report icons
Reports — I I .
Programs —
—y b 1
Or choose an existing report:
Delete Selected | Disable Selected | Enable Selected | Existing Reports list

Foct I ©

Program Groups

Report Name Created By Modified Scheduled Mext Delivery

| |

O Claro TV Private Administrator 03f2l, 11:05:58 AM PDT Hourly Today 01:00:00 PM POT il

|:| Daily Report Private Administrator 03f22 03:17:07 PM PDT Weekly 09114 01:00:00 AM PDT
Transport O o FetehTW Private Administrator oas2a) 07:03:21 PM PDT i)

[] 11y HE® Family 3 days Trend Private Adrinistrator 02413 09:39:42 PM PST Daily 00406, - 03:00:00 AM POT

O = mapco Private Adrainistrator 0815/ 10:12:26 AM PDT = M
Carousel

Delete Selected | Disable Selected | Enable Selected |

Public Repart =

Repert Mame Access Created By Medified Scheduled Mext Delivary

[0 = 0900 meeting Public Administrator 0408/ 12:04:10 FM PDT [
[ = timz Public Administrator 04/03/ ' 095557 AM PDT i)

Figure 186: Alert Analysis Screen
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Report Navigation tabs and New Report icons

The Report Navigation tabs contain most of the same areas that the New Report icons do. Either may be
used according to your preference.

" Summary
Create a new report or view and/or modify saved reports.

"  Counts
Shows the user a top 10 (20 or 30) count by port/program/program group for a given time period.
®  Trends

Totals the alert count over time for all or selected ports.

®  Trend Details
Allows user to create a more detailed Trend report.

®  Distribution
Creates a pie chart showing total alerts by type for a given time period.

" History
(Not included on the New Report icons) Takes user to a history of when and what alerts were emailed.

Counts tab

The Counts tab shows the user a top 10 (20 or 30) count by port/program/program group for a given time
period.

Summary [ Trends Trend Details | Distributions Histary

Report T\}fpe: Counts by Port .v. Alert Types: Select | Al T'}"peS.. All Sources
O From: ] To: 5] (mm/defyyyy)  POIL All i~
11:54:08 A0 | (@) 12:54.09 PN | (F) (hhemmiss)  Program Group:

& (or) 1 Hour = Results per page:[10 v

v

| Generate Report I

Save Report | Name the Report:

& Private use only & Share with others

Generate POF |  ExportAs CSV

Figure 187: Counts Tab
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How to create a sample Counts report

This function allows you to set your counts to count by program for specified time frame. Selecting Top 10
will generate the top 10 alert counts by program. This is used to see what your problem channels are.

1
2
3.
4

Set Report Type at Count’s by Program.

Set the dates for a one week period.

Set Alert Type to one of the following: all alerts port/all program group/all limit top 10.

Select Generate Report.

Alert Counts by Port

Alert sources: All, Alert types: All
Sentry 11-11 -Acquisition (10.0.11.11)

Displaying ports 1 to & of &

B AdCue mpaired |

1: Premibuxl -

11: Prem Mux2 -

0 Acquisition AdCue -

4 premual -

5! Post QAM

[+ 3,000 6 00D 5 00D

Legend
B Audio QOE
O bitrate
O Discontinuity
O Perceptual video quality (eMOS)
M video Freeze
H video QOE

12,000

Figure 188: Alert Counts by Port

NOTE: Ifyou create a Counts By Program report, the program links within the table will link back to the

Program Detail report for the time period specified.
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Saving a configured report

Once you have a report the way you like it, save it so that you can run it again without having to reconfigure it.
If you make it public, others users will be able to use it as well. Selecting Private will make it only viewable
for your specific login.

You can also set it to email you automatically.

1. Name the Report.

2. Select either Private/Share with others.
3. Select Save report.

4. Select OK.

Schedule a Report
You can schedule a report to run automatically and email a PDF of the results.

1. Give the report a name and select Save Report. You cannot schedule a report that hasn’t been saved.

2. .Select the Schedule button that appears after the report has been saved.

Save Report __ ort: -

Save as: test 222 [copy)

& private use only O Share with others

Generate PDF | Export As C5Y | Schedule | l

Alert Counts by Port

Alert sources: All, Alert types: All

Feport saved successfully.

Senbry 11-11 -Acguisition (20.0.11.11)

e Cizplayin otz L to 6 of &6 .
e playing p ° o

Figure 189: Selecting Schedule
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3. Section o: Select the Frequency

4. Section e': Select recipients
a. Format the email

Summary Counts Trends Trend Details  Dristributions Hiztary

Scheduling options for test 222:

ODD not schedule this report
@5Chedu|e thiz report

@Repoﬂ: Scheduling Frequency: | Hourly V

Every |1 hour(s]

4De|iuer via email ta:

|:||Narne Ernail
D Adrninistrator
I:‘ Channel durmmy@null, carm

Ol
O
Ol ™

Email subject: The subject will read 'Sentry Alert Analysis Report: pour faxt’

Sentry Alert &nalw=i= Report

Email body:
Attachment(s): F‘DF [(Report results zent as PDF file)
I:‘CSU’ [Report results sent in a cormma separated values file)
Attachment narme: SentrpdlertCounts PDF and C5V file attachrnents will have the same filenarme prefisx,

chhedule report antil:

(%) Mo end date

o il

I:‘Temporarill,l suspend delivery

Update Schedule § Cancel |
élgure ;;;; ;cheduling Options page

5. Section o: Schedule the delivery end times.
You may set it to only email you one time, every time or to end on a particular date.

You may also temporarily suspend delivery (for vacations, etc.)

6. Select Update Schedule.
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Trends tab

The Trends tab totals the alert count over time for all or selected ports. This report will generate a line graph
of the number alerts for a time period per port.

Welcome to Septry 11-11 -Acguisition, Administrator [ Logout ]
Reports: Alert Analysis

P E2: 5907 PM POT

Surnmary Counts rend Detailz | Distributions History

m Report Type: | Trends by Port VI Alert Types:

| Apout | ® From: | A To: [E tnmiaaivwyy)  Port:
[12:0%:50 P ] [0 0350 PR =

Reports O for) [1 Howr [+]

Pr_‘_j mm!_!_____ Generate Report

Results per page:| 10|

Select | &)l Types, &l Sources

L& 8]

Save Report | Mame the REDDr‘t:|

@ private use only O Share with others

Program Groups

Generate PDF | Export As C5Y |

Figﬁre 191: Trends tab options

Set a Trends report

1. Choose time frame for the report.

2. Select alert types you wish to view.

3. Select which port you will be watching.
4. Select your limit (top 10, 20 or 30).
5

. Select Generate Report.
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Trend Details tab

Trend Details allows you to create an expanded Trend report. This is a handy report to run if you want to
further investigate something from the Trend report

1. Select Trend Details

Summary Counts Trends Diztributions Hiztary
Report Type: | Trends for Selected Ports [combined) [+ Alert Types: Select | All Types, All Sources
® From: | O Tos | O tmmsadsyywy)  Part: Al ]
[12:03:50 PM ] [1:03:50 PM () [hhmm:ss) Program Group:
O {or) 1 Hour [w] Program: Part: TSID! Pgm:
MName:
Generate Report

Save Report | Name the Report:

&Private use only ) Share with others

Generate PDF | Export As C5Y |

Figure 192: Trend Details options

Select Trends for Selected Ports (combined) from the drop-down menu.
Set the time period.
Select the Alert Type.

Select an individual port or All

I S

Select Generate Report.
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Surmmary Counts Trandsz Qistributions Hiztary

Report Type: | Trends for Selected Ports (sombined) [+ alert Types: Select | All Types, All Sources

@ From: [ D710 7 TEtmwedve Port Al [v]
[20350PM & [0103B0PM (2 (vemmess) Program Group:

O (o 1 Hour [v] Program: Part: TSID: Parn:

Mame:
Generate Report

Sawve Report | Name the Report:

®private use anly O share with others

Generate PDF | Export As CSY |

( Alert Count Trends \

Alert sources: All, Alert Lypes: All
Sentry L1-11 -Acguisition (20.0.11.11], Parl: All ports combined
14,000
7,000
]
3,500 4
o T T T T
Sep 1 Sep 2 Sep 3 Sep d Sep 5
Legend
@ Audio QOE
OBitrate

O Discontinuity

O Perceptual video quality (eMOS)
B video Freeze

O video QOE

Figure 193: The resulting Trend Details graph
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Distributions tab

Distributions will give you a pie chart graphic that shows the break out of all the different types of alerts.

Save Repornt | Mame the Report:

®private use only O Share with others

Generate PDF | Export As CSY |

Summary Counts Trends Trend Dretail Hiztary
Report Type: | Distibution for S elected Ports jcombined) [+ | Alert Types: Select | A/l Types, all Sources
& From:  To: [H immaaivyyy)  Port: ] [w]
120350PM 20 [0T:03G0PW (2 iwwmeissl Program Group:
O (or) 1 Howr [v] Program: Part: TSID: Pgm:
Mame:
Generate Report

Figure 194: The Distributions tab

Use this to see a distribution summary of all of your alerts for a given time period. This could be handy to

know what percentage of all your alerts are of a certain type.

Select the Report type.
Select the required time period.
Select Alert Type.

Select program Group/Program.

A

Select Generate Report.

Alert Type Distribution

Alert sources: Al Alert bypes: All
Senlry L1-11 -Acquisilion {10.0.21.21], Porl: All porls combined

4,721 469
f 151
B W 1626
2.1z
Legend
E Audio QOE
O Bitrate

O Discontinuity

O Perceptual video quality (eMOS)
W video Freeze

H video QOE

Figure 195: The resulting Distributions pie chart
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History tab

The History tab allows the user to see a schedule of reports that have been mailed. It is primarily used to see
who is receiving what alerts and when they are receiving them.

Surmnmary Counts Trends Trend Details Distributinnglr_j
'@J‘Fr°m=|71|Tn:|73'w.u....- —_—
3 (er) |1 Howr [+ ]

Figure 196: History Tab

1. Select the time range of the reports you wish to see.

2. Select Refresh.

Summary Counts Trends Trend Details | Distributions |

@From:l 3T0:| H'Tr.l_l....'
MZO350PM () [OT0FE0PM (@) s

(O terd |1 Howr [+]
Refresh

<=First < | 1| 2| = Lastr=
Displaying reports 1 ta 100 of 106

The fallawing Mlert Andy s s repart s have been emaled to the specified recipient = Hnd incument g

Sent Time Status Created By Frequency

= Claro TV “esterday 12:13.02 PM PCT fuccess Private Administrataor Hourly eliesio.silvajunior|a
= Claro TV “esterday 11:13:02 AM PDT Success Private Administrator Hourly eliesio.silvajunior
= Claro TY “Yesterday 10:13:03 AM PDT Success Private Administrator Hourly eliesio.silvajunior
= Claro TY “Yesterday 00:13:02 AM PDT Success Private Administrator Hourly eliesio.silvajunior
= Claro TV “Yesterday 08:13:04 AM PDT Success Private Administrator Hourly eliesio.silvajunior
|11 HEOQ Family 3 days Trend Yesterday 058:13:03 AM PDT SUCcess Private Administrator Daily sentryadmin@miz
= Claro TV Yesterday 07:13:02 AM PDT SuCcess Private Administrator Hourly eliesio silvajuniat
e 5u 2012 “Yesterday 06:13:.04 AM PDT Success Private Administrator Daily eliesio.silvajunior
= Claro TY Yesterday 06:13:03 AM PDT SUCcess Private Administrator Hourly eliesio silvajuniat
= Claro TY Yesterday 05:13:02 AM PDT SUCcess Private Administrator Hourly eliesio silvajuniat
= Claro TV Yesterday 04:13:02 AM PDT SUCcess Private Administrator Hourly eliesio silvajuniat
= Claro TV Yesterday 03:13:.02 AM PDT SuUCCEss Private Adrministrator Hourly eliesio.silvajuniot
= Claro TY ) Yesterday 02:13:02 AM PDT SUCcess Private Administrator Hourly eliesio silvajuniat
- = --....v.es_t_E_!rda',f 01:13:03 &M PDT SUCcess Prj - ""--Hnu_r!',f eliesio silvajuniat

A0 AMPDT S e eliesiosilvajuniow

Figure 197: Alert Analysis reports results
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Program Alert Definitions Report

The Program Alert Definitions (Program Alert Defs) report allows you to view alerts defined to every
program and to quickly find programs with no alerts set.

Filters can be set by counts. For example, you could select to show all programs without any set alerts.

These reports can be scheduled for CSV delivery via email.

Welcome to Sentry 11 Administrator [ Logout ]
Reports: Alert Definition Counts By Program

(T create/Edit | History

Delete Selected | Disable | _Enable Selected |

-
Rccess | Created By | Modified Scheduled Wext Delivery
Reports [0 TestkE Frivate Administrator 031742011 12:3711 PM FDT =

O  all slers for all programs Private Administrator OFf06/2011 05.37.04 PM FDT =]

Programs

Current Status O 1est] Private Administrator 0915720011 01:34:40 PM FPDT jur |
Program Status
Dats Datect

#d Cue Info
Program Statistics

-
Program Groups
Cumrent Status
Brogram Status No public reports are defined.
Data Detect

Ad Cue Info

Bandwidth

Access Created By | Modified Scheduled | Mexi Deliwery

Transport
Tranzport Status
ETR-290 Statur
IF Stats

Carousel
Cargusel Status
DCAD Status
BFS Statur

EBIF Status
DEM-CC Shatur

Alerts
Alert History

Figure 198: Alert Definition Count by Program Summary screen.
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Create/Edit tab

How to Set Program Alert Definition Counts

1. Select Program Alert Defs from main menu

2. Select the Create/Edit tab

Welcome to Sentry 11 » Administrator [ Logout ]
Reports: Alert Definition Counts By Program

Configure Summary History
Reports

Part: |A|| M Display Programs with
& Standard Alert Definitions & Program Availability Definitions
Program Group: |—AII Frograms — M
Sort By: | Total Definitions [
Reports Sort Order: © Low to High © High to Low Dlsplg',r Programs for All Alert Types: o
Programs } @ with any number of standard alert definitions
g:lcr;;:.-.séat;utjs Results per page: . O with no standard alert definitions
Dats Datact O Standard alert definition total 1= equalio
ad Cue Info
Fresram stetistics Generate Report | Export As C5V |
Program Groups

Current Status

Figure 199: Create/Edit tab

3. Example 1: To find programs with no set alerts
a. Accept the defaults in the Display Programs with box.

b. In Display Programs for All Alert Types, change the default to With no standard alert
definitions.

c. Select Generate Report.
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Results per page:

History
Port: All . Display Programs with
- & Standard Alert Definitions O Program Availability Definitions
Program Group: |—AII Programs - M
. Select
Sort By: | Total Definitions [v] Alert Types: _Select | All Types
Sort Order: © Low to High © High to Low Display Programs for All Alert Types:

O with any number of standard alert definitions
@ with no standard alert definitions
O Standard alert definition total 15 squal o

L1

View Definitions | Collzpse Definitions |

Number of Alert Definitions

O AdCue
& mpaired 9
| s Port & 9
O 5 AdCue g
mpaired
[ 8 Port 8 9

[(_] [}

Generate Report__| ExportAsCSV | Save Report |
«=First = |1]2]|3]4]|5]| = Lastz=

Displaying Mumber of Alert Definitions 1 to 10 of 44

110 VH-1
10 CLASSICS 0 0 0 0
110 VH-1
ne CLASSICS g Z g g
& 1_8 NOCGCIN o] 0 4] 4]
f:] 1_8 NOGGIN 0 0 0 0

0
; =
0
omE

Figure 200: Finding programs with no set alerts
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4. Example 2: Track program with duplicate alerts. Used to monitor if there are more alerts set than you
thought.
a. Accept all defaults.

b. Select Generate Report.

Welcome to Sentry 11- . Administrator [ Logout ]

Reports: Alert Definition Counts By P

Summary Create/Edit History

Port: ' Display Programs with

@ Standard Alert Definitions  © Program Availability Definitions

Pragram Group: |—AH Programs — M
: Select
Sort By: [Total Definitions ] = AertTypes [select |All Types
Reports Sort Order: © Low to High @ High to Low Dlsplgy Programs for All Alert Types: N
Programs @ with any number of standard alert definitions
e s Restlts per page: d ©  with no standard alert definitions

Brogram Status

Datz Detect Standard alert definition total 1= =qualto
i © [
Program Statistics
Generate Report | ExportAs CSV__ | Save Report |
g Groups
Current Status
grctsracmtsttatus <=first =|1|2|3|¢]5]= Lastz==
ata Detec ; S
ad tue Tnfo Displaying Number of &lert Definitions 1 to 10 of 72
Bandvidth View Definiti Collzpse Definiti
Transport

Number of Alert Definitions.

Transport Status
ETR-290 Statug
IP Stats
Video Freeze

Carousel
Carcusel Status [l 1 PremMux1 9 1 3 4 3
OCAP Status
EFS Status [ 1 PremMux1 ] 2 (522 18 2 4 2 3 2 |i
EBIF Status
DSM-CC Status [} 1 PremMuz 1 9 3 Flix 18 2 4 2 3 2
AI|EI'|‘5 [F] 1 PremMux1 Q 5 HBO Family 17 2 4 2 2 2
Alart Histery
Alert Analysis 1 Premmu Q Q MTV 17 2 4 2 2 2
| Program aiert er- RN M f
&1 1l ] [*]
purig
[‘_l 1l m

Figure 201: Tracking programs with multiple alerts

In this example, HBO has 27 total Alert Definitions.
c. Check left box.

d. Check View Definitions. This generates a detailed list of all the alerts, including where they are
coming from.

T 203|4]5] = Last=> e

Displaying Number of Alert Definitions 1 to 10 of 72

View D I Collapse O

Number of Alert Definitions

Video Freeze

E 1 PremMux 1 ] 1 HEO 27 3 [ 3 4 3

mES

Edit Program Templat Template Name: 5D Ceneral Template
« Program is not detected.
« Bitrate less than 500.000 Kbps.

« Bitrate greater than 6.000 Mbps.
» The primary video PID on program freezes for 55 sec.
» The nrimary audio PIN an nrogram is silent for 55 sec &

Figure 202: View Definitions
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5. Select Save Report button and give the report a name.

Port: |,.*.\|| [v] Display Programs with
(& Standard Alert Definitions & Program Availability Definitions
Pragram Group: |—.i\|| Frograms — [v
Alert T o Select AT
Sort By: [ Total Definitions [v] ert 1ypes == ypes
Sort Ordar: O Low to High © High to Low Dlsplgw Programs for All Alert Types: S
} @ with any number of standard alert definitions
Results per page: - O with no standard alert definitions

 Standard alert definition total

Save:
Mame the Report:

& Private use only O Share with others

Can::-ell Save Report |

Figure 203: Saving the report

6. Select Yes on the confirmation pop up box.

7. Select Schedule Report.

Display Programs with
(& standard Alert Definitions O Program Availability Definitions

Alert Types:  Select | All Types

Display Programs for All Alert Types:
& Wwith any number of standard alert definitions
O With no standard alert definitions

O Standard alert definition total

| Generate Report I Export As C5V | Sawve Report |[ S5chedule Report |]

Figure 204: Schedule the Report

8. Complete scheduling steps as shown in Scheduling Alerts.

History tab

The History tab shows if any Alert Definition Counts by Program reports have been emailed to specified
recipients.
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System Error Alerts

Sentry is regularly monitoring itself for various system errors. If such an error occurs you can be notified via
email, snmp traps and banners that show on the Sentry user interface. The notification options are configurable
on the System Alerts tab of System Settings.

The System Error Alerts Report lets you review any system error alerts that have been detected by the system.

Welcome to MarkCentOSDev132, Msiadmin [ Logout ] Program Name Search Q Help

stem Error Alerts Report

June 26, 2017 05:57:15 PM PDT

~ From: [osrzer2017 (7] To: pereereony 7] (mmidesvyyy)

[osseisem () pssriseM () thivmm:ss)
° (or) 1 minute
Sort by: Raised Time
Results per page: 10

_|Hide cleared errors

Refresh

MNote: Uncleared errors will always show in the report.

System Error Alerts
Description Raised on Last notified Cleared on
. . . T L . Today
o T!IE device bltratelon Input 1 exceeded its capacity limit of 1 Cbps. Monitoring has been temporarily 05:55:38 PM N/A
disabled on ports: 99,100, PDT

Figure 205: System error alerts

The “Hide cleared errors” option will allow you to hide historical alerts that are not currently an issue.
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Configure

The Configure menu section is used to configure and set parameters that stay constant throughout Sentry
reports and forms.

NOTE: To configure and set parameters, you must log in with Administrator privileges.

The following are configurable items:

176

Alerts
Create and delete PID, program, table, PMT, DSM-CC, IP Stats, BFS and OCAP alerts.

Program groups
Customize programs as a group

Program Mappings
Add, modify and delete program mappings.

Port Names
Provide names for individual ports

BF'S Settings
Enter the source ID for the BFSdir file.

Stream Capture
Select program for stream captures

Dashboard Graphs
Configure public or private program dashboard graphs

MPEG Input Settings
Select Unicast or Multicast for MPEG over IP and configure settings.

System Preferences
Select whether or not to include ad cue PIDs in the Program Status

Select whether or not to include the PVQ score in the Video QoE results

System Settings
Configure Sentry hardware: Ethernet address, NTP servers, email gateway and DNC.

Import/Export Settings
Allows you to backup the configuration of the unit for safe keeping or mirror a configuration to another unit

Users
Add, modify and delete users in the system

System Upgrade
Remotely upgrade Sentry to the latest software version

Power Off
Power down Sentry
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Configure Alerts

Alerts are a key component of Sentry and are used to identify particular transport stream conditions. All alerts
are fully-configurable and real-time, and are active globally within the system. If an alert condition is met, the
alert will be generated and the Alert Log will display the alert.

If the alert is configured to send an email, it will be sent to the designated user(s) when the alert is generated.

If the alert is configured to send an SNMP trap, it will be sent to the Trap host IP configured in the System
Settings (refer to Configure System Settings) when the alert is generated.

How Sentry Handles Alerts

Alerts that you define in the system are triggered (i.e., Sentry generates an alert) and then reset when the
condition for the alert no longer exists.

For example, a PID bitrate greater than a set limit will trigger when the limit is exceeded and then will only
trigger again when the bitrate falls below the limit (reset) and at a later time exceeds the limit again. Some
types of alerts need clarification.

" Detect/Present
When the alert is first set, Sentry alerts if the data source exists. Subsequently Sentry alerts if the data
source is added.

"  Detect/Not Present
When the alert is first set, Sentry alerts if the data source does not exist. Subsequently Sentry alerts if
the data source did exist and gets removed.

®  Bitrate
Note that low bandwidth can result in no data during a 5-sec. interval, causing the bitrate to be set to
zero. Therefore an alert trigger condition of bitrate greater than zero will be reset and will generate the
alert once the bitrate is again greater than zero. This can result in multiple alerts for bitrate greater than
zero due solely to low bandwidth conditions.

®  Cycle Time/Greater Than
Sentry alerts when the maximum cycle time in the last 5 sec. exceeds the set limit. The alert is reset
when the maximum cycle time falls below the set limit.

®  Cycle Time/Equal To
Sentry alerts when the average cycle time equals the set limit.

®  Cycle Time/Less Than
Sentry alerts when the minimum cycle time in the last 5 sec. falls below the set limit. The alert is reset
when the minimum cycle time exceeds the set limit.

®  The Cycle Time Greater Than/ Equal To/ Less Than
Tests are independent so it is possible, for example, to have multiple Greater Than alerts without a
corresponding number of Less Than alerts.

" File/Added
Sentry alerts if the file did not exist and is added.

"  File/Removed
Sentry alerts if the file did exist and gets removed.
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Create an Alert

Alerts can be created one of two ways:
]

By selecting Configure and then Alerts from the main menu

®  Or by clicking on the alert icon “to the right or left of the stream you wish to create an alert for

Reports: Current Status

Configure I Alerts

Reports Group

Group 2 Group 3

Welcome to Sentry F1-31 -Acquisition, Administrator [ Logout ]

4 My Group @Edit Group Deselect all

About

Program Mappings

HHEE
HEHE
H

Reports

PmE rams

z

il
i
|

]
i
R

=

0: Acquisition AdCue  B6

Carousel

0: Acquisition AdCue  BI

gt ﬁ

Figure 206: Create Alerts via the main men

178

=<First = [1]2|3]|4]5]|> Lasts=
Displaying programs 1 to 10 of 412

Find in eurent page: [

Alert Cnt Status

Bitrate

Image Size:

3.182 Mhps

ETV Carousel (Home Shopping Hetwork) 2 L4
Outdoor Life Hetwork 3.387 Mbps 4 | UP2oi 41
Biography v 3.720 Mbps 5 a7
b s 28
F/ """""--'.__q

u or by selecting the Alert Bell icon on the correct stream
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Administrator [ Logout ]

Group 3 Sroup 4 My Group @'Edit Graup

[Z03E0PM (& [OT.OZEOPM (& o

() (or) | 1 Hour [1] |
Report On: | Active Programs Only [+ | [ ne
| He
Sort by: Status 1
i 7 . 1 black =
Provider Marme: Auta _ Zoorn In | B
Results per page: 10 -

Refresh

<=First = |1]|2]|3]|4|5]|= Lasi
Cizplaying programs 1 to 10 of 49

Pra| Stati
[Transport e =

b

Image Size:

ETV Carousel {Home Shopping Hetwork)
{US HOT RATED)

4: PremQual Aozailability: 100,000000%  Emor Seconds: O

Create detect alert I IDDDDDDDDDDDDD
e e [hvm Visen Qo[ PV cM3S) [ hug.Ausie GaE
Create discontinuity alert 90.1 (3201 4.94 (3.45)
Create audio silence alert
Create video freeze alert 537 @3m
Create PYQ) (eMOS5) alert
Create video QOE alert
Create audic QOE alert
Create absolute audio level alert
Create mean audio level alert
Hot a

[Carousel

\97Hz (5

Outdoor Life Hetwork

Create andin dialnorm alert

r T AL L R k] nfi "F‘ig.h Availability: 99.923776%  Emor Ssconds: 268
Figure 207: Creating Program Alerts via the Program Status Report
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Group 2 Group 3 Group 2 MMy Group @Edit Group Deselect All
Aequisition AdCue | PremMuxl | B2 |[Premguar J[Pest Qam [#dCue mpaired || TIMS not so fave |[Prem Mux2 ] I
@ From: | = To: | [ 1rmemcta

MZ0ZE0PM (& [TLOZEIRM  (5) e
) (or) | 1How [w]

Report On: Active F‘roirams Dnli -
Sort by: Statuz

. i . 1 block = 06:00:00 (hrirminisec)
Provider Hame: Zoorm In | Beset Miew | Zoom Out
Results par page: 10 _

Refresh

<<First = |1]|2|3|4|5]|* Laster
Displaying programs 1 to 10 of 49

Pragram Status

Image Size: Avg. Bitrata

ETV Carounsel iHome Shopping Hetw ork)
(US NOT RATED

Hot a live

jlabiity: 100.000000%  Ermor Secands: 0 o i 3185 ibps [][]

gy
|Avg. Video QoE| FVQ (eMOS) | Avg Awdingee | |

Create detect alert ©C) 990 (200 494 (345 2982 Mhps

Create bitrate alert 4 99.7 [@3.0) 197.401 Khps
Create discontinuity alert 0.000 bps

Create audio silence alert 100078 bps
Create video freeze alert
Create PYQ (eMOS) alert BON (7
Create video QOE alert
Create audio QOE alert Outdoor Life Hetwork

fEall Create absolute audio level alert @*_: A|va|ila|b|ilit|y|: 9|9|-9|2|3?|?FT| |Er|r°|r SiE=nE E m::;?,f::,,]

. Viee QaE| PV MDS) | Arg A 0o |

906 G4.0) 5.00 (5.00)

L97Hz (G0
Figure 208: Creating PID Alerts via the Program Status Report

3085 Mhps

dministrator [ Logout |

Configure

== @ Fram:| [H Toi | : .
| status | [20360PM = [O0ZB0PM (= s . !
|_Avout | O (e THow [ 1 block = 02:00:00 (hrimin: se<)

Zoam In | Reset View | ®8 Link | Zoom Cut

Refresh

Discontinuities,
Max Av Total

e Create detect alert
¥ 4: PremQual 0 4 D ETV Carousel (Home Shopping Metwark) 3,185 Mbps 1 0,002 16 Qb Create :“’"t‘ alert |
i Create discontinuity alert

Create aud ence alert

Port TSID Pgm ETHT Awvg Bitrate Bitrate History

= "
Other Program Information Create video freeze alert

ty 100,000000% Error Seconds: 0 Create PYQ (eMOS) alert
(O a4 (e it e (L E by
Create audio QOE alert

Program Groups

PCR PID: 2043 Intereal: 9 ms Create absolute audio level alert
PMT PID: 2047 Cycle time: 249 ms Create mean audio level alert
Refresh Thumbnail ®DS Foating: US NOT RATED Create audio dialnom alert /
Discontinuitie :
PID pe Avg Bitrate Bitrate 0
a g To
2043 ' MPEG-2 Video 704x 480i, 29.97Hz (C0) 2,962 Mbps 0 o o |

e+ fDolby AC3 Audio 2.0, 48.0KHz (Discontinuity)

Figure 209: Creating Program Alerts via the Program Detail Report

NOTE: PCR Interval and PCR Jitter alerts only appear in the Program alerts menu if the Sentry is an
ASI model.
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Create Alerts Step by Step

Access the alert you want from the Alerts summary page.

Welcome to Sentrp II-11 -Acquisition, Administrator [ Lagout ]

Configure: Alerts

( Templates Transport BFS OCAR

Alerts Surmmary

Program Availability

Program awvailability definitions affect only the program availabilityferror seconds computations, They do
not trigger standard alerts,

Program Availability Templates (Create Ternplate)
HD Program Awvailability Template (1]

Pragram Awvailability Template SO (0]
Auz-Program fwailability Termplate (1)

Prograrm Awailability Ternplate_Eliezio (1)
Pragrarm Availability Termplate CABLE 2 WIRE (1)
Do PATL (1]

Dom PATZ (1]

MEGACABLE (1)

HEEBBEBA

Transport Alerts

Program Template Alerts [Create Ternplate)
Pragram Termnplate SD-CE (0]

S0 General Ternplate (1)

Sky Termplate (0]

MABR Program Ternplate (1)

Simon's Pragram Template (1]

very strict alerts Prograrm Termplate (0]
Pragram Ternplate SERGIC (1)

Dom PTL (1)

Darn PTZ (1)

Steves Prograrm Termplate (1)

HD Sports Ternplate (00

MEGACABLE Prograrm Termplate (1)

Program MARCO (11

rogram Ale (Craate] l
Detect (A N—
Bitrate (0]

Wideo Freeze (2]

Audio Silence [0)
Discontinuity (0]
Parceptual Video Quality [eMODS] (1)
video QOE (4]

Figure 210: Select Create

HEEHBEBBEBEEHE

FHEHHEHAD

Once Create or a link is selected, the corresponding Creating Alerts page opens. Each Creating Alerts page

is divided into three main sections, identified by o, e, and
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NOTE: Sections @ and Odiffer with the type of alert. Section © is the same for all types of alerts.

Section Io'allows you to select the type of alert and set the condition for its generation.

Creating Program Alerts
o @) select alert type: |Detect v
O Usze program tem E_‘tatetd V
itrate
Generate alert when thyides Freeze :}Not Detected
Audio Silence
Digcontirity
@ Each time the cor F',arc:eptual Wideo Cluality [ek05] )
O Only after V'dejo QaE inutelz] | |
Audio QOE
Absolute Audio Level
o e Mean Sudio Level -
Use program graur 4,40 Dialnom hdl
® select prograrmms: Pork: | Select a port |

Figure 211: Selecting the Alert Type

Section Ielallows you to identify what you want to alert on. Ports, programs, PIDs, etc. can be added and
removed by checking and un-checking the boxes to the left of the list. Ports and PIDs can also be sorted by
clicking on the column headers.

1. Select a port from the drop down menu to populate the port box below.

0 O use prograrn group: | Ad v
® select prograrns: Port: | Select a port V

All I
Paort #|Port N M
| o | ort Mame 1 Acquisition AdCue | ame

® There are no active pri1: Premiuxl port,
2 0Cap

3 5-4BFS

4: PremQual

5 Post QA

B AdCue mpaired
7 EBIF

2 Port 8

3 TIMS not 2o favorite - -

10 Part 10 Ecked Programs to Selection ] [¥]1gnare TSID

11: Prem Mux2
Selected programs: 12 Port 12

Paort #|Part Narme 13: Part 13 Name

14: Port 14

15 PRE TEST

16: Port 16 ]
17 Port 17 b

Figure 212: Selecting the port
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2. Select the desired Port names from the list and select Add Checked Boxes to Selection
button. The selections will appear in the window below.

0 O uze prograrn group: | AdCue 11 programs |
@ Select programs: Paort: | Al hal
|:||F‘or't #|Pu:|r‘t Marne |TSID|Pgm|Name
I:l u] Acquisition AdCue 412166 Cutdoor Life Metwark
a Acquizition AdCue 412167 |Bravo
I:‘ u] Acquisition AdCue 4171|628 |Discovery Home and Leisure
u] Acquisition AdCue 4121/69 |Biography
DD Al i AdCus 412170 |E

| #dd Checked Programs to Selection | [#]1anere TSID

Selected programs: /

Part #[Port Name TSID[PgrmMame

Fa [n] Acquisition AdCus Any |67 |Bravo

F[n] Acquisition AdCus Any |69 |Biography

Add unlisted program: @Selected Port: | O Acquisiion AdCue || @Selected TSID: @Selected Program: Add Program
OAnl,l Port OAnl,l TSID OAnl,l Prograrmm

Figure 213: Selecting PIDs to Alert On

Section Iolallows you to specify who will be notified of the alert. The alert will be logged to the database
automatically. Select if you want to be notified via email or SNMP trap.

You can also select how many emails are sent in a given time frame and whom they are sent to.

e When alert is generated:
Save in Alert History
DSend SHMP trap to 10.0.11.12 (configured in the System Settings)
DSend ermail @Always [€=13]

O at rmost ernail(z]) in miriute(s) | # |

DlName Ernail

I o

[ SaveAIert] [ Cancel]

Figure 214: The Alert Notification section
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Select Save Alert to save and activate your new alert. The system will respond with an Alert Saved message
whose content is specific to the alert.

Configure Sent

Alert saved

V The alert will be generated when any selected Program is
detacted

Figure 215: PID Alert Saved Message

The alert will now show up on the Alert Summary page

Surnmary Terplates | BFS OCAP

| Surarnary | Programs  PIDs  Tables  PMTs  DSM-CC IP Stats

Transport Alerts Summary

Program Alerts (Create)

E Detect(7)
Celete Chacked
Port #:Mame TSID PgmAlert Condition Alert Options :::2 Created By Last Updated
D49220:Acquisition AdCueld412i| EEProgram is Mever send drinistraton0ds 26/ OF 140126 AM Edit:
detected, email, FCT
D512511:F‘rem Muxz Any EProgram is Mever send ldrinistratones 287 11:43:55 PM Edit
deteded. ernail, POT
|:|519DD:Acquisition AdCue4121) 7SProgram is Mever send Pdrninistratond 77 24,7 04:41:53 PM Edit
0:Acquisition AdCue) Any| 7S9detected. email, FCT
D52850:Acquisition AdCuel4121| 74Program is Mever send rmsiadmin 02/14f 11:45:54 AM Edit
0:acquisition AdCueld4121] 7édetactad. e ail. FOT
SiPost CuAM 1291 i
DSSDlD:Acquisition AdCuel412l| &6&Program is Never send rmziadmin 08/14/ 12:52:03 PM Edit
0:Acquisition AdCue/4121] E7detected. =rnail, FCT
OiAcquisition AdCueld4l1zl] &%
0:4cquisition AdCuel4121] &9
Oihcquisition AdCue4121] 70
O:Acquisition AdCued121) 71
0:acquisition AdCueld4121] 72
0:Acquisition AdCueld4l1zi] 73
0:Acquisition AdCuel4121] 74
Oihcquisition AdCue4121] 75
0:Acquisition AdCuel4121] 7&
4:PrermGual 9 581
D539211:F‘rem Mux2 9 SProgram is Mevar zand lBdrninistratonosy 20,0 0&:52:54 PM Edit
deteced. email, POT
|:|53930:Acquisition AdCuel Any| EFProgram is Mever send dministratonToday 10:28:2% AM POT Edit:
O:Acquisition AdCuel Any &%9detected. lermail.

M Bitrate (0]
M “ideo Freeze (2)
. —tah

Figure 216: Alert Summary page showing created Alert
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View Created Alerts

The alerts that have been created can be viewed from the Alerts Summary page by expanding alert types that
have a number greater than zero in parentheses.

Surnmary Templates | | BFS OCAP

| Surmmary | Pregrams  PIDs  Tables PMT: DSM-CC IP Stats

Transport Alerts Summary

Program Alerts (Create)
EH Detect(7)
Delete Checked

Port #:Name TSID Pgm Alert Condition Alert Options :::rf: Created By Last Updated Edit]

D O:acquisition AdCueld4121) EEProgram is Mevar zand Bdrninistratonddy 26,7 074026 AM Edit
deteced. email, POT

D512511:Prem Muxz ANy EProgram is Mever send drministratondés 28/ 11:43:55 PM Edit
detectad, lemail, PCT

D519D iAcquisition AdCuel4121] 7SProgram is Mever send ldrinistraton0 7/ 24/ 04:41:53 PM Edit
tAcquisition AdCue| Anyl 7Sdetected. zrnail, FCT

|:|5285 tAcquisition AdCue4121] 74Program is Mever send rmsiadrnin ne/14f 11:45:54 AM Edit
tAcquisition AdCuel4121| 7edetected. email, PCT

tPost QM 1291 1
D53E|1 tAcquisition AdCuel4121| EéProgram is Mever send rmsiadmin 08714/ 12:52:03 PM Edit:

0
0
lu}
0
B
lu}
O:Acquisition AdCuel412l| &7detected. =mail, FOT
0iAcquisition AdCue4121] 68
O:Acquisition AdCueld4l1zl] &9
0:4cquisition AdCuel4121] 70
Oihcquisition AdCue4121) 71
O:Acquisition AdCued121) 72
0:acquisition AdCueld4121] 73
0:Acquisition AdCueld4l1z1] 74
0:Acquisition AdCuel4121] 75
Oihcquisition AdCue4121] 76
4
1

tPremGual 9 581
|:|5392 1:Prem Mux2 e SProgram is Mever send drministraton0g/ 20/ 0E:52:54 PM Edit
detaced. ernail, FOT
DSSQSD:Acquisition AdCuel Anyl EFProgram is Maver send ledrninistratonToday 10:25:29 AM POT Edit
0:Acquisition AdCuel Anyl E3detected. email,
M Bitrate (0]
M Videao Freeze (2)
- —tll _...________..--—'—___ S SN
E—y _'_'_'_____..-""-— ___'——"""'__F

Figure 217: Alerts Summary Page showing Created Alerts

Delete Alert

1. To delete an alert, expand the group of alerts you wish to delete.

2. Check the box located to the left of the alert you wish to delete or check the box in the upper left to
delete all alerts in the group.

3. Click Delete Checked above the alerts listed.

Modify an Alert
1. To modify an alert, click Edit adjacent to the alert you wish to edit.

2. The corresponding Creating Alerts page will be displayed populated with the current alert criteria,
which can then be edited and saved.
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Access Alerts Summary

To open up a list of all available alerts, select Configure and Alerts from the main menu.

This will open the Alerts Summary page.

Summary Templates { ) BFS QCAP

| Summary | Programs  PIDs  Tables PMTs DSM-CC  IP Stats

Transport Alerts Summary

Program Alerts (Create)
Detect (3)

Bitrate (2)

Video Freeze (5)

Audio Silence (0)
Discontinuity (1)

PCR Arrival Interval (0)
PCR Jitter (0)

Perceptual Video Quality (eMOS) (3)
Video QOE (7)

Audio QOE (1)

Absolute Audio Level (0}
Mean Audio Level (0)
Audio Dialnorm (2)

ECM Toggle Interval (0]
Scrambling Toggle Interval (0)
Closed Caption (1)
Scrambled (0)

GOP Length (0)

IDR Frame Interval (0]
EBF Interval (0]

ID Alerts (Create)

Detect (0]

Bitrate (3)

Video Freeze (0)

Audio Silence (0)
Discontinuity (0)
tual Video Quality (eM

I R B R O B = 3

HHBEBBD

Figure 218: Alerts Summary page
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Delay Factor (0}
BFS Alerts

Carousel Alerts {Create)
Bitrate (0}

Source Alerts {Create)
Bitrate (0}
File Added/Remowved {0}

File Alerts {Create)
Mot Detected (0}
Bitrate (0}

Cycle time {0)
Change {0)

OCAP Alerts

File Alerts {Create)
Detect {0)
Bitrate (0}
Cycle Time {0}
Changed (0%
Added/Remowved {0)
older alerts {Create)
Detect {0)
Bitrate (0}
Cycle Time {0)
Changed {0}
Added/Removed {0)
xtension Alerts {Create)
Detect {0)
Bitrate (0}
Cycle Time {0)
Changed (0%
Added/Removed {0}

B H

FEHEHEET BEEFE

FHHEFBM

Figure 219: Alerts Summary page bottom
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Scrambled Alerts

You can set Program-based and PID-based Scrambled Alerts from a Program Availability Template or the
Program Template Alert. The alert can be set to trigger upon the detection of scrambled or unscrambled
content, or when the CA descriptor value conflicts with actual stream content.

To access, select Create Template.

Alerts Summary

Program Awailability

Program awailability definitions affect only the program availability/error seconds computations,
~ They do not trigger standard alerts,

\ Program Availability Templates {Create Template)
HD Program Awailability Ternplate (1]
Aus-Program Availability Template (1]

Program Awvailability Template_Eliesio (1)
Program Awvailability Template CABLE & WIRE (1)
Dom PATL (1]

Dom PATZ (1)

MEGACABLE (1)

Program Awvailability Template (0
AVAILABILITY CLARSD (1)

Pragram Awvailability Template 50 (1)
Pragram Awvailability Template Test (1]
Impara PA (1)

Program Awvailabilityl Termplate [0)

HSHM Availability Template (17

& Transport Alerts

Program Template Alerts [Create Ternplate)
Pragram Terplate SO-CB (0]
SO General Template (10
Sky Template [0
Simon's Pragram Template (17
wery strict alerts Program Termplate (0]
Pragram Terplate SERGIO (1]
Crorn PT1 (1)
Dam PTZ (1]
Steves Program Template (10
HD Sports Template (0

f_.—P qung El) _'_,_..-r""'_
_-d_'__.-""

Figure 220: Select the Program Availability Template
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Creating Program Alert Templates

o #n alert should be generated when:

Programs are ODetected @Nnt Detectad

Bitrate drops below 1/ | kdbps V or etceeds £ Mbps:V:

@ Wheneverthese conditions are reached (or)

¢ Cnly if these conditions are suztained for |0 secondjs) [+

The videa on a pragram freezes far [1.000 minutes] V on |the primary video PID V

The audio on a pragram is silent for |30.000 second(s] V on |the primary audio PID V

@ On left, right ar center speaker [or)
O advanced..,

Criscontinuities occur 100 ar more times in 1 minute(s] | W

The perceptual wideo quality (eMOS) score for any program goes | below v 4 on |the primary video FID V

O Whenever these conditions are reached [or)

@ Only if these conditions are sustained for |5 second|s) V

The video quality of experience score far any program goes |below V 75 on |the primary video PID V

O Whenever these conditions are reached (or)

@ Only if these conditions are sustained far |15 second(s] V

The audio quality of experience scare far any program goes |below V 75 on |the primary audio PID V

D Wheneverthese conditions are reached (or)
\ m conditions sre custained for 5 gasandiz) [ ]

Ay primary &0 PID V is scrambled V for 1,000

minute[s] V

a Trigger the alert:
@ Each time any of the above conditions accur [ar)

@] <nly after any of the above conditions accur time(z) in minute ) [

e Mame the template: |Frogram Template

[ Sawve Template ] [ Canicel ]

Figure 221: Selecting Scrambled Alerts
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Transport tab

Selecting the Transport tab opens the Transport Alerts Summary.

Summary Templates BFS OCAP
| Ssummary | Programs PIDs  Tables PMTs DsM-CC IP Stats

Transport Alerts Summary

Program Alerts (Create)
Detect (3)

Bitrate (2)

Video Freeze (5)

Audio Silence (0)
Discontinuity (1)

PCR. Arrival Interval (0]
PCR Jitter (0)

Perceptual Video Quality (eMOS) (3)
Video QOE (7)

Audio QOE (1)

Absolute Audio Level (0]
Mean Audio Level (0]
Audio Dialnorm (2)

ECM Toggle Interval (0}
Scrambling Toggle Interval (0)
Clased Caption (1)
Scrambled (0)

GOP Length (0)

IDR Frame Interval (0)
EBF Interval (O)

PID Alerts (Create)

Detect (0]

Bitrate (3)

Video Freeze (0)

Audio Silence (0)
Discontinuity (0)

tual Video Quality (eM

HFEHEHEHEEEFEEEEEEEEEEGEGEE

FH EH EHEHE

Figure 222: Transport Alerts Summary Page
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Types of Transport Alerts

Program Alerts

Detect

Generates the alert when any of the selected programs is present or absent in the database. When the
alert is first created the condition (present or absent) is checked, and thereafter is only checked when
the program is created or destroyed.

Bitrate
Generates the alert when the bitrate on the entire program, the primary video PID or the primary audio
PID of the selected programs in greater than, equal to, or less than a specified bitrate.

Video Freeze
Generates the alert when the video remains unchanged (i.e., frozen) for a specified length of time on
any PID on any of the selected programs.

Audio Silence
Generates the alert when the audio is silent for a specified length of time on any PID on any of the
selected programs on a group of channels.

Discontinuity
Generates the alert after a specified number of discontinuities is counted on all the PIDs on any one of
the selected programs.

PCR Arrival Interval

Generates the alert when the arrival interval between PCRs is greater than, equal to, or less than a
specified number of milliseconds for any of the selected programs. The number of milliseconds can be
negative to represent “early” arrivals.

PCR Jitter
Generates the alert when the PCR jitter is greater than, equal to, or less than a specified number of
nanoseconds (converted by Sentry to 27Mhz units) for any of the selected programs.

Non-reference Picture Quality (TekMOS)
Generates an alert when the picture quality goes above or below a user set threshold. This is not
coupled with any particular QOE event, PVQ score, or alert.

Perceptual Video QOE (eMOS)
Generates an alert when the PVQ goes above or below a user set threshold. This is not coupled with
any particular QOE event or alert.

Video QoE

Generates the alert when the video QoE score for any program goes above or below a specified value
on either the primary video PID or any video PID (Out of a possible score of 100).

Audio QoE

Generates the alert when the audio QoE score for any program goes above or below a specified value
on either the primary audio PID or any audio PID (Out of a possible score of 100).

Absolute Audio Level
Generates the alert when the absolute audio level goes above or below a specified dB value on either
the primary audio PID or any audio PID.
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®  Mean Audio Level
Generates the alert when the mean audio level either increases, decreases, or both by a specified dB
value within a given time frame on either the primary audio PID or any audio PID.

®  Audio Dialnorm
Generates the alert when the audio level goes above or below dialnorm by a specified dB value on
either the primary audio PID or any audio PID.

"  ECM Toggle Interval
Generates the alert when the ECM toggle interval is greater than or less than x number of seconds.

®  Scrambling Toggle Interval
Generates the alert when the scrambling toggle interval is greater than or less than x number of
seconds.

®  GOP length
Generate an alert when the GOP length for any program is greater or less than X on the primary video
or any video PID

® IDR Frame Interval
Generates an alert when the IDR frame interval is either greater than or less than x number of seconds
on either the primary video PID or any video PID.

® EBP Interval
Generate an alert when the EBP interval for any program is greater or less than X seconds on the
primary video PID or any video PID.

® PTS Alignment of IDR/EBP Frames
The Presentation Timestamp (PTS) alignment of IDR/EBP frames varies by more than X milliseconds.
This alert can only be defined against static program groups that are used to define the MBR (Multiple
Bitrate) streamset for the alert.

" PID Added/Removed from PMT
Generates an alert when a PID of a selected type (any PID, any A/V PID, any primary A/V PID, or any
data/splice PID) is added or removed from the program’s PMT.

®  PMT PID Type Change
Generates an alert when any selected PID Type Change (PID Type, PID Type Family or Primary
PID designation) for a selected PID type (any PID, any A/V PID, any primary A/V PID, or any
data/splice PID) occurs in the program’s PMT. A PID Type Family is defined as either Video, Audio,
DSM-CC, Text, Splice, Scrambled or Other.

®  PMT Contents
Generates an alert when the program’s PMT does not meet the specified number of video PIDs, audio
PIDs, DSM-CC PIDs, text PIDs, splice PIDs, scrambled PIDs, and/or other PIDs.
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PID Alerts

" Detect
Generates the alert when any of the selected PIDs is present or absent in the system. When the alert is
first created the condition (present or absent) is checked, and thereafter is only checked when the PID
is created or destroyed.

®  Bitrate
Generates the alert when the bitrate of any of the selected PIDs is greater than, equal to, or less than a
specified bitrate.

" Video Freeze
Generates the alert when the video remains unchanged (i.e., frozen) for a specified length of time on
any of the selected PIDs.

®  Audio Silence
Generates the alert when the audio is silent for a specified length of time on any of the selected PIDs on
a group of channels.

®  Discontinuity
Generates the alert after a specified number of discontinuities is counted on any one of the selected
PIDs.

®  Non-reference Picture Quality (TekMOS)
Generates an alert when the picture quality goes above or below a user set threshold. This is not
coupled with any particular QOE event, PVQ score, or alert.

" Perceptual Video QOE (eMOS)
Generates an alert when the PVQ goes above or below a user set threshold. This is not coupled with
any particular QOE event or alert.

®  Video QoE
Generates the alert when the video QoE score for any PID goes above or below a specified value (Out
of a possible score of 100).

= Audio QoE
Generates the alert when the audio QoE score for any PID goes above or below a specified value (Out
of a possible score of 100).

®  Absolute Audio Level
Generates the alert when the absolute audio level goes above or below a specified dB value.

®  Mean Audio Level
Generates the alert when the mean audio level either increases, decreases, or both by a specified dB
value within a given time frame.

®  Audio Dialnorm
Generates the alert when the audio level goes above or below dialnorm by a specified dB value.
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Any PID on a Port

Audio Silence
Generates the alert when the audio is silent for a specified length of time on any PID on any of the
selected ports on a group of channels.

Video Freeze
Generates the alert when the video remains unchanged (i.e., frozen) for a specified length of time on
any PID on any of the selected ports.

Table on a Port

Detect

Generates the alert when the selected Table ID is present or not present on any selected port. When the
alert is first set the condition (present or not present) is checked, and thereafter is only checked when
the table is created or destroyed.

Bitrate

Generates the alert when the total bitrate for all tables of the selected ID on any selected port is greater
than, equal to, or less than a specified value.

Cycle Time

Generates the alert when any table of the selected ID on any selected port has a cycle time greater than,
equal to, or less than a specified value.

Table on a PID

194

Detect

Generates the alert when the selected table is present or not present. When the alert is first set the
condition (present or not present) is checked, and thereafter is only checked when the table is created or
destroyed.

Bitrate
Generates the alert when the total bitrate for all the selected tables is greater than, equal to, or less than
a specified value.

Cycle Time
Generates the alert when any of the selected tables has a cycle time greater than, equal to, or less than a
specified value.
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PMT

Detect

Generates the alert when the selected PMT is present or not present. When the alert is first created the
condition (present or not present) is checked, and thereafter is only checked when the PMT is created
or destroyed.

Bitrate
Generates the alert when the total bitrate for all the selected PMTs is greater than, equal to, or less than
a specified value.

Cycle Time
Generates the alert when any of the selected PMTSs has a cycle time greater than, equal to, or less than a
specified value.

DSM-CC on a Port

DC Detect

Generates the alert when the selected DC is present or not present on any selected port. When the alert
is first created the condition (present or not present) is checked, and thereafter is only checked when
the DC is created or destroyed.

DC Bitrate
Generates the alert when the total bitrate for all DCs on any selected port is greater than, equal to, or
less than a specified value.

DC Cycle Time
Generates the alert when any of the selected DCs on any selected Port has a cycle time greater than,
equal to, or less than a specified value.

DII Detect

Generates the alert when the selected DII is present or not present on any selected port. When the alert
is first created the condition (present or not present) is checked, and thereafter is only checked when
the DII is created or destroyed.

DII Bitrate
Generates the alert when the total bitrate for all DIIs on any selected port is greater than, equal to, or
less than a specified value.

DII Cycle Time
Generates the alert when any of the DIIs on any selected port has a cycle time greater than, equal to, or
less than a specified value.
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DSM-CC

DC Detect

Generates the alert when the selected DC is present or not present. When the alert is first set the
condition (present or not present) is checked, and thereafter is only checked when the DC is created or
destroyed.

DC Bitrate
Generates the alert when the total bitrate for all the selected DCs is greater than, equal to, or less than a
specified value.

DC Cycle Time
Generates the alert when any of the selected DCs has a cycle time greater than, equal to, or less than a
specified value.

DII Detect

Generates the alert when the selected DII is present or not present. When the alert is first created the
condition (present or not present) is checked, and thereafter is only checked when the DII is created or
destroyed.

DII Bitrate
Generates the alert when the total bitrate for all the selected DIlIs is greater than, equal to, or less than a
specified value.

DII Cycle Time
Generates the alert when any of the selected DIIs has a cycle time greater than, equal to, or less than a
specified value.

Port Alerts

196

Arrival Interval
Generates the alert when the arrival interval is greater than, equal to, or less than a specified value.

Delay Factor
Generates the alert when the delay factor is greater than, equal to, or less than a specified value.

TR101/290
Generates the alert when any of the selected TR101/290 priorities is in error a specified amount of
time.

Failover
Generates alert when failover happens in any of the selected ports from primary to backup input
settings.
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Sample Transport Alerts
Create Audio Level Alerts

1. From the main menu, select Configure and then Alerts.

2. You will be redirected to the Alerts Summary page. Under Transport Alerts, scroll down to
Program Alerts and select Create.

Welcome to Sentry ¥1-11 -Acgquisition, Administrator [ Logout ]

Configure: Alarts

P43 55 AM POT

{ Tamplatas Tranzport BFS OCAR

Alerts Summary

\A

Program Availability

Configure

Program awvailability definitions affect anly the program availabilityf/error seconds computations.
They do not trigger standard alerts,

Program Awvailability Templates (Create Ternplate)
HD Program Availability Termmplate (1)

Program Availability Termplate S0 (0]
Aus-Pragrar Availability Ternplate (1]

Program Awvailability Template_Eliesio (1)
Frograrm Availability Ternplate CABLE & WIRE (11
Do PATL (1]

Dorm PATZ (1)

MEGACABLE (1)

Transport Alerts

HHEEHEHEE

Program Template Alerts (Create Ternplate)
Program Template SC-CB (0]

SO General Ternplate (1)

Sky Template (0]

MAB Program Ternplate (1)

Simon's Program Template (1]

vary strict alerts Prograrm Termplate (0]
Program Template SERGIO (1)

Dom PTL1 (1)

Darm PT2 (1)

Steves Pragram Template (1]

HD Sports Ternplate (00

MESACABLE Program Template (1)
Program MARCO (1]

I Program Alerts (Create) I

EOEELC T

Figure 223: Alerts Summary page

Eil il e s e

3. You will be redirected to the Creating Program Alerts page.

4. In Section o, select Absolute Audio Levels from the drop-down menu.
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Surnrnary Templates | BFS OCAR

[ Summary | Programs  PIDs  Tables PMTs  DSM-CC IP Stats

Creating Program Alerts

o ® select alert type: | Detect / [

O use prograrn ternplate: | Program Template SD-CE [V]

v]

Generate alert when the program is @Detected {:}'Nnt Detected

@ Each tirme the condition occurs (or)
O Cnly after condition(z) ocour in minute[s][v]

Figure 224: The drop-down menu in Step 1

NOTE: Absolute Audio Levels will determine if levels go above or below a certain db rating.

: Detect V
Detect
Bitrate
Yideo freeze
Audio silence
Digcontinuity
Yideo QIOE
Sl

Ahsolute Audio Level

Audio Dialnorm

Figure 225: Selecting Absolute Audio Level

5. Section owill automatically expand to include the following:

Surnrmary Templates | BFS OCAP

[ Sumrmary | Programs  PIDs  Tables  PMTs  DSM-CC IP Stats

Creating Program Alerts

o ® select alert type: | Absolute Audia Level [v]
() Use program template: Pragram Template S0-CE [+]
Generate alert when the absolute audio level goes al:uwe[v] -5 dB LKFS on | the primary audio PID [V] \

@ Whenever these conditions are reached (aor)

@] Only if these conditions are sustained for zecond(z) [V]

@ Each tirme the condition accurs [oF)
o Only after condition(s) occcur in minute[s][v]

Figure 226: Expanded information area including the fields for “Generate alert when”
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6. Set Generate alert when the absolute audio level goes above/below the dB for the desired audio
program.

7. Set the dB to the desired measurement.

8. Next, select Only if these conditions are sustained and select the time requirements.

9. Section 9
Select the Program Groups to be monitored from the drop-down menu.

4
0 O use prograrn group: [AdCue 11 programs /v_
® salect prograrms: Pork: | Select a port el
Olport #[port tame [rs1DjPgr{name

® There are no active pragrarms on the selected port.

[ Add Checked Programs to Selection ] Ignore TSID

Selected programs:

Port #[Port Name [Ts10[PgrrlName

Add unlisted prograrm: @ celacted Port: | O Acquizition AdCue [ s @ celected TSID: @ selectad Program: Add Program

(:)Ant,I Port OAny TSID C)Rn",I Prograrm

Figure 227: Section 2

Program Group all bl
HEO_ELIESIO s
High D ef Frogram Group ]
ignore Pragram Group

impared test

MEGACABLE

buz-5

PR T T e i~

P "
Frogram Group all J

Program Group SERGIO
Fiahit Test Group

S atellite

50 Program Group
Simon's Pragram Group
Sports Program Group
Stewves Program Group
Test Del

Tezt Program Group
Test1 Program Group
The Learning Channel -

Figure 228: Selecting item from the drop-down menu
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10. The table for Section owill automatically fill with the program information.

6 @ Use prograrm group: Program Group all [V]
O select programs: Port: | Select a port [V]

Using Group: Program Group all (Edit)

Port#|Port [Ts1D|Pgrr|Marne
1 PremMuxl 9 1 HBE O ~
4 Premual o 1 SStariax 3
[ AdCue mpaired ] 1 HE <
] Fort 8 9 1 Mo Marne
1 PremMuxl 9 2 ES 22
4 Premiual o] z ETY Carousel
&  |AdCue mpaired 3 |z | HBOZ [w
. — —
Figure 229: The Program Group table
11. Section e
Select the email settings for desired notifications.
o when alert is generated:
Zave in Alert History
D Send SHMP trap to 10,0,11,12 (configured in the Systern Settings)
DSend amail @Always (=13
OAt most ermail(s) in mirutels] [V]
|:||Name Email
O ”~
] E
O
d
O B

([Gozie) =

Figure 230: Email Settings

12. Review Sections 1-3 and select Save Alert when finished.

200

Sentry User Manual
January 2019




Sentry User Manual

Create a Transport NULL PID Bitrate Alert

1. From the main menu, select Configure and then Alerts.
2. From the Transport Alerts column, scroll down to PID Alerts and select Create.
3. Finally, from the Creating PID Alerts page, work your way through Sections 1-3.
4. Section 0

Select Bitrate from the drop-down menu.

Summary Templates BFS QCAP

| Summary | Programs FPiDs Tables PMTs DSM-CC 1P Stats
Creating PID Alerts
o @ Select alert type: Bitrate |Z|

Generate alert when PID bitrate is | less than [»] 100 Kbps [=]

9 Whenever these conditions are reached (or)
Only if these conditions are sustained for

@ Each time the condition occurs (or)

Only after condition(s) occur in

o Select PIDs from list:

second(s) 3

minute(s) 3

| ||Port #|Port Name |p1D |PID Type
|6 AdCue mpaired 529 Dolby AC3 Audio
16 AdCue mpaired 553 [Table PID
16 AdCue mpaired 592 MPEG-2 Video
|6 AdCue mpaired 593 Dolby AC3 Audio
|l& AdCue mpaired 617 Table PID

J6 AdCue mpaired 8191 Null Packet Pid

Select Port: | 0: Acquisition AdCue [»]  PID: [ Add PID |

o When alert is generated:

Figure 231: PID alerts template (Transport tab)

5. Set Generate alert when the PID bitrate is less than.
6. Next select the desired bitrate.

7. Choose any further required limitations.

8. Select PIDs from list.

9. Review Sections 1-3 and select Save Alert when finished.
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Create Mean Audio Level Alerts

Mean Audio Level alerts looks to see if the audio level changes by specified amount of dB from the ongoing
average over a specified time period. It does NOT measure the average change for that time period. For
example, if you specify a 30 dB increase over 10 seconds, Sentry will alert you if the volume increases by 30
db at any point in the last 10 seconds.

1. From the main menu, select Configure and then Alerts.

2. From the Transport Alerts column, scroll down to Program Alerts and select Create.

3. Finally, from the Creating Program Alerts page, work your way through Sections 1-3.

4. Section 0
Select Mean Audio Level from the drop-down menu

Wean Audio Level  iw
Detect

Bitrate

Yideo freeze

Audio silence
Discontinuity

Video QOE

Audio QOE

AL UTUE SUCTD LEWET
bean Audio Lewvel

\ O Use program template: | S0 Template 1 |

SuaiD oo
Figure 232: Selecting Mean Audio Level

Creating Program Alerts
o ® select alert type: Mean Audio Level B3]

Generate alert when the mean audio level |increases |*| by 20 dB within a period of |30 second(s) ¥ | on | the primary audio FID ||

-
WEach time the condition occurs {or)

9] Only after condition(s) occur in rninutels) [v]

e i p—— SR o i - T e
i — = — i e — o

Figure 233: Creating Program Alerts page/ Step 1

5. Set Generate alert when the mean audio level to Increases/Decreases/Either.
6. Next select the desired dB level and the period of time you wish it to be monitored.
7. Next, select one of the following buttons:

a. Each time the condition occurs (or)

or

b. Only after ___ condition(s) occur in___.

8. Review Sections 1-3 and select Save Alert when finished.
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Create Audio Dialnorm Alert
1. From the main menu, select Configure and then Alerts.
2. From the Transport Alerts column, scroll down to Program Alerts and select Create.
3. Finally, from the Creating Program Alerts page, work your way through Sections 1-3.

4. Section 0
Select Audio Dialnorm from the drop-down menu

Audio Dialnom iw|
Detect

Bitrate

Yideo freeze

Audio silence
Discontinuity

Yideo QIOE

Audio Q0OE

Ahbsolute Audio Lewvel

pdio L sl
I Audio Dialnorm ;l

Figure 234: Selecting Audio Dialnorm

Creating Program Alerts
o ® select alert type: SAudio Dialnorm >
N © use program template: |SD Template 1 [+
Generate alert when the audio level goes shove [v| dialnorm by |30 dB an | the primary audia FID |v
&Whenever these conditions are reached {or)
L7 Only if these conditions are sustained for second(s) :V;
@ Each time the condition occurs (o)
O only after condition(s) occur in minute(s) | ¥ |

Figure 235: Creating Program Alerts page/ Step 1

5. Set the Generate alert when the audio level goes to above/below.

6. Next select the desired dB level.

7. Next, select the Only if these conditions are sustained button and set the period of time you wish it to
be monitored.

8. Review Sections 1-3 and select Save Alert when finished.
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Buffer overrun/underrun detection

Buffer overrun and underrun can occur for a variety of reasons, such as network jitter, improper MUXing,
improper encoding, etc. Buffer overruns/underruns can cause the picture or sound to drop out completely or
freeze for a short time, then resume. Some set top boxes, mainly older units, are more sensitive to buffer
overruns than other models.

Buffer overruns and underruns occur under the following conditions:

®  Audio Buffer Overrun
Buffer timing violation causing buffer overrun; greater than or equal to 100ms.

®  Audio Buffer Underrun
Buffer timing violation causing buffer underrun; equal to0 seconds, meaning that the buffer is empty.

®  Video Buffer Overrun
Buffer timing violation causing buffer overrun; greater than or equal to 1 sec.

"  Video Buffer Underrun
Buffer timing violation causing buffer underrun; equal to 0 seconds, meaning that the buffer is empty.

204 Sentry User Manual
January 2019



Sentry User Manual

Configure Buffer overrun/underrun detection

NOTE: The Audio Silence Alerts template is the only place to set the Audio Buffer overrun/underrun
detection. You cannot do this from the Program template. As the QoE score looks at buffer
issues, these alerts should only be set if you looking for specific buffer issues.

1. From the main menu, select Configure and then Alerts.

2. Next to the Program Alerts heading, select Create.

Welcome to Sentry IT-17 -Acguisition, Administrator [ Logout |

Configure: Alerts

Alerts Summary

( Templates Tranzpart BFS DCAR

Program Availability

Prograrn availability definitions affect only the prograrn zvailabilityf errar zeconds cormputations,
They do not trigger standard alerts.

Program Availability Templates (Create Termplate)
HD Prograr Awailability Ternplate (1)

Prograr Awvailability Termplate S0 (0)
Aus-Program Availability Termplate (1)

Prograrn Awvailability Termmplate_Eliesio (1]
Prograrn Availability Ternplate CABLE 2 WIRE (1)
Dom PATL (1)

Dom PATZ (1]

MEGACABLE (1]

Transport Alerts

S s )

Program Template Alerts (Create Template)
Prograrn Ternplate SD-CB (0)

S0 General Termplate (1)

Sky Ternplate (0]

MAR Program Termplate (1)

Sirman's Pragrarn Ternplate (1)

vary strict alerkts Program Ternplate (0]
Program Ternplate SERGIO (1)

Com PT1 (1)

Cormn PTZ (1)

Steves Program Template (1)

HD Sporks Ternplate (0]

MEGACABLE Prograrn Ternplate (1)
Prograrn MARCE

Cetect (0]
Bitrate (0]
Yideo Freeze (2]

Audio Silence (00
Discontinuity (0]

__,--""—-__ — -Rerceptual video Quality (eMOS) (1) -
TAGE (4) S I

Figure 236: Creating a template for Buffer Overrun/ Buffer Underrun alerts

FHEHEEEESEEBE

lFFREEED
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3. On Section 1, select alert type, select Audio Silence.

Summary Templates | | BFS OCAP

[ Surarnary | Programs  PIDs  Tables PMT:  DSM-CC IFP Stats

Creating Program Alerts l

0 ® selact alert type: | Detect [v]

O use program tem|Cetect [v]
Bitrate
:’Not Detected

Generate alert when thyiden Fraese
Audio Silence
Lizcontinuiy

® Each time the cor Perceptual Yideo Quality [eMOS)

O Only after gid;':' SSE inute[s][v]
(¥ lulu]
Abzolute Audio Level
Mean Audio Lewvel
6 O Usze program QFOUE A din Dialharm [V]
@ select prograrms: Port: | Select a port [V]

D|Pnrt #|P0r‘t Mame |TSID|Pgm|Name

® There are no active programs on the selected port.

| _

Figure 237: Selecting alert type

4. Next, select either the Audio buffer underrun or Audio buffer overrun box or both, as needed.

Summary Templates | | BFS OCAR

| Summary | Proegrams  PIDs  Tables PMTs  DSM-CC IP Stats
Creating Program Alerts

o @ Select alert type: |Audio Silence [V]
O Use program template: | Program Template SD-CB [V]
Generate alert when any audio PID on the zelected program is silent far (20
@ <n left, right or center speaker [or)
) advanced,,
Audio buffer underrun
I:‘ Audio buffer overrun

zecond(z)] [V] on | the pimary audio FID [v]

@ Each tirme the condition accurs (or)

O Only after condition(z) occur in

mintez) [V]

Figure 238: Selecting underrun and/or overrun

5. Please refer to Chapter 4: Configuring Alerts for the steps to complete this process.
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BFS tab
The BFS tab opens the BFS Alerts Summary page.

Welcome o Sentry T1-11 -Acgquisition, Administrator [ Logout ]

Configure: Alerts

a. 28 P POT
Surmrary Templates Transport BF5 QCAP
| Surnmary || Carouzel  Sources

BFS Alerts Summary

Carousel Alerts (Create)
E Bitrate (0]

Source Alerts [Create)
E Bitrate (0]
E File Added/Rermoved (0]

File Alerts ([Craate)
E Mot Detected (0]
E Bitrate (0]

E Cycle time (0]

B Change (0]

Figure 239: BFS Alerts Summary Page
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Types of BFS Alerts
BFS Source

Bitrate
Generates the alert when the total bitrate of any of the selected sources is greater than, equal to, or less
than a specified bitrate.

File Added/Removed

Generates the alert when any file is either added to or removed from any of the selected sources. The
condition (added or removed) is not checked when the alert is created, the alert is only generated when
the file is added or removed.

BFS Carousel

Bitrate
Generates the alert when the total bitrate of any of the selected carousels is greater than, equal to, or
less than a specified bitrate.

BFS File

208

Not Present
Generates the alert when any of the selected files is absent in the database. When the alert is first set
the condition (absent) is checked, and thereafter is only checked when the file is destroyed.

Bitrate
Generates the alert when the bitrate of any of the selected files is greater than, equal to, or less than a
specified bitrate.

Cycle Time
Generates the alert when the cycle time of any of the selected files is greater than, equal to, or less than
a specified cycle time.

File Change
Generates the alert when any of the selected files changes or when any of the selected files has not
changed for a specified amount of time.
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Types of OCAP Alerts
File Alerts

Detect
Generates the alert when the selected file is present or is not present.

Bitrate
Generates the alert when the file bitrate is greater than, equal to, or less than a specified value.

Cycle Time
Generates the alert when the file cycle time is greater than, equal to, or less than a specified value.

Changed
Generates the alert when the file changes or has not changed for a specified time period.

Added/Removed
Generates the alert when the file is added or removed.

Folder Alerts

Detect
Generates the alert when the selected folder or any files contained within it are present or are not
present.

Bitrate
Generates the alert when the entire folder’s contents bitrate or any file within the folder is greater than,
equal to, or less than a specified value.

Cycle Time
Generates the alert when the file cycle time is greater than, equal to, or less than a specified value.

Changed
Generates the alert when files within the folder change or have not changed for a specified time period.

Added/Removed
Generates the alert when the folder or any files contained within it are added or removed.

Extension Alerts

Detect
Generates the alert when the files with a specific extension are present or are not present.

Bitrate
Generates the alert when the entire folder’s contents bitrate or any file within the folder with a specific
extension is greater than, equal to, or less than a specified value.

Cycle Time
Generates the alert when the file cycle time (for files having a specific extension) is greater than, equal
to, or less than a specified value.

Changed
Generates the alert when files within the folder (having a specific extension) change or have not
changed for a specified time period

Added/Removed
Generates the alert when files with the given extension are added or removed.
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Configure Program Availability Definitions

1. From the main toolbar, select Configure and then Alerts.

2. From the resulting page, under Templates, select Create Template next to the Program Availability
Templates header.

NOTE: Program availability definitions affect only the program availability/error seconds computations.
They do not trigger standard alerts.

Surnrnary - I Transpott BFS QCaPp
Surimaty rogram availability Termplates | Program Templates

Templates Summary

Program Availability

Program availability definitions affect anly the prograrm availabilityserror seconds
computations, They do not trigger standard alerts,

Program Availability Templated (Create Ternplate
E HD Prograrm Awvailability Ternplate

Prograrm Availability Termmplate SD (0]
Aus-Pragrarn Availability Ternplate (1)

Prograrm Availability Termmplate_Eliesio (1)
Prograrn Availability Ternplate CABLE 2 WIRE (1)
Dorn PATL (1)

Dorn PATZ (1]

MEGACABLE (1)

IEEEEHE

Program Templates

Prugrarn Template Alerts (Create Termplate)
Prograrm Ternplate SD-CB [0)

5D General Ternplate (1)

Sky Termplata (0]

MAB Prograrn Termplate (1)

Simon's Program Termplate (1)

very strict alerts Program Template (0]
Prograrn Ternplate SERGIO (1)

Dam PT1 (1)

Corn PT2 (1)

Steves Prograrm Termplate (1]

HD Sporks Ternplate (0]

MEGACABLE Prograrm Termplate (1]
Program MARCO (1]

DN EODEEEEEE

Figure 240: Create a Program Availability Template
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3. For Section o , defaults are provided but any setting can be customized for your needs. You can also
disable parameters that you do not wish to use by un-checking the appropriate box.

Creating Program Availability Templates

o Program Awailability should be affected when:

Programs are Not Detected

Bitrate of the entire program drops below 100 Kbps or exceeds 20 Mbps o
Whenever these conditions are reached (or)
° QOnly if these conditions are sustained for 5 second(s)
Bitrate of the primary video PID drops below 100 Kbps or exceeds 5  Mbps
Whenever these conditions are reached (or)
° Only if these conditions are sustained for 5 second(s)
Bitrate of the primary audio PID drops below 50 Kbps or exceeds 500  Kbps
Whenever these conditions are reached (or)
° Only if these conditions are sustained for 5 second(s)
The video on a program freezes for 1 minutefs) on  the primary video PID
The audio on a program drops below -70 dB for 30 second(s) on  the primary audio PID
© On left, right or center speaker (or)
1 Advanced...
~| Center
| Left ~| Right
Left Surround Side ~| Right Surround Side
Left Surround Rear ~| Right Surround Rear

_| LFE {subwoofer)

Alert when silence is detected on  any selected speaker

Discontinuities occur 10 or more times in 1 second
The perceptual video quality (eMOS) score for any program goes  below 25 on  the primary video PID
1 Whenever these conditions are reached (or)
© Only if these conditions are sustained for 10 second(s)
The video quality of experience score for any program goes  below 50 on  the primary video PID
Whenever these conditions are reached (or)
° Only if these conditions are sustained for 10 second(s)
The audio quality of experience score for any program goes below 50 Ofn  the primary audic PID
Whenever these conditions are reached (or)
° Only if these conditions are sustained for 10 second(s)
The PMT cycle time is | greater than 800 ms
Whenever these conditions are reached (or)
° Only if these conditions are sustained for 5 second(s)
Any primary AV PID is scrambled for 1 minute(s)

Figure 241: Step 1 for Creating Program Availability Templates
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4. In Section, o name the template and select Save Template.

6 Marne the termplate: Program &vaillability Template

[ Save Template ] [ Cancel ]

Figure 242: Step 2 Naming and Saving the template

Configure Sentry Templates

Template Saved

Program template saved. Alerts may now be created using this
template.

Figure 243: Template Saved dialogue box

5. Select OK on the Template Saved confirmation.
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Create Program Template Alerts
One of the primary functions of the Sentry unit is to allow the user to monitor their programs through a series
of Alerts that they can configure for optimal personal use.

The best way to set up different types of alerts and be able to apply them to multiple programs is to create an
Alert Template. This allows the user to apply a set of alerts with pre-configured parameters to speed the alert

creation and application process.

NOTE: This process only creates the Alert Template.
Once the Alert Template is complete, you must also create an alert!

Until you apply the template to the programs, no alerts will be generated.

Template Alerts

1. From the main toolbar, select Configure and then Alerts.

Configure | Alerts

MPEG Input Settings

Program Groups

Figure 244: Selecting Alerts
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2. From the resulting page, select Create Template from next to the Program Template Alerts header.

[ 7 Templates Transpott BFS CIZARP

Alerts Sumrnary

Program Availability

Prograrn availability definitions affect only the program availability/error seconds
cormnputations. They do not trigger standard alerts,

Program Availability Templates (Create Ternplate]
#H HD Prograrm Awailability Ternplate (1)

Pragrarn Availability Termplate SD (00
Aus-Program Asailability Termplate (1)

Pragrar Availability Termplate_Eliesio (1)
Pragram Availability Termplate CABLE % WIRE [1)
Dormm PATL (1]

Dorn PATZ (1]

H MEGACABLE (1]

Transport Alerts

HEHEHEEEEF

Program Template Alerts |(Create Termmplate)
# Program Termplate SD-

S0 General Ternplate (1)
Sky Ternplate (00

MAB Program Template (1)
Simon's Program Termplate (1)

very strict alertz Program Termplate (0]
Program Ternplate SERGIO (1)

Dam PT1 (1)

Dorn PTZ2 (1)

Steves Program Ternplate (1)

HC Sports Ternplate (0]

“LE Program Termplate (1) o
A1)

\‘._r: LR L LR

Figure 245: Create a Template

214 Sentry User Manual
January 2019



Sentry User Manual

3. From the Program Alert Templates creation page, you may create a template that can be used almost
anywhere in the alert creation process. You may create an alert template to fit your particular
programs, such as HD, SD, or Music only.

Creating Program Alert Templates
o An alert should be generated when:
|| Programs are Detected @ Not Detected
Bitrate of the entire program drops below 1 Mbps a or exceeds 6 Mbps a
© Whenever these conditions are reached (or)
Only if these conditions are sustained for 0 sacond(s) a
Bitrate of the primary video PID drops below 500 Kbps E or exceeds 5  Mbps E
© Whenever these conditions are reached (or)
Only if these conditions are sustained for 0 second(s) E
Bitrate of the primary audio PID drops below 50 Kbps a or exceeds 500 | Kbps a
© Whenever these conditions are reached (or)
Only if these conditions are sustained for 0 second(s) E
The video on a program freezes for 1 minute(s) E on  the primary video PID E
The audio on a program drops below -70 dB for 30 second(s) a on  the primary audio PID a
© On left, right or center speaker (or)
Advanced...
Discontinuities occur 100 or more times in 1 minutels) E
The PCR arrival interval is greater than E 110 ms
The PCR. jitter is | greater than E 600 ns E
The perceptual video quality (eMOS) score for any program goes  below a 4 on  the primary video PID E
Whenever these conditions are reached (or)
° Only if these conditions are sustained for 15 second(s) E
The video quality of experience score for any program goes below E 75 on  the primary video PID a
Whenever these conditions are reached (or)
° Only if these conditions are sustained for 15 second(s) E
The audio quality of experience score for any program goes below E 75 on  the primary audio PID a
Whenever these conditions are reached (or)
o Only if these conditions are sustained for 5 second(s) a
Any primary AV PID a is scrambled a for 1 minute{s) a
Programs are available for less than @0 % E over a period of 5 minute(s) E
o Trigger the alert:
© Each time any of the above conditions occur (or)
Only after any of the above conditions occur time(s) in minutefs) E

Figure 246: Creating Program Alert Templates page
4. For Section o , defaults are provided but any setting can be customized for your needs. You can also

disable parameters that you do not wish to use by un-checking the appropriate box.
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5. For Section o , select when you want to trigger an alert either each time the condition occurs or only
after any of the above conditions occur in a specified amount of time.

e Trigger the alart:

@ Each tirne any of the above conditions ocour (or)

O Cnly after any of the above conditions ocour tirnels) in rninutels] | v
0 Marne the termplate: |Program Template /
[ Save Template ] [ Cancel ]

Figure 247: Step 2 Triggering the alert , Naming the Alert and Saving the template

6. In Section o , name the template and select Save Template.

Configure Sentry Templates

Template Saved

V&’ Program template saved. Alerts may now be created using this
template.

Figure 248: Template Saved dialogue box

7. Select OK on the Template Saved confirmation.

NOTE: Now that you have created the Alert Template, the next step is to actually create the alert!

You have just created a list of parameters that Sentry can use to apply to specific programs.

Until you apply the template to the programs, no alerts will be generated.
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Create an alert from a Template using a Program Alert

1. Select the desired Program Template Alert from the list and click the expand button.

g —
Surnmary k Transport BFS Qs AP
[ Surmrnary S ” Lailability Templates | Program Templates

Templates Summary

Program Availability

Prograrn availability definitions affect only the program awvailability/error seconds
computations, They do not trigger standard alerts,

Program Availability Templates ([Create Termnplate)
F HD Prograrn Availability Termplate (1)

# Prograrm Availability Termplate S0 (0]

+ Auz-Program Awvailability Termmplate (1)

F Prograr Availability Termplate_Eliesio (1)

F Program Availability Template CABLE & WIRE [1]
E Dom PATL (1)

# Dom PATZ (1)

F MEGACABLE (1)

Program Templates

Program Template Alerts (Create Ternplate)
F Prograrn Termplate SD-CB (0]
# S0 General Termplate (1]
# Sky Ternplate (00
# MAB Program Template (1)
# Simon's Program Termplate (1]
F wery strick alerts Program Termplate (0]
F Program Termplate SERGIO (1]
F Dorm PT1 (1)
F Deorm PTZ2 (1)
N F Steves Program Template (1)
\ F HD Sports Termmplate (0]
F MEGACABLE Program Template [1)
F Program MARCO (1]

Figure 249: Expanding Program Template Alpha
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2. Next, select Create Alert.

Summary r | Transport BFS QCAP

| Summary || Program Templates

Templates Summary

Program Template Alerts {Create Template)
HBO Template (1)

Programl Termplate (0}

SDP SHMP Test (13

&= Program Template alpha (0%
Edit Template | Fename Template | Delete Templatel Create Alert l

Miote: Alerts created with this template share these settings. Altering a
template affects all of its related alerts.

+« Programs are not detected
« Bitrate drops below 1 Mbps or exceeds 6 Mbps
« The video on a program freezes for 1 minute an the primary video PID

+« The audio on a program is silent for 20 seconds on the left, right or center
speaker on the primary audio PID

+ Discontinuities occur 100 or more times in 1 minute
« Trigger alert each time any of the above conditions occur

Alerts using Program Template Alpha (0)
Figure 250: Create the alert

3. From the Creating Program Alerts page, start at Section o and verify that the previously selected
Program Template is showing in the drop-down menu.

Summary Templates ( ) BFS QCAP

| Wiew Summary | PIDs  Programs — Tables  PMTs DSM-CC IP Stats

Creating Program Alerts

o O sSelect alert type: | Detect hd

® uUse program template: | Program Template Alpha v
Using Program Template: Program Template Alpha (@)/

* Programs are not detected

* Bitrate drops below 1 Mbps or exceeds 6 Mbps

* The video on a program freezes for 1 minute on the primary video PID

* The audio on a program is silent for 30 seconds on the left, right or center speaker on the primary audio PID
» Discontinuities occur 100 ar more times in 1 minute

* Notify me each time any of the above conditions occur

" ' e

Figure 251: Step 1 Checking for correct Program Template

4. Review the parameters for the template. If you wish to change any of the parameters, select the Edit
button. This will take you to the Editing Program Alerts Template page where you may make the
desired changes.
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5. In Section o , select the program group you wish to use from the drop-down menu.

o ® Use program group: | Test Group Alpha
O select programs: Port: | Selectaport v

Using Group: Test Group Alpha (Edit)
* 4 programs selected:

Port# [Port [TsID [Pgm[Mame
0 |adzo 412166 | CMBC
0 |Adzo 4121)67 | CBS
0 |adzo 4121|689 | MTV
o |adzo 4121[70 | WHL Classic
—— e ———— !

_——""-H_F'_-

Figure 252: Selecting the Program Group

6. Section o , set the notifications for the alert.

F___________________________//Q‘“"-------_.______________J

o When alert is generated:
Save in Alert History
[Jsend SMMP trap to 10.0.1.202 (configured in the System Settings)
Osend email @ always (or)
O at most email{s) in minute(s) ¥
|:||Name |Emai|
[/5cott scott@dema,com
O
O
[ administratar sentryadmin@example.com
[ Save Alert ] [ Cancel ]

Figure 253: Set Notifications and Save
7. Review the page and select Save Alert when you are finished.

8. Now the Sentry will start to monitor those programs with the parameters you selected.
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Create an alert template without a Program Group

1. Follow the entire process up until Section o of the Creating Program Alerts page.

2. In Section o select the radio button for Select Programs and click on the drop-down menu for the
desired transport stream.

ﬂf—f——-———---._______________________///_"""""'---—---..__________J

o O use program group: | Ad Cue Group
® select programs: Port;

|:||P0rt #|F‘Drt Mame T AdZD_
SD0primel
* There are no active procap elected port.

Port 11 hecked Programs to Selection

Selected programs: Part 13
Port #|Port Mame T Part14

Figure 254: Selecting the Port

3. Select the desired programs by checking their corresponding boxes. When finished, select Add
Checked Programs to Selection. If you need programs on other ports, select a new port from the
drop-down menu and repeat the process.

ff,__——-_____________________________/__"""------._.______________J

o O use program group: | Ad Cue Group hd

® select programs: Port: | AdZD hd
DlPDI’t #|F‘Drt Mame |T51D|Pgm|Name
[ }{a] AdZ0 412166 |CHBC 5
Ofo AdZ0 412167 |CBS
0 AdZ0 412162 |CHM Headling Mews
o AdZ0 4121 69 MTY
J AdZ0 412170 |WH1 Classic
AdZ0 412171 |SoapMet w

[ Add Checked Programs to Selection ]

Selected programs:

e e JrsiD[pgm[Name D

Figure 255: Selecting programs
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4. Finally, in Section o , set the notifications for the alert.

fﬂ::__.____________________________ /.::————---_______________________J

@ when alert is generated:

Save in Alert History
gend SHMP trap to {configured in the System Settings)
Osend email @ always (or)

O at most email{s) in ___minute(s) ;_l
|:||Name |Emai|
[1/scatt scott@demo.com
.
D i
[ladministratar sentryadmin@example.com
[ Save Mlert ] [ Cancel ]

———
Figure 256:

5. Review the page and select Save Alert when you are finished.

Set Notifications and Save
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Program Groups

Program Groups allows you to customize any programs on Sentry as a group for convenient alert template
application and for problem isolation. For example you can create Program Groups by their content type
(music program group, HD program group) for applying the most appropriate type of alert. If Sentry is set up
to monitor the same programs at different locations (e.g., acquisition vs. post multiplexing), you can create two
program group respectively by different location for comparison and for problem isolation.

Create Program Groups
Access Program Groups

1. Select Configure and then Program Groups.

Syatem Prafersn oas

Figure 257: Selecting Program Groups from the main menu
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Groups Summary tab

The Groups Summary tab has two primary sections to lead you through the creation process.

1. Start by selecting Create Group.

Configure: Program Groups

08 AM PDT

Reports i Programs

Welcome o Sentry T1-1¥ -Acgquisition, Administrator [ Logout ]

[ About Groups Summary

Configure Transport Groups

SN ey
sl AdCue 11 progralt
DormGraupl [S)
ComGroup2 (5]
dsr argiva [5)
General Group (31)
HBO Farmily Prograrn Group (2]
HBC Program Group (2]
HBO2_Signature Group (2]
HEO_ELIESIO (9]
High Def Prograrn Group (2]
ignore Program Group (S)
irmpared test (1)
~MEGACABLE (4]

N Nahl

[ EEEEEEE

Figure 258: Create a Group

2. In Section o , select a port from the drop-down menu.

Summmary i

[ Sumrmary | Programs
Creating Program Groups /
o Select pragrams from list:

Port: | Select a port [w]

[C[por Sotect apot = [r=1Dfpam|name

& 70 Acquisition AdCue arms on the selected pork,
1: Prembdumd

2 QCAP

> 5-ABFS

4: PremCual

B Post (1AM

G: AdCue mpaired
7 EBIF

2 Port 8
9 TIMS not =0 favorite

f‘__. A0, PD[['I 0
"L"“Hz__.

Frograms to Group

Innpre TSID

Figure 259: Selecting a Port
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3. The result should look similar to this:

Surnrary (— N

| Sumrmary | Programs

Creating Program Groups
o Select pragrams fram list:

Port: | Ot Acquisiion AdCue  [w]

|:||F‘Dr‘t #|F‘Drt Mamne |TSID|Pgm|Name

[ Acquisition AdCue 412166 |Qutdoor Life Metwork

I:‘ o] Acquisition AdCue 412167 Brawvo

D i Acquizition AdCue 4171 658 Discowery Horme and Leisure
I:‘ a Acquizition AdCue 4121 &9 Biography

|:| u} Acquisition AdCue 4121 70 |E

[ Add Selected Programs to Group ]__ [w#]1an ore TSID

—_—

Figure 260: Backfilled Port information

4. Next select the programs you wish to add to the group by checking the appropriate box. When you
have finished selecting programs, and click Add Selected Programs to Group.

Summary |'r N

I Summary | Programs

Creating Program Groups

o Select programs from list:

Port: | Ot Acquisition AdCue [+ :

~ |:||F‘0r‘t #|F‘0r‘t Narne |TSID|F‘gm|Name
\ u} Acquisition AdCue 412166 |Dutdoor Life Network ||
D a Acquisition AdCue 412167 |Bravo
\\ u] Acquisition AdCue 412168 Discovery Home and Leisure
\ u] Acquizition AdCues 412169 Biography
D u} Acquisition AdCue 412170 [E v'
,___._-— —_— [ Add Selected Programs to Gmu_p__l m'ﬂnqrg_TSID

Figure 261: Selecting Programs for a Group
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5. The selected programs will now move to Programs in group at the bottom of this step. You may
continue this process until all desired programs are showing in the Programs in group window.

r =
Summary | |

[ Summary | Programs

Creating Program Groups
o Selact prograrms from list:

Port: | O Acquizition AdCue |
[I|P-:rt #|F‘|:ur‘t Mamne |TSID|F‘gm|Name
u] Acquisition AdCue 412166 |[Cutdoor Life Network Ead

Acquisition AdCue 412167 Bravo
Acquizition AdCue 412168 Discovery Home and Leisure

[#] /o

] yizition AdCue 412169 |Biography

)

(tion AdCue 4121(70 |E £

[ Add Selected Programs to Group ] [#]lgnore TSID

Prngrams%

Port #|Port Marne [Ts10|Parm|Marme
¥ |0 Acquizition AdCue Any 66 Outdoor Life Metwork
X |0 Acquizition AdCue Any 62 Discovery Home and Leisure
¥ |0 Acquisition AdCue Any |69 |Biography

@ Selected lG-\J'Selecten:|

Add unlisted @Selected Port TSID: Program: Add Program

program: 0 Acquizition AdCue | w
{:}An',l

{:}'An',l Port {:}'An',l TEID
Prograrm

Figure 262: Select the program and add it to the group

6. See the next section, Adding Unlisted Programs for the rest of this process.
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Add unlisted programs
At this time, you may also add programs to the group that are not on the list by using the section at the bottom

of Section o . This is a handy feature for upcoming programs.

Prograrms in group:
Part #Port Marne [Ts10|Pgr|Marne
¥ |0 Acquisition AdCue Any 66 |(Outdoor Life Metwork
o0 Acquisition AdCue Any 68 |Discowery Home and Leizure
X |0

Acquisition AdCue Amy (69 Biography

Add unlisted ® selected Port ® selected ©® selected Add Program

program: 0: Acquisition AdCue [V] : TSIO: Frogram:

Oﬂn',' Part Oﬁn',' TS5ID 'C-"'An',' Program

Figure 263: Add unlisted programs

1. Select the Port, TSID and Program.
2. Select the Add Program button to add it to the Programs in group list. To delete it from the list,
select the X button on the left.

3. In Section 2] , type in the name of the group and select Save. The name may be anything you think
would make a good reference name.

—

o Mame the group: Test Graup Alpha

[ Save Group ] [ Cancel ]

Figure 264: Save the Group

4. To finish the creation process, review Sections L and o and then select Save Group.
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5. You will receive the following notification box. Select OK to continue.

Group Saved

this group,

“ Prograrn group saved. Program Template &lerts may now be created using

Figure 265: Group Saved dialogue box

6. You will be sent to the Program Groups Summary page where the new group name will appear.

Summary [' ]

| Wiew Summary | Prodrams

Program Groups Summary

Program Groups (Create Group)
Ad Cue Group (4)
Music Group (67
LI

Figure 266: The new program group

7. You are now done creating a Program Group.
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Configure Program Mappings

Sentry automatically detects program names and associated icons within the transport stream; however, in
some cases this data is not available. Configure: Mappings enables you to associate a particular icon and
network name with a port and program number. This association is saved in the internal relational database.
Mappings can be created, modified, and deleted at any time.

Add a New Mapping

1. Select Configure: Mappings from the main page menu or sub-page menu.

Figure 267: Selecting Program Mapping

Welcome o Sentry 11-11 -Acquisition, Administrator | Logout ]

At e weppin |

Pgm # Provider Name Created On Created By
Configure
o
41 PremQual 1 m& SStarMak Jul 11, 12:29 PM Administrator [ Edit ] [ Delete ]
1: PremMuxl 2 @A Es 22 Jul 11, 12:29 PM Administrator [ Edit ] [ Delete ]
1: PremMuxl 3 “ Fliz Jul 11, 12:29 PM Adrministratar [ Edit ] [ Delete ]
4: Premcual 2 E g::‘;ji’?’“pp'”g Metwork ETV Jul 11, 12:29 PM Administrator [ Edit ] [ Delete ]

Figure 268: Program Mapping welcome screen
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2. To add a new mapping, click Add New Mapping button located at the bottom of the page.

S: Post QAM 28112 mﬂdphﬂ\ BR Alpha Jul 11, 12:29 PM Administrator [ Edit ] [ Delete ]

5: Post QAM 28113 SWR>> SWR Fernsehen BwW Jul 11, 12:29 PM Administrator [ Edit ] [ Celete ]
FERNSEHEN

4: PremGQual 21220 [EET EurcMews Jul 11, 212:29 PM Adrninistrator [ Edit ] [ Delete ]

' Audd Hew Mapping )

Figure 269: Add New Mapping button

3. Next, select the port and program number for which you want to create the mapping.

4. All program numbers contained in the transport streams on all ports will be included in the drop-down
list. A program number can also be entered manually.

Welcome to Sentry 11-11 -Acquisition, Administrator [ Logout |
Configure: Add Program-Provider Mapping

o select port: Any [»] /

Select pragram number: -Pgm-[i] [or) enter pragrarm number:

b

Configure

o Select provider narme: - Select & Provider - [1]

(or) enter provider narne:

Upload an image for new provider:
Yok

Add Mapping

Select from the dropdown above or click on an icon below:

w@ | w@ | B Q| ew W
A&E
Sk = 3

=

SStarMAY @MAX ABC ABC Family AMC America's Store

R Wit T |

Animal Planet BEC America BET Barnes and Noble Big Band Biography Bloomberg

R | m | T o | e | (@ | v

Broadcast File

O T " " 2 7
Boomerang Brave System C-Span C-Span2 CBS CCTV

Figure 270: Select a Port and Program
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5. Select the provider either from the drop-down list or by clicking on one of the available icons. There is
a one-to-one correspondence between the provider name and the icon.

6. Click Add Mapping.

/{__fd_—______-_-_-_"---__ ///_____-_-_-_"'--__
Select provider name: — Select A Provider— [V] / T
{or) enter provider name:
Upload an image for new provider:
{ontional)
Add Mapping
Select from the dropdown above or click on an icon below:
e
o o | s .
HiTEmax Hiiemax !_,f’% Edfamily) T
'\__,/l \.._./ i
S5tarhIA @LAS L&E ABC ABRC Family AWC America's Store
] QBES -
- SE. | YeEr | dnie— — | e || |

Figure 271: Select Provider and Icon

7. The new mapping will appear in the mappings list.

8. You can also manually add a provider name in the text field and upload an associated icon.

NOTE 1: Existing Mappings will be not be overridden if Sentry automatically detects the correct program
name and symbol.

NOTE 2: If you switch to a different transport stream, you will need to remap your program numbers if they
are not exactly the same as the ones in the previous transport stream.

230 Sentry User Manual
January 2019



Sentry User Manual

Delete a Mapping

To delete a mapping select the Delete link. This will remove the mapping. Once mappings are deleted, the
user will have to re-create them if they are needed again.

Created On

Created By

Jul 11, T12:29 PM Administratm[[ Edit ] [ Celete ]

Jul 11, 12:29 PM Adrministrator [ Edit ] [ Delete ]

Jul 11, 12:29 PM Adrministrator [ Edit ] [ Delete ]

Figure 272: Delete a Mapping link

Modify a Mapping
To modify a mapping select the Edit link.

The Configure: Add Program-Provider Mapping page opens configured with the selected program’s
mapping, which may then be modified.
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Configure Port Names

1. Sentry offers the capability to name an individual port.

2. Start by locating the unnamed port and clicking Edit.

dan, Administrator [ Logout ]

Configure: Port Names

Figure 273: Configure Port Names

3. Next, add the new port name in the appropriate field.

4. The port names appear on each report, including on the Current Status page.

m Acquisition AdCue Z:c;?—‘rtasmrmng featuring DRI splice Jul 11, T 1Z:23 PM PDT Adrinistrator Edit Delete
1 IP Premux1 Premiurn prograrmming MU Jul 27, 0z2:04 PM PDT mziapprmgr Edit Delete
q 2 IF OCAP QCAP multi-layer object carousel Jul 11, 12:29 PM PDT Administrator Edit Celete
Configure
\ 3 1P 5-A BFS Scientific Atlanta / Cisco BFS Jul 11, 12:29 PM PDT Adrninistratar Edit Delate
4 P PremQual Pramium programming MU with Jul 11, 12:29 PM PDT Adrministratar Edit Delete
Q2aE errors Edit
5 IP Post QAM Trick-play Jul 27, 01:16 PM PDT rasiadrmin Edit Delete
& IP AdCue mpaired Irmpaired quality Jul 11, 12:29 PM PDT Administrator Edit Delete
™ oy T T e ——— L -y T
2 IP Port 8 091210-MBC4LA-pid6 St Jul 11, 12:29 PM PDT Adrninistrator Edit Delste
YT TR T T T e P

- Adrninistrator _'_'_E,d_\t_.-D-'*"'".'

Acquisiton AdCue E:Iu‘;it;:asmmlng featuring DPI splice Jul 11, 12:29 PM PDT Administrator Edit Celete

1 1P PremMux 1 Premium programming MU Jul 27, 02:04 PM PDT rsiapprngr Edit Delete

2 b= ocCAP GCAP rulti-layer object carousel Jul 11, 12:29 PM PDT Administrator Edit Celete

3 P 5-A BFS Scientific Atlanta / Cisco BFS Jul 11, 12:29 PM PDT Adrninistrator Edit Delete

4 P PremQual Prernium pragramming MUK with Jul 11, 12129 PM PDT Administratar Edit Delete

QoE errors _

5 1P Post QAM Trick-play Jul 27, 01:16 PM PDT rsiadmin Edit Delete

- 1P AdCue mpaired Impaired quality Jul 11, 12:2%2 PM PDT Administrator Edit Delete

10 CERTE ERTC | 1] 44 k| =1 DH Doy T AM{- E# oot

g8 IP Fort 0312 10-NEBC4LA-pidES ts Jul 11, 12:29 PM PDT Administrator Save Cancel
™ -2 - s iy p—

i0 IF Port 10 Jul 14, 12:29 FM PDT Adrninistrator Edit Delete

Figure 274: Port Names
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Configure BFS Settings

The BFSdir file contains data used to display the server, folder, and file names corresponding to the BFS
Source in the BFS Reports.

1. To configure, enter the source ID for the BFSdir file in the corresponding field.

Welcome to Sertry I11-11 -Acguisition, Administrator [ Logout |

Configura

Reports Ent

Status

Port Name ort NamefFSdir Source ID

0 Acquisition AdCue 15 PRE TE |

configure 1 PremMusxl 16 Port 15 |

o 2 QAP 17 Port17) |
T S-mBFS 18 porc1sf |
4 Premual 19 Port 19 |
5 Post QAM 20 Portzof |
& AdCue mpaired 21 Port 21 |
7 EBIF 22 Part 22 |
g Ports 23 Port 23 |
9 TIMS not zo favaor 24 Port 24 |
10 Port 10 25 Port2sf |
11 Prem Mux2 ze portzsl |
1z Port 12 27 Port 27 |
13 Port 13 28 porrzsf |
14 Port 14 29 Port 29 |

Qs
Sawve Settings
Figure 275: BFS Settings
2. Select Save Settings when complete.
Sentry User Manual 233

January 2019



Sentry User Manual

Configure Triggered Stream Captures

Alert Triggered Stream capture allows you to save a program to a file when specified conditions occur.

You can get a stream capture one of two ways:
®  Triggered by Alert
Captures automatically through an alert you set up to fire under certain conditions. This captures the
same data as the Capture Now button on the Program Details screen.

®  Triggered by User
Captures manually through the Capture Now button.

See the About section on your Sentry for license specifications on your particular unit. (See your Tektronix
Account Manager for more information.)

Canfigure

Stream Caphure]

Welcome to Sentry . Administrator [ Legout ]

Configure: Triggered Stream Captures
Defaults

Create a Program Strearn Capture Definition: Triggered by Alert | Triggered by Usell

Momeme (earirmared] Delete |

Status: Active [De-Activate] Expires: 06/18/ 02:10:10 PM PDT
Capture 1D Port Pgm  Mame TSID | capture Duration: 10sec|v]
140 31 S-ABFS 129 Mo name 20

Number of files to capture: | 3fies [+

When the file limit is
Program is armed and is ready to be captured on demand by | paached: Stop captuing (v ]
user

Timestamp File: No [L]

Save Capture Definition | _Capture Now |

E5 22 [Alert Triggered] Delete
- Evnired [Ativate Funives; Yesterday 10:09:00 AM PDT

Figure 276: Alert Triggered Stream Captures overview

Access Alert Stream Captures

1. Select Configure and then Stream Capture.

System Settings
Settings

System Upgrade

Figure 277: Accessing Stream Captures
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Create Alert Stream Captures (When none currently exist)

There are two ways to setup a capture from Sentry: Triggered by Alert and Triggered by User.

Administrator [ Logout |

Welcome o Sentry .

Create a Program Strearn Capture Definition: Triggered by Alert [ Triggered by User |

No name [User Trggered] Delete

Active [De-Adivate]

Expires: 06/18/ 0z:10:10 PM PDT

. Capture ID Port Pgm  MName TSID Capture Duration:
Configure 140 3 5-A BFS 129 Mo narne 20
Number of files to capture:

When the file limit is

Program is armed and is ready to be captured on demand by ‘ e Stap capturing

user

s
o
<

Timestamp File:

Save Caplure initi: | Capture How |

E5 22 [Alert THggered]

Delete
- Funired [Acivate] ______..——-——'C—nires_:_Yesterdal,l 10:09:00 AM PDT

Figure 278: Stream Capture trigger buttons

1) Next, select either Triggered by Alert or Triggered by User

Triggered by Alert
1) Select a port and a program

Select a port

Al Program  TransportProgram MName

0 Acquisition AdCue
1: Prembduxd
2 OCAP
3 5-ABFS
4 Premiual
5 Post QAM
Selacio B AdCue mpaired
7 EBIF
—— & Port 8
3 TIMS not 2o favorte —— Accept | Cancel
: Paort 10
: Prem Mux2
. Gabe Primary
: Gabe Backup
- Port 14
- PRE TEST
. Paort 16
: Port 17

Figure 279: Select a Port
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Select Program

Port:

Program TransportProgram Name
DSM-CC Caroussl

Selection: Port: 2 TSID: |1 Pgm: 4 Pgm. Name: DEM-CC Carousel

Accepl Cancel

Figure 280: Select a Program

2) Select Accept.

Configure S$tream Capture

Mote: This Sentry is licensed to capture 1 program

' simultaneously.
-

The total number of Strearm Capture Definitions across Sentry
and Medius is 9, Itiz possible that, due to the number of
running captures, a trigger might not resultin a successful
capture, Each failed atternpt will be lagged.

Figure 281: License Notice

3) Select an Alert Type

a. To use Add Alert for this Program, select and then go through the step by step
process and return to step 1.

DSM-CC Carousel

[Alert TrHggered] Deleba

Status: Mew Expires:
Capture ID Pgm Name Captu!'e 10 sec [l]
New 2: Part 2 4 DSM-CC Carousel 1 Duration:
i Number of Set the
files to Jhiles (] N
capture: expiration
emplate Mame: Program Template SERGTD Edit § | When the file details
* Program is not detected 3 times in 3 min. limitis Stap capturing [l]
® Bitrate l2ss than 1,000 Mbps 2 times in 2 min, reached:
# Bitrate greater than £.000 Mbps 2 times in 3 min. Timestamp Mo [l]
® The primary video PID on program freezes for 1 min File:
2 times in 2 min, J

®* The primary audio PID on program is silent far
30 sec on any of the following speakers that are
active: Left, Center, Right 3 times in 3 min

# 100 discontinuities in 1 min,

# The video quality of experience score goes below 75
on the prirmary PID and is sustained for 15 zec 2
Selec': an times in 2 min.
Alert #* The audio quality of experience score goes below 75
on the primary PID and is sustained for 5 sec 3
tirnes in 2 min,

®# The perceptual video quality (eMOS) score goes
below 4 an the prirmary PID and iz sustained for 5
sec 2 timmes in 2 min,

D Bitrate J ® Bitrate equal to 0.000 bps and is sustained for 15 Edit
e
Sawve Capture Defi
Figure 282: Alert Trigger definition
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4) Next, select the expiration details, including:
e Capture Duration
o How long the capture should last
e Number of files to capture
o How many files you need for the capture

e When the file limit is reached

o What to do when the capture limit is reached
e Timestamp File

o If you want the files time stamped or not

5) Click Save Capture Definition.

a. If capture definition is successful, the following dialog box will appear.

Capture Saved for D5SM-CC Carousel

“ The capture has been saved successfully,

Figure 283: Success dialog box

6) Wait for alerts to trigger.

7) Once the alerts have triggered, return to the bottom of the screen capture page to see the screen
captured files

8) Scroll down the page to the bottom and find Captured Files.

——— T
To arm this program, you must ﬁrs{a_c_ﬁ'\la-u._____i estamp File: Mo [V] -7____"'-——____7 J

Sawe Caplure niLi: | ‘

Program Name Trigger Condition Trigger Time Duration Status
Capture 142:
R o Mo name Triggered by User Today 03:14:13 PM PDT 10 seconds 106,00 KB Complete Download
Capture 140:
¥ Mo name Triggered by User Today 02:11:51 PM PDT 11 zeconds 111,00 KB Complete Download
¥ Mo narme Triggered by User Today 02:10:44 PM PDT 10 seconds 55.00 KB Complete Download
Capture 139:
The video quality of experience
¥ ES 22 scare goes belaw 75 on the 0530/ 09:35:13 AM PDT 10 seconds 7.87 MB Complete Download
primmary PID.
The videa quality of experience
¥ ES 22 scare goes belaw 75 an the 0530/ 09:16:34 AM PDT 12 seconds 4,40 MB Complete Download
primmary PID.
Capture 136:
¥ Qutdoor Life Metwork Triggerad by User 05/15/ 02:15:11 PM PDT 11 seconds 7.35 MB Complete Download
¥ Qutdoor Life Hetwork Triggerad by User 0S5/15/. 02:17:03 PM PDT 11 seconds 5.53 MB Complete Download
Capture 128:
¥ Qutdoor Life Network Triggered by User 0z/2g/ 10:50:22 AM PET 11 seconds 2,18 MB Cornplete  Download

Capture 121:

Figure 284: Captured Files

9) Locate the capture that you want to download.
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10) Right click on Download to save ts file.

.

Opening Sentry11-11-Acquisition-5-ABF5-NoMame-Trigg. ..

‘fou hawve chosen to open:

...oMame-TriggeredByUser-20130604-151413-00-c142.ts

which is a ts File (107 KE)
Fram:

What should Firefox do with this File?

O aomr

(%) Save File

[ ] Da this automatically For Files like this From now on.

(4 l [ Cancel

Figure 285: Save File dialog box
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Triggered by User

1) Select a port and a program.

Selactio

0 Acquizition AdCue
1: Prembdo
2 OCAP

4: PremCual
5 Post ak

ProgramTransport Program Name

6 AdCue mpaired
7 EBIF
8 Port 8

Pgm: |:| Pgm. MName:

9 TIMS not 2o favarite |

=]

- Prem tus?

- Gabe Primary
" Gabe Backup
: Part 14

: PRE TEST

: Port 16

- Part 17

Figure 286: Select a Port

Port: | & 5-4BFS

Accept | Cancel

ProgramTransportProgram Name

1zg
129
120
131
132
133

20
20
20
20
20
20

Broadcast File Systarn
Mo marme
Broadcast File Systermn
Mo name
Broadecast File Systermn
Broadecast File Swstern

Selection: Port: |3

| Ts81D: |20

| Pgmi: |129 | Pgm. Mame: Mo narme

Figure 287: Select a Program

2) Select Accept.
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3) Next, select the expiration details, including:

®  Capture Duration
How long the capture should last

"  Number of files to capture
How many files you need for the capture

®  When the file limit is reached
What to do when the capture limit is reached

®  Timestamp File
If you want the files time stamped or not

No name [User Triggered] Delete

Status: Mew Expires:
Capture ID  Port Pgm MName 1510 | Capture Duration: 10 sec|v)
Hew 3 Pork 3 131 Mo name 0 Number of files to capture: 3 files [v]
When the file limit is reached: | Stop capturing [+e]
Click Sawve to arm program for capture. Timestamp File: Mo [v]

Save Capture Definition | |

Figure 288: Capture definition

4) Review information and click Save Capture Definition when finished.

5) Select OK in Confirmation box.

Configure Stream Capture

Capture Saved for Mo name

/ The capture has been saved successfully

Figure 289: Confirmation box

6) Find the User Triggered definition that you just created, and select Capture Now.

| Defaults

Create a Program Stream Capture Definition: Triggered by Alert | Triggered by User |

Delete

No name [User Triggered]

Status: Expires: 06/15/ 03:11:00 PM POT
Capture ID  Port Pgm Name T5Ip | Capture Duration: 10 sec [w]
142 3 5-ABFS 131 Mo name 20 Number of files to capture: 3filex [V]
When the file limitis reached: | Stop capturing [v]
.. Updating... Timestamp File: Mo [V]

Sawe Capture Definition Capture How |

Figure 290: Find the new definition and select Capture Now
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7) Scroll down the page to the bottom and find Captured Files.

— oo
To arm this program, you must first-a_c_ﬁ'\!a-u._____ ®stamp File: Mo [V] -__7_"'-——____ J

Save Caplure initi |

‘l::aptured Files

Program Name Trigger Condition Trigger Time Duration
Capture 142:
R o N narne Triggered by User Today 02:14:13 PM PDT 10 seconds 106,00 KB Cornplete Download
Capture 140:
¥ Mo narne Triggered by User Today 02:11:51 PM PDT 11 seconds 111.00 KB Complete Download
¥ Mo name Triggered by User Today 02:10:44 PM PDT 10 seconds S5.00 KB Complete Download
Capture 139:
The video quality of experience
¥ ES 22 scare goes belaw 75 an the 0530/ 09:35:13 AM PDT 10 seconds 7.87 MB Complete Download
primmary PID.
The videa quality of experience
¥ ES 22 score goes below 75 on the a5/30/ 09:16:34 AM PDT 12 seconds .40 MB Complete Download
prirmary PID.
Capture 136:
¥ Qutdoor Life Netwark Triggered by User 057157 02:18:11 PM PDT 11 seconds F.25 MEB Complete Download
¥ Qutdoor Life Metwork Triggerad by User 0S5/15/¢. 02:17:03 PM PDT 11 seconds 5.53 MB Complete Download
Capture 128:
¥ outdoor Life Hetwark Triggerad by Uszer ozfzaf 10:50:22 AM PST 11 seconds £.12 MB Complete Download

Capture 121:

Figure 291: Captured Files

8) Locate the capture that you want to download.

9) Right click on Download to save ts file.

f 1

Opening Sentry11-11-Acquisition-5-ABFS5-NoMame-Trigg. ..

You have chosen to open:

...o0Mame-TriggeredByUser-20130604-151413-00-c142.t=s

which is ai Es File (107 KEB)
Fram:

What should Firefox do with this File?

() Open with
(¥} Save File

[] Do this automatically For Files like this From now on.

(4 l [ Cancel

Figure 292: Save File dialog box
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Deactivate or Delete a Stream Capture (when one previously exists)

To create a Stream Capture when one currently exists, you will first need to deactivate the existing capture.
This will allow you to create a new Stream Capture.

1. Select Deactivate on the existing Capture.

{ Defaults

Create a Praogram Stream Capture Definition; _Triggered by Alent | Triggered by User |

+ Bravo [User Triggered]

Status: Activp [De-Activate] Expires: 05/29/ 02:35:21 PM POT

Capture ID ~ PoF Pgm Name TSID Capture Duration: 10 sec v ]
138 0: Acquisition AdCue 87 Bravo 4121 tApprox. 8 MB per fila)
Number of files to capture: | 3files [V]
When the file limit is .
Program is armed and is ready to be captured on demand by reached: Stop capturing ["]
user
Timestamp File: Na [V]

Save Capture Definitionl Capture Now |

Figure 293: Deactivating a Stream Capture

Bravo [User Triggered] Delete
Status: Inactive [Activate] Expires: 05/29/ 02:35:00 PM PDT
Capture ID  Port Pgm Name TSID Capture Duration: 10 sec v ]
138 0: Acquisition AdCue 87 Brava 4121 Aapprox. 8 MB per file)
Number of files to capture: | 3files [V]
. " . When the file limit is - [ ]
To arm this program, you must first activate the capture reached: Stop capturing o
definition . )
Timestamp File: Mo [V]
Sawe Capture Definiti | |

Figure 294: Stream Capture Deactivated

2. Continue with steps for Creating a Stream Capture Where One Currently Does Not Exist.
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Retrieve Captured Files

The Captured Files section lists all of the saved captured files along with its reference information.

Captured Files

Program Name Alert Condition Trigger Time Duration Size Status
Capture 16:

The video guality of experience
¥ Country Music TY score goes below 75 on the primary 07/16/ 08:22:48 FM PDT 6 seconds 2.74 MB  Complete Download
PID and is sustained for 3 sec.

Capture 7:

The video guality of experience
¥ Dutdoor Life Metwork score goes below 80 on the primary  07/08/ 12:31:06 FM PDT 2 seconds 4.79 MB  Complete Download
PID.

Figure 295: Captured Files

®  Program Name
The name of program

" Alert Condition
The condition that triggered the capture

" Trigger Time
Date and time the alert was triggered

"  Duration
How long the capture lasted

®  Size
The size of the captured file

" Status
Either Complete or Active

" Download link
Provides a link to a download of the capture. All captures are saved as transport stream files.

Delete Captured Files

To delete any captured file, select the X next to the file’s name.
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Defaults tab

The Defaults tab shows all default settings for a new stream capture.

Status

Default Settings for Stream Capture

IP Address and Port for stream viewer:
System Pre-trigger Time:

Capture Duration:
Stream to View Duration:

Number of files to capture:

When the file limit is reached:

Include timestamps in the capture file:

Port: 7777

10 zec

10 sec ||
30 sec ]
3files [w]

® Stop capturing
O owerwrita the oldest files

Mote: When the averwrite oldest fllas aption is zelacted,
the zystem will continually generate capture files,
Cnly the most recent capture files are kept.

Oves
®No

Mote; Capture files with timestamps may not be plavable
by dezktop stream viewers,

Cancel Save

Figure 296: Defaults tab and settings
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Configure Triggered Stream Captures(via Nexidia Comply ™)

Closed Caption Verification performs an in-depth closed caption analysis by integrating with Nexidia

Comply™.,

With a license for this feature, you can perform an in-depth closed caption verification on the program of your
choice. You can perform any analysis for up to three days at a time. The results of the verification will then be
displayed in the Data Detect and Program Group Data Detect reports.

Configure the Nexidia Server

Only a user with system administrator permissions may make these changes.

1. Select Configure and then Closed Caption Verification menu.
select the Settings tab.

2. Next,

Static Program Groups
Dynamic Program Groups
Program Mappings

Port Names
BFS Settings

e
Dashboard Graphs
MPEG Input Settings
System Preferences

Welcome to Sentry-GIGE-GIGE-11-55, Msiadmin [ Logout ]

Configure : Closed Caption Verification

October 21, 2015 02:35:27 PM PDT

Current Job Job HistoryI I

Server Name: Nexidia IlumECE=COMBly (Version: 2.4.1.37)

—Nexidia Server Settings
Nexidia Server IP 134.63.48.251

Nexidia Server API Port 26003

—Shared Folder
Folder Name (e.g. llluminate_files)
Username (or Domain\Username)

Password

illuminate_files

nexidia

System Settings
System Diagnostics

Save Settings I' Verify Connection

Import/Export Settings

Create a Nexidia Comply profile

Figure 297: Settings tab options

3. Enter the following:
¢ Nexidia Server IP
e Nexidia Server API Port

¢ Folder Name:
Sentry must be able to copy files to this shared folder on the Nexidia server with the specified
username/password. Your system administrator is responsible for creating this shared folder.

e U

sername

¢ Password

4. Select Save Settings. You may also select Verify Connection to validate the

connections.
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Create a Nexidia Comply Profile

A Nexidia profile is a group of tests you can perform for the Closed Caption verification.
You must have a Nexidia profile defined in order to schedule verification jobs.

To create a Nexidia profile on the Nexidia server, select Create a Nexidia Comply Profile from the Settings
tab (see above figure).

The resulting page will look similar to the following.

Current Job Job History

Server Name: Nexidia Illuminate - Comply (Version: 2.5.0.84)

—MNexidia Server Settings
Nexidia Server IP 134.63.48.251

Nexidia Server API Port 26003

—Shared Folder
Folder Name (e.g. illuminate_files) illuminate_files
Username (or Domain\Username)  nexidia

Password ELTT TR T

Save Settings | Verify Connection

Hide profile

— Profile

A Nexidia profile defines a series of tests to be performed by Nexidia. You must choose a profile when submitting a
new job. You can create a new profile for your Nexidia server by reviewing the parameters for a Nexidia Comply
API call below and clicking Create Caption Profile.

<profile xmlns:nexidia="http://nx.nexidia.com/illuminate">
<key>Tek SRT Profile</key>
<name>Tek SRT Profile</name>
<description>Tek SRT Profile</description>
<tests>
<test>
<key>incorrect_captions</key>
<parameters>
<parameter>
<keyraudio_track</key>
<value>l</value>
</parameter>
<parameter>
<key>caption format</key>
<value>srt</value>
</parameter>
<parameter>
<key>total duration threshold</key>
<value>0</value>
</parameter>
<parameter>
<key>time offset</key>
<value>00:00:00:00</value>
</parameter>
<parameter>

CnﬁﬂﬂCamklenﬂHnl

Figure 298: Resulting page after selecting Creating a Nexidia Comply Profile
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Create Caption Profile

The user may submit an API request to the Nexidia server to create a profile. The request will be seeded with
default parameters. Sentry only supports type srt profiles.

To create the profile, select the Create Caption Profile button.

Choose a Program to Verify

Only a user with system administrator permissions may make these changes.

1. To verify and review the results of the verification jobs a program, select Configure and
then Closed Caption Verification.

2. Next, select the Current Job tab.

Welcome to Sentry-GIGE-GIGE-11-55, Msiadmin [ Logout ]
Configure : Closed Caption Verification
Octaber 7, 2015 12:08:16 PM PDT

Job History Settings

There are currently no active closed caption verification jobs.
m Select a Program

Configure \

Alerts

Static Program Groups
Dynamic Program Groups
Program Mappings

Port Names

BFS Settings

[ losed Caption Verificatio

Dashboard Graphs

Figure 299: Current Job tab

J

1

3. You can configure one program to be verified at any one time. If no program is currently
being verified, you can choose a program by clicking Select a Program.
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4. Select the desired program and then select Accept.

Program Transport Program Name
HBO
HBO2

Cinemax
HBQO Signature
HBO Family

B oy e B A N

Selection: Port: 5 Program: 3 Transport: 9 Name: Cinemax

Figure 300: Select Program window

5. Select and make changes to the following as needed:
e (Caption Types
The type(s) of captions you'd like to verify (608 and/or 708)
e Nexidia Profile
This is a list of the profiles (which tell Nexidia what types of verification checks to
perform) that have been configured on the Nexidia server.

Sentry only supports type srt profiles. If you have configured Nexidia profiles for
non-Sentry purposes with other formats, choosing a non-srt profile from this list will
result in job errors.

e Verification Period
Up to 3 days.

Job History Settings

There is currently no active closed caption verification job.

Select a ngraml

Port: 5 Transport: 3 Program: 9
Name: Cinemax
\\ Caption Types: [ 1608 @708

/
/

\\ Nexidia Profile; Demo Verify Captions

'S
Verification Period: 5 min. E

Cancel| Submit Job|

Figure 301: Current Job verification
6. Click Submit Job to begin the verification.
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When the verification job is submitted, you will see the status of the current job in a table. The process
works as follows:

a. Sentry will begin capturing audio files (segments), and will do so in five-minute
segments.

b. When each segment is captured it will then be submitted to Nexidia Comply for
closed caption verification.

c. When Nexidia Comply is done verifying each job segment, the results will be returned
to Sentry and available in the Data Detect report.

Job History Settings
Select a Program

—|Active Capture

Port: 5 Transport: 9 Program: 3
Name: Cinemax
Caption Type: | 608 |~ 708
Profile: Demo Verify Captions
\ Started: Today 02:54:50 PM PDT
N Ending: Today 03:09:50 PM PDT,
\ Extend: | Add time... Llpdahl

Stop l:aplurlngl

N segmen oo
\ 708 1of3 Job not started Today 02:54:50 PM PDT N/A N/A

Figure 302: Verification table

When a verification job is in process, you can update it as follows:
e Extend
Extend the time by up to three more days by choosing the length of time you’d like to
extend and selecting Update.
e Stop Capturing
Cancel the job by selecting Stop Capturing.

Review Job History
An administrator can click on the Job History tab to review the status of all jobs both current and completed.
sexings
© From: [ivoei2015 5| To: [ioerzots  [e] (mmideiyyvy) ©All Progral
fezzoqePm (D [o221:11 PM () (hhemmsss) Sart By: (Sag
(or} L Hour Sort Order: - 0 Low
Results per Page: 100
Refresh
Displaying Jobs 1 to 3 of 3
Closed Caption Job History Find:
Segment Number Segment Capture Started Segment Capture Completed Job Completed Job Details
5 Port § 9 1 CNBC sentry_2_srt 608 3of 3 Analysis Complete Yesterday 02:20:16 PM PDT Yesterday 02:21:11 PM PDT Yesterday 02:23:04 PM PDT Q
5 Port 5 9 1 CNBC sentry_2_srt 608 20f3 Analysis Complete Yesterday 02:19:13 PM PDT Yesterday 02:20:17 PM PDT Yesterday 02:22:04 PM PDT Q
5 Port § 9 1 CNBC sentry_2_srt 608 lof 3 Analysis Complete Yesterday 02:18:11 PM PDT Yesterday 02:19:14 PM PDT Yesterday 02:21:03 PM PDT Q

Figure 303: Select Program buttons and capture flows

Choose a time range to narrow down the results.
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To further filter the results by a specific program, clicking the radio button next to Select Program and then

select the Select Program button.

You can sort results by any of the columns by clicking on the column header or selecting that column from the

Sort By drop-down menu.

e Profile

The Nexidia profile that you chose for the verification job. This profile tells Nexidia what
types of verification checks to perform.

e CCType
608 or 708

e Segment Number

The verification period for each job is broken into a number of five-minute segments.

e Status

Mouse over the status to get more detailed status information.
e Segment Capture Started

The start time of the audio capture segment.
e Segment Capture Completed

The end time of the audio capture segment.

¢ Job Completed

The time when the verification results were completed and ready for viewing in the Data

Detect report.
¢ Job Details

Select the magnifying glass to see a log of when the job hit each of the various statuses.

Job History for Port 5, TSID 9, Program 3 (Cinemax), Type 608, x|

Segment 153 of 154:

Date

Today 02:35:48 PM PDT

Today 02:35:48 PM PDT
Today 02:35:48 PM PDT
Today 02:34:46 PM PDT
Today 02:34:46 PM PDT
Today 02:34:05 PM PDT
Today 02:34:05 PM PDT
Today 02:29:02 PM PDT

Status

Analysis Complete: Complete/Remote Files
Deleted

Analysis Complete: Local Files Deleted
Analysis Complete: Job Results Updated
Analysis In Progress: Job Submitted
Starting Analysis: Files Copied

Pending Analysis

Segment Capture Complete

Segment Capturing

Figure 304: Job Details

To review the Closed Caption Verification Results for a given program segment, click on the program name.
This will take you to the Data Detect report for that program and time period.
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Review Closed Caption Verification Results

If your Sentry has a Closed Caption Verification license, a new column of types (Nexidia CC Verification)
will show up on the Data Detect and Program Group Data Detect reports.

Choose report type(s): cGMs Closed Caption Data Nexidia CC Verification Other Data
CGMS - No restriction 608 608 Scrambled
Select all types CGMS - No copy 708 708
CGMS - 1-copy SCTE-20 Teletext
Combined Subtitles

e esent for some e
e ot e o s e
e
loc! :00: rimin:sec)
TR TEIT
D — T ]
S ports 3 331@@ Cinemax ST G T

- Closed Caption: Combined

Nexidia Closed Caption: 708

Figure 305: Verification Results

To see all programs that had Closed Caption Verification performed against them during the report
timeframe, select the appropriate Nexidia CC Verification options.

e Grey means there was no Closed Caption Verification performed at that time.

¢ Green means Closed Caption Verification was performed at that time, but there were
no error conditions detected.

¢ Orange means Closed Caption Verification was performed at that time and the time
period in the block contains both segments with error conditions and segments without
error conditions.
In this case, zoom in by clicking the orange block, to see exactly when the error
conditions occurred.

o - means there was Closed Caption Verification performed at that time, and there
were error conditions detected.

At any time you can zoom in on a report by clicking on the colored blocks.
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To view the details of the Closed Caption Verification for any block, hover over that block.

This will summarize the checks that were performed during that segment, as outlined by your Nexidia profile
and the results of each check.

Port 5, Program 3 (Cinemax)
Reporting period: Today 02:25:47 PM PDT - Today 02:25:49 PM PDT
Job period: Today 02:24:00 PM PDT - Today 02:29:02 PM PDT
Passed fncnrrect_czaptfnn.s ) )
Total duration of incorrect captions is 0.00 seconds per hour.
Passed mfssfng_cal_ptfons o . .
Total duration of missing captions is 6.41 seconds per hour.
) out_of_sync_captions_shift
Failed The total duration of out of sync captions is 3.31 seconds per hour.
Passed basfc_capt:_‘on_ verfﬁc.?rfon . o .
Total duration of media segments with caption issues is 5.11 seconds per hour.
Powered by [RUSANIETETCTTY |

Figure 306: Status Summary

To see more detailed information about each check, click Detailed Report.

Port 5, Program 3 (Cinemax)
Reporting period: Today 02:25:47 PM PDT - Today 02:25:49 PM PDT
Job period: Today 02:24:00 PM PDT - Today 02:29:02 PM PDT
[ETEREE nexidia ¢%) Comply Close Detall
. . ' -
Comply Report: Job 10901 nexidia () llluminate
Overall Status: FAILED
Profile: Demo Verify Captions [03730b89-5141-4c91-9fbf-e841bb14ad6g] [ver. 11]
Media URI: file:/134.63.48.251/illuminate_files/Sentry-GIGE-GIGE-11-55-Port5-Cinemax-20151021-142400-00-c5.ts
‘Caption URI: file://134.63.48 251 /illuminate_files/Sentry-GIGE-GIGE-11-55-Port5-Cinemax-20151021-142400-00-¢5.708.srt
Video Description URI: Cinemax Nexidia CC 708
Audio Duration: 02:29:30.437
Job Created: Oct 21, 2015 2:29 PM -07:00 (local)
Job Completed: Oct 21, 2015 2:29 PM -07:00 (local)
Job Reference Url: hitp:#/134.63.48.251:26003/apiiv2/obs/10901
Job 1D (External): 316562803c629373

Incorrect Captions

. Criteria:

Given audio on track 1 and captions of srt format with a timebase specified by caption and a time offset detected automatically, the total duration of incorrect captions must be no more
than 60 seconds per hour.

: | Result: Total duration of incorrect captions is 0.00 seconds per hour.

Figure 307: Detailed Report

252 Sentry User Manual
January 2019



Sentry User Manual

Scroll down in the detailed window to see all of the details provided by the Nexidia tests.

Port 5, Program 3 (Cinemax)
Reporting period: Today 02:25:47 PM PDT - Today 02:25:49 PM PDT
Job period: Today 02:24:00 PM PDT - Today 02:29:02 PM PDT

Powered by I

Out of Sync Captions (Shift)

Criteria: Given audio on track 1 and captions of srt format with a timebase specified by caption and a time offset detected automatically, the total duration of out of sync captions must be no
more than 0 seconds per hour. A caption must be displayed no more than & seconds before or 5 seconds after it is spoken; When live-captioning is detected, a caption must be
displayed no more than 15 seconds after it is spoken.

Result: The total duration of out of sync captions is 3.31 seconds per hour.

Start End Severity Value

00:00:01.400 00:00:38.480 info live caption
00:01:04.700  00:01:17.240 info preproduced caption
00:01:22.120  00:01:41.280 info preproduced caption
00:01:52.660 00:02:06.060 info preproduced caption
00:02:01.320  00:02:48.072 out of sync caption
00:02:38.020  00:02:50.560 info preproduced caption
00:02:55.440  00:03:14.600 info preproduced caption
00:02:55.440  00:03:13.220 out of sync caption
00:03:25.980  00:03:39.360 info preproduced caption
00:03:27.700  00:03:34.821 out of sync caption
00:04:11.340  00:04:27.273 out of sync caption
00:04:23.040 00:04:47.900 i preproduced caption

m Basic Caption Verification

Figure 308: Additional Details

Click Close Detail to exit.
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Configure Schedules

Configure Schedules allows the user to make schedules to use in the Program Statistics report to further limit
the time range. You may choose to limit by either Daily or Weekly schedules.

" Daily allows you to choose a time range to run every day.
" Weekly allows you to choose the days and the times for the reports.

To access, select Configure from the main menu and then choose Schedules.

Create a Daily schedule
1. Seclect Create.

Welcome ¥o Sentry 11-12 Administrator [ Logout ]
Schedule Summa
Configure
Schedule Summary
d Type
Configure |:| Weekly: Full Hours  Weeknight Primetime
F ,'l Mappings

Figﬁre 309: Schedule Summary Create button

2. Select Daily: Full Hours from the Schedule Type drop down menu.

Schedule Detail

Schedule Type: |Dai|_l,l: Full Hours [i]

Craily: Full Hours
Remove | Add 'II"""II_.EE.kl-"': Full Hours

Sohedule Detail

Mo schedule configured.

@ Marme the Schedule: |

Cancel | Save Schedule |

Figure 310: Select Daily: Full Hours
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3. Select Add Range.

Schedule Type: | Daily Full Hours [+

Y e

Schedule Detw,

Mo schedule configured.

@ Marme the Schedule: |

Cancel | Save Schedule |

Figure 311: Add Range

4. Select your start and end time and select Apply. Then select Add.

NN\

120000 P (Z) hheooooy | (20 hheooon)

Salect Time

121w] PM (5] sopty |

Figure 312: Start and end times

5. Repeat steps 3 and 4 as needed.
6. Select the box under Schedule Detail.

7. Name the schedule and select Save Schedule.

Schedule Detail

Schedule Type: | Daily: Full Hours ]

Hemowve Add Range

Schedule Detail

12:00:008h 05:00:00 P

%) Warne the Schedule: |TE$t one |

Cancel § Sawve Schedule |

Figure 313: Schedule Detail, Name and Save Schedule
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8. The new schedule will now show on the Schedule Summary page and on the menu for Program
Statistics reports.

Schedule Summal

Delete | Create

Schedule Summary

F | | Type
|:| Daily: Full Hours Test ane

[ Daily: Full Hours test schedule 1
[] eekly: Full Hours  Weeknight Primetime

Figure 314: The new schedule

9. Repeat as needed.
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Create a Weekly Schedule

1. Select Create.

Welcome ¥o Sentry 11-12

Administrator [ Logout ]

Schedule Summa

Delerd]_Creste |

Schedule Summary Find: _
d Type Name
) . ) . .
Configure |:| Weekly: Full Hours Weeknight Primetime

Figure 315: Create

2. Select Weekly: Full Hours from the Schedule Type drop down.

Schedule Detail

Schedule Type:fl | Daly: Full Hours [1]

Draily: Full Howrs
Remove | AddlH ‘u\-ieekly: Full Hours

Schedule Detal

Mo schedule configured.

@ Marne the Scheadule: | |

Cancel | Save Schedule |

Figure 316: Drop down menu for Weekly: Full Hours

3. Select Add Range

Schedule Type: |Weekly: Full Hours

Sghedule Detail

Mo schedule configured.

@ Mame the Schedule: |

Cancel | Save Schedule |

Figure 317: Add Range

4. Select the days of the week for your range.
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5. Select the time period for each day and select Apply to each time period

6. Select Add when done.

\ \
\I‘Lﬂnnday vf ‘u‘ednesday[i]
12:00:00 PR ) ihh:00:00) (=) thh:00:00)
Select Time =

Figure 318: Days and Times

7. Repeat steps 3-6 as needed.
8. Select the box under Schedule Detail.
9. Name the schedule and select Save Schedule.

10. The new schedule will now show on the Schedule Summary page and on the menu for Program
Statistics report.

Schedule Summal

Delete | Create

l Schedule Summary

d | 1 ype
[] Daily: Full Hours Test ane
[1_ [ailv Full Haur= teet arhedn]e |

[] wWeekly: Full Hours  Test two weekly
[ WEekly. FUll Hours — MEEkniant Primetime

Figure 319: Newly Created Schedule

11. Repeat as needed.
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Dashboard Graphs

Dashboard Graphs allow you to create or delete graphs you see on the Program Dashboard screens.

You have two options for creating a Dashboard display:

* Private Program Dashboard Graphs are only visible to you

= Public Program Dashboard Graphs are available for use by other users

Welcome to Sentry 11-11 -Acquisition, Administrator [ Logout |
Program Dashboard Graphs

Delete | Create Program Dashboard
Private Program Dashboard Craphs
Statistic Graph Title Created By

[ Awg Video QOE  Awg Video QOE  Avg Video QOE Private Administrator
[ Min PO (eb40S]  Min PYQ (MOS0 Min PYO (ehO5) Private Administrator

Configure

Alerts

Program Sroups

Program Mappings %M

Port Mames Public Program Dashboserd Grephs

BFS Settings

Statistic Graph Title Created By

Stream Capture

APRD= Ay ailability % Axailability % Availahility % Reserved Administrator
MPES Input Settings N N h - n h h oo
System Preferences O Availability % Copy Axailability % Chris asked far this Public  Administratar
Systern Settings Availability Error Seconds  Error Seconds Availahility Eror Seconds Reserved Administrator
Import/Export Settings di di OF A audi OF R d Adrmini
Lsers Averane Audio QOE Avg Audio O verage Audio g BsErYe ministrator
System Upgrade Averane Bitrate (Mbps Ay Bitrate Average Bitrate (Mbps) Reserved Administrator
Power Off Averane PYOQ [eMOS Avg PYQ [eMOS) Average PYQ (eMOS) Reserved Administrator
Averane Video QOE Avg Wideo QDE Average Yideo QOE Reserved Administrator
[ Average Video QOE [Copyl Avg Video QOE Average Yideo QOE Public Administrator
[ Avg GOP Lensgth Auvg CGOP Length Avg GOP Length Public Administrator
[ Avg Wideo QOE Avg Wideo QOE Avg Wideo QOE Public Administrator
Closed Caption % Closed Caption % Closed Caption % Reserved Administrator
Discontinuities Discontinuities Discontinuities Reserved Administrator
Distance From Dialnorm  Distance From Dialnorm Distance From Dialnorm Reserved Administrator

Figure 320: Program Dashboard Graphs
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Create a Dashboard Graph
1. Select Create from the Dashboard Graphs page.
. Set the Statistics, Ranges (shown as bars on the graph) and Color as needed.

2
3. Enter the name of the new graph.
4

. Select Save Graph.

Welcome to Sentry 11-11 -Acquisition, Administrator [ Logout ]

Program Dashboard Graph Definitions

Statistic: |Avg Wideo QOE [il ®private use only O Share with athers
Remove Graph Title: |4va Video QOE

Program Dashboard Craph Definitions for Awvg Video QOE ER
From To Color

Configure L] 54
lerts O < |90 Il change
Frogram Groups 90 ta (100 Chanoe 4
Prograrm Mappings 7
Port Names = 100 I chance m (
BFS Settings 2
Stream Capture
Dashboard Graphs
MPEGS Input Settings (1]
Systemn Preferences == 100
System Settings 90 - 100
ImportyExport Settings W< 50
sers
Systern Upgrade . .
Power Off ® Higher Ranges To The Left OHigher Ranges To The Right

® Name the Graph: |4vg Video QOE

Cancel Sawve Graph

Figure 321: Creating Dashboard Graphs
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Configure MPEG Input Settings

Configure: MPEG Input Settings allows you to configure the inputs for any type of input: MPEG over IP
(GigE), ASI, RF or Edge. For any MPEG over IP input, Use Configure: MPEG Input Settings to configure
the Ethernet connection(s). Sentry will not receive the transport stream input over the Ethernet unless the
settings are correctly configured.

Use MPEG Input Settings to specify Unicast or Multicast transport stream input for each port. The number of
input ports is a licensed setting. For each input port, the corresponding Group IP numbers and associated
multicast ports can be specified for each Multicast Port. Unicast ports only require Destination Port. There are
validity checks on the values entered, but ports from 1 to 65535 are valid.

Welcome to 134-62-150-154, Msiadmin [ Logout ]

August 28, 2017 07:40:18 AM PDT

m | Select Unicast or Multicast. Far Multicast, enter the multicast group 1P address and the parts.

MPEG Multicast/Unicast over IP
Ethernet Network Settings (Ethernet 1) VLAN Enabled

Static Pragram Groups Ethernet 1 IP:

Dynamic Program Groups Netmask: | |

Program Mappings

Port Names
Stream Capture
Schedules

Ports 0-49 | Ports 50-99 | Ports 100-149 | Ports 150-199 | Ports 200-249 | Show Backup
Dashboard Graphs

Input Settings

TR101/290 Settings

Primary -
System Preferences
System Setings I = e e = ) I == N = = R

System Diagnostics 0 Mutcast * 225.83.2.1 8000 PreMux
Impart/Export Settings
g 1 Multicast * 225.83.1.1 8000 Post Mux 1
System Upgrade @2 Unicast 8000 UDP Test 1 My port 2
Power OfF 3 Unicast 8001 UDP Test 2 My port 14
4 Mutcast | * 225.83.3.1 8000 Pre Mux 2 My port 4
5 Muticast | * 225.83.4.1 8000 Post Mux 2 My port 13
6  Unicast 8002 UDP Test 3
7 Mutcast | * 225.83.7.1 8000 Pre Mux 3
8 Muticast | * 225.83.8.1 8000 Post Mux 3
9 Unicast 8003 UDP Test 4
O 10 | unicast | * 8010 Port 10 My port 10
T 11| Multicast | * 225.83.11.1 8000 Port 11
T 12 | Multicast | * Port 12
© 13 Multicast | * 225.215.1.5 8000 Port 13 My port 13
1 14  Multicast | * Port 14 My port 14
Figure 322: MPEG of IP with Multicast
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Configure : MPEG Input Settings

August 28, 2017 07;

0:18 AM PDT

‘ Select Unicast or Multicast. For Multicast, enter the multicast group IP address and the ports.

MPEG Multicast/Unicast over IP

Ethernet Network Settings (Ethernet 1)

Ethernet 1 IP:

Netmask:

Ports 0-49 | Ports 50-99 | Ports 100-149 | Ports 150-199 | Ports 200-249 |

Note: You have unsaved changes to the Input Settings.

VLAN Enabled

Show Backup

um Mode

(RN RE<RE<RN< BN <M< M < I <]
[ Y v

<

—
=1

11
12
13

Multicast
Multicast
Multicast
Multicast
Multicast
Multicast
Unicast

Multicast
Multicast
Unicast

Unicast

Multicast
Multicast

Multicast

Source IP

*
. L ]
*

* 225.83.11.1

*

* 225.215.1.5

Figure 323: MPEG Input

262

8000
8000
8000
8001
8000
8000
8002
8000
8000
8003
8010
8000

8000

PreMux
Post Mux 1
UDP Test 1
UDP Test 2
Pre Mux 2
Post Mux 2
UDP Test 3
Pre Mux 3
Post Mux 3
UDP Test 4
Port 10
Port 11
Port 12
Port 13

My port 2
My port 14
My port 4
My port 13

My port 10

My port 13

L S R N
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IGMP v3 SSM Support

The Internet Group Management Protocol (IGMP) is a communications protocol used to manage the
membership of Internet Protocol multicast groups. IGMP is used by IP hosts and adjacent multicast routers to
establish multicast group memberships.

Source Specific Multicast (SSM) was designed specifically to support IGMP v3 and is fully backward
compatible with earlier versions.

Access MPEG Input System Settings

1. Select MPEG Input System Settings from the main menu

cotgure [mwe |

Figure 324: Selecting MPEG Input

2. Adjust settings as needed.
3. Select Save Settings.
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Welcome to 134-62-150-154, Msiadmin [ Logout ]
Configure : MPEG Input Settings

August 28, 2017 07:40:18 AM POT

Ethernet 1
[ Ethernet 1 |

m ‘ Select Unicast or Multicast. For Multicast, enter the multicast group IP address and the ports.

MPEG Multicast/Unicast over IP

Configure Ethernet Network Settings (Ethernet 1) VLAN Enabled
Alerts
Static Program Groups Ethernet 1 IP:

Dynamic Program Groups Netmask: :I

Program Mappings
Port Names

BFS Settings
Stream Capture
Schedules Ports 0-49 | Ports 50-99 | Ports 100-149 | Ports 150-199 | Ports 200-249 | Show Backup
Dashboard Graphs

et

TR101/290 Settings

Prima) e
System Preferences add
System Sevings [@rot] Mode | Swcer | GrowpAddr | Dewre | Mm | Duchte |

System Diagnostics 0 Multicast | * 225.83.2.1 8000 PreMux
Import/Export Settings
i 1 Muticast| * 225.83.1.1 8000 Post Mux 1
System Upgrade 2 Unicast 8000 UDP Test 1 My port 2
Power Off 3 Unicast 8001 UDP Test 2 My port 14
4 Muticast | * 225.83.3.1 8000 Pre Mux 2 My port 4
5 Multicast | * 225.83.4.1 8000 Post Mux 2 My port 13
6 | Unicast 8002 UDP Test 3
7 Multicast | * 225.83.7.1 8000 Pre Mux 3
8 Muticast | * 225.83.8.1 8000 Post Mux 3
B 9 | Unicast 8003 UDP Test 4
D10  unicast | * 8010 Port 10 My port 10
11 Multicast | * 225.83.11.1 8000 Port 11
12 Multicast | * Port 12
13 Muticast | * 225.215.1.5 8000 Port 13 My port 13
T1 /14  Multicast | * Port 14 My port 14

Figure 325: MPEG over IP with Multicast

RF ]
)

Select Unicast or Multicast. For Multicast, enter the multicast

MPEG Multicast/Unicast over IP

Ethernet Network Settings (LAN 1)

LAN 1 IP: 192.168.1.199

Netmask: |255.255.255.0

Figure 326: tabs with RF settings option
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Set SSM

SSM is set to default with a *. If you are using SSM, enter your source IP address for the Multicast in the
source IP field. If you do not wish to use this feature, enter a * or leave it at the default setting.

NOTE: SSM applies only to Multicast.

August 28, 2017 07:40:18 AM POT

L

| Select Unlcast or Multicast. For Multicast, enter the multicast group IP address and the ports.

MPEG Multicast/Unicast over IP
Ethernet Network Settings (Ethernet 1) VLAN Enabled

Ethernet 1 IP:
Netmask:

Save Settings Note: You have unsaved changes to the Input Settings.

Ports 0-49 | Ports 50-99 | Ports 100-149 | Ports 150-199 | Ports 200-249 | Show Backup
Input Settings

Primary

s A S . S

uw Made

0 Multicast 8000 PreMux

1 Multicast 8000 Post Mux 1

2 Multicast 8000 UDP Test 1 My port 2
3 Multicast 8001 UDP Test 2 My port 14
4 Multicast 8000 Pre Mux 2 My port 4
5 Multicast 8000 Post Mux 2 My port 13
6 Unicast 8002 UDP Test 3

7 Multicast = | * 8000 Pre Mux 3

8 | Muticast * . lsooo Post Mux 3

9 Unicast 8003 UDP Test 4

] 10 Unicast ¥ 8010 Port 10 My port 10
T 11 | Multicast ¥ 225.83.11.1 8000 Port 11

T 12 Multicast ¥ Port 12

13 Multicast |* 225.215.1.5 8000 Port 13 My port 13

Figure 327: MPEG Input

After making the required changes, select Save Settings.
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Backup Multicast Settings

You can optionally define backup settings for any multicast port by entering the Backup Source IP, Group
Address and Destination Port. If, at any time, the primary input goes down, Sentry will automatically switch
to monitoring the backup settings. Backup settings are supported only for Multicast ports.

Configure : MPEG Input Settings

August 28, 2017 08:00:41 AM PDT

[Selocmeas o s, or s, e e st v P v s o 7o

MPEG Multicast/Unicast over IP
Ethernet Network Settings (Ethernet 1) VLAN Enabled

Ethernet 1 IP: 1001154
Netmask: 255.255.248.0

Save Settings | Note: You have unsaved changes to the Input Settings.

Ports 0-49 | Ports 50-99 | Ports 100-149 | Ports 150-199 | Ports 200-249 | Hide Backup

ummmm.m—_“

Multicast | * 225.83.2.1 8000 225.83.2.2 8000 PreMux

9 1 Multicast | * 225.83.1.1 8000 - * 225.83.1.2 8000 Post Mux 1

a2 Unicast 8000 - UDP Test 1 My port 2
@3 | unicast 8001 - UDP Test 2 My port 14
4 Multicast | * 225.83.3.1 8000 - x Pre Mux 2 My port 4
5 Multicast | | * 225.83.4.1 8000 - x Post Mux 2 My port 13
(3 Unicast 8002 - UDP Test 3

7 Multicast  * 225.83.7.1 8000 Al Pre Mux 3

8 Multicast  * 225.83.8.1 8000 Al Post Mux 3

Figui'e 328: Multicast backup settings

When Sentry is monitoring the backup settings for any port, the Use column arrow will be pointing to the right.

[ = = = A T (=

225.83.2.1 8000 225.83.2.2 8000
225.83.3.1 8000 - ||* 225.83.3.2 8000
225.83.4.1 8000 — | * 225.83.4.2 8000
225.83.5.1 8000 — * 225.83.5.2 8000

Figure 329: Monitoring Multicast backup settings

There will also be an indicator on many of the reports indicating that the backup settings are being monitored.

S = N ===
0

Pre Mux 0

o1 Post Mux 1
Pre M2

3 Post QAM 3

Figure 330: Multicast backup report indicator
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A banner will also be displayed on Sentry.

T

id
1 port is currently in failover mode and using the backup configuration settings. Visit the Port Failover History report for details

=]

The Port Failover History report will show details of when the inputs switched from primary to backup or vice
versa.

You can also manually instruct Sentry to monitor the backup settings for any port by clicking on the arrow,
which will switch it to point towards the opposite input settings, and clicking Save.

Upon initial configuration, you might find it beneficial to test all backup settings by clicking on the arrow in the
header row to toggle the backup settings for each enabled port.

If you don’t wish to see the backup fields you can click Hide Backup to hide the columns.
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Multicast Stream Collision Errors (Multiple Sources Detected on Input Ports)

In the event that multiple sources are sending data using the same multicast address and port, the Sentry will
display a banner telling the user that there are multicast collisions on the specified port(s).

If this occurs, disable the specified port, or edit the configuration to specify a specific port.

j’h'ﬂllrlrpll- Howrces Detected on Input Port{s)
Some port(s) are receiving data from multiple sowces,
Mo infig.

Figure 331: Multicast stream collision error type 1

welcome to sentry

Engine Events

Multiple Sources Detected on Input Port(s)

The Port(s} listed below are receiving data from multiple sources.
Please, either remove sources, or use Source Specific Multicast on the MPEG Input Settings Page.

Port #: Name Time Detected
15: Port 15 Today 03:32:58 PM MST

Figure 332: Multicast stream collision error type 2
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Sentry with 2nd MPEG Input Option Installed

Configuring the MPEG Input Settings is slightly different if the Sentry unit has two network interfaces for
MPEG monitoring. This difference allows for monitoring two networks, increased overall throughput and/or
monitoring both primary and redundant transport streams.

Welcome to 134-62-150-136, Msiadmin [ Logout ]

Configure : MPEG Input Settings

August 28, 2017 09:43:16 AM POT

m | Select Unicast or Multicast. For Multicast, enter the multicast graup 1P address and the ports.

MPEG Multicast/Unicast over IP

Configure Ethernet Network Settings (Ethernet 1) VLAN Enabled
Alerts

Static Program Groups Ethernet 1 IP: 10.0.1138

Dynamic Program Groups Netmask: 255.255.248.0

Program Mappings

Port Names
Stream Capture
Schedules

Dashboard Graphs

MPEG Input Settings Input Sattings

Show Backup

Ports 0-49 | Ports 50-99 | Ports 100-124 |

TR101/290 Settings [—

System Preferences

D e N L I . S
System Diagnostics o Multicast | * 225.81.1.1 8000 Port 0

Import/Export Settings —

Users 1 Multicast | * 225.81.2.1 8000 Port 1

System Upgrade 2 Multicast | * 225.81.3.1 8000 Port 2

Fower OFf '3 Multicast | * 225.81.4.1 8000 Port 3

Figure 333: MPEG Input Settings

If the Sentry has the second MPEG input option installed, there will be two copper network interfaces directly
on the box for MPEG monitoring. Therefore, configuration of MPEG inputs has some additional options.

In the Configure MPEG Settings there are two tabs, one for each network interface.

1. Select the interface you want to work with by clicking on the tab.
2. Next, change the IP address and Netmask settings as needed.

3. Select Save Settings when done.
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Sentry with VLAN Support Enabled

Any Sentry may be licensed to monitor MPEG content on VLANS (Virtual Local Area Networks). Contact
Customer Service for more information on enabling this feature.

A system that is licensed for VLAN Monitoring will have a VLAN Enabled checkbox in the upper right
section of the Ethernet MPEG Input Configuration page.

Configure VLAN monitoring option

1. Select the VLAN Enabled checkbox to allow configuration of the VL ANSs that you will be monitoring.

Configure : MPEG Input Settings
August 28, 2017 09:41:39 AM PDT

| Select Unicast or Multicast. For Multicast, enter the multicast group IP address and the ports.

MPEG Multicast/Unicast over IP

Ethernet Network Settings (Ethernet 1) | VLAN Enabled

Ethernet 1 IP: 1001154

Netmask: 255.255.248.0

Save Settings

Ports 0-49 | Ports 50-99 | Ports 100-149 | Ports 150-199 | Ports 200-249 | Show Backup
Input Settings

0 Multicast  * 225.83.2.1 8000 PreMux

270 2211 annn

Figure 334: Sentry with VLAN Enabled support

Dret Ko 1

NOTE: You may elect to not enable VLAN on any Ethernet input, and continue to monitor inputs from a
physical LAN.

Before you attempt to use VLAN Monitoring, please familiarize yourself with the specifics of your
network. Each VLAN requires a network address, gateway and subnet mask to associate with the
VLAN.

In effect, each VLAN is a treated as an independent network interface by the Sentry.
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2. The first time you configure your VLANSs, you will see the following:

Y
| Base Ethernet Configure your VLAN settings. Valid VLAN IDs are between 1 and 4094 x|
1P |128.99.4.72
Netmask: | 255.255.255.0
(?\n.m #1- 7 VLAN #2 ALAN #3 ﬁuﬂ #4- K
10 Active: ID: Active: | 1D: Active: | 10: Acthve:
[ 1p: 1P: 1P
Ketmask Metmask: Netmass: Netmask:
Gateway: reway: Gateway: Gateway:
10t Active:
I
etmask
= y
| V- J
Cancel || save |

Figure 335: Configure VLAN settings

3. Enter the Base Ethernet settings. These are the standard IP and Netmask for the physical Ethernet

input.

4. You will see VLANSs on each Ethernet input, up to your licensed maximum. Define the following for

each available VLAN:
e ID (Valid values are 1-4094. These must be unique within a given Ethernet input)
e [P Address
e Netmask
e Gateway

5. Select Active for each VLAN you’d like to monitor. Using this checkbox, you may also deactivate a

VLAN for system maintenance as needed.
6. Select Save when you have completed your VLAN configuration.
7. You will now see tabs for each of the VLANs on that input.

8. Inactive VLANSs will show up as gray tabs.

RFII 1

Network (! 1| IP: 134.62.150.142) Configure VLANs VLAN Enabled

VLAN-21 VLAN-22 VLAN- VEAN-
IP: 10.0.1.20 Netmask: 255.255.255.248 Gateway: 10.0.1.1

Save Port Settings

[Page - 1|[Page - 2|[Page - 2|[Page - 4] Show Backup Select VLAN ... < Move|
I e .. N .
0 Unicast 2000 Port 0 ~| VLAN-20
1 Multicast  * 225.79.1.1 8000 Port 1 ) VLAN-20
2 Multicast | * 225.79.1.2 8000 Port 2 | VLAN-20

Figure 336: Newly created VLAN tabs
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Assign/Configure Ports on a VLAN

1.

Select the tab for your desired VLAN. This VLAN tab will first list the ports that are already
configured on that VLAN, and then all of the unassigned ports (those that are not configured and
assigned to a given VLAN)).

Select the check box and choose the Mode of the stream to the left of any unassigned port and enter the
Source IP, Group Address, Destination and Port Name (and Description if desired). Unicast ports
do not have Source IP or Group Addresses.

NOTE: Each multicast Source IP, Group Address and Destination Port combination must be unique within

a given VLAN VLAN with regards to other Multicast ports.

If the Source IP uses the * wildcard, then the Group Address / Destination Port combinations must
be unique.

For Unicast, the Destination Port must be unique among Unicast ports.

However, each VLAN can monitor the same multicast Source IP, Group Address and Destination
Port if desired.

3. Select Save Port Settings, to assign those newly configured ports to the VLAN.
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Move a Port between VLANs
1. Select the checkbox in the VLAN ID column of the ports that you would like to move:

MoveToI m— R \

Figure 337: Choose a VLAN ID

2. Select the VLAN you are moving the ports to via the drop down menu.

---Select--- 5 ]

--=Select---
Unassigned

VLAN-1
@ VLAN-1
@ VLAN-1

VLAN-1

Figure 338: Select a VLAN to move selected items to

3. After choosing the destination, select Move To and the ports will be reassigned.
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Reviewing Port/VLAN Assignments and VLAN Status

Select Reports-and then Status to view all of the configured ports, the VLANS to which they are assigned and
the status of each configured VLAN.

“System Status VLAN Status

= , Configured VLAN Status
ngine Status: T LAN 2:VLAN 1

NTP Status: | CONFIGURED | LAN Z:VLAN 3 T
Disk Used: LAN 3:VLAN 1 =
DB Size: |
Device Status
LAN 1 (Web Interface) | uP |
LAN 2 (MPEG over IP) TR
LAN 3 (MPEG over IP) | v |

Data Activity Status
Current total input rate: 70.002 Mbps

Configured Ports Assigned VLANs

Current Bitrate

0 Port 0 LAN 2:VLAN 3 No bitrate data No | Down |

1 Port 1 LAN 2:VLAN 1 10.005 Mbps ubP Yes [ ur |

2 Port 2 LAN 2:VLAN 1 10.005 Mbps uDP Yes o |

6 Port & LAN 2:VLAN 3 10.001 Mbps upp Yes

7 Port 7 LAN 2:VLAN 3 10.001 Mbps uDP Yes

8 Port 8 LAN 2:VLAN 3 10.001 Mbps uDP Yes

9 Port 9 LAN 2:VLAN 1 9.995 Mbps uDP Yes [=u—|

10 Port 10 LAN 2:VLAN 1 9.995 Mbps ubP Yes o |
1000 Port 1000 LAN 3:VLAN 1 No bitrate data No | DOWN |

Figure 339: Reviewing Port/VLAN status

NOTE: VLAN Configurations and Port/VLAN assignments are supported in the CSV Import/Export files.

Port/VLAN assignments are supported via the Sentry API methods.
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Configure System Preferences

The System Preferences page offers options for:
®  Ad Cue PIDs
®  Perceptual Video Quality (eMOS) Settings
®  Default Provider Name Settings
"  Provider Name Parsing
®  Audio Measurement Mode
®  Thumbnail Settings

" QOE Buffer Thresholds: Based on the elementary stream types, choose whether to have underruns or
overruns affect the QOE score, and the threshold (in ms) to count as underrun/overrun.

" Video Freeze Sensitivity Factor: This is a factor between 0.25 and 4. The higher the value, the
smaller motion required to indicate an absence of freeze.

®  MPEG Standard Settings

January 23, 2016 05:51:37 PM PST

—Include Ad Cue PIDs

| ® Include Ad Cue PIDs in the Program Status (e.g. if an Ad Cue PID Is the only offline PID, the Program
Status blocks will be yellow. If not checked, the Program Status would be green).
® Display the discontinuity indicator for Ad Cue PIDs in the Program Status Report.

—Perceptual Video Quality (eMOS) Settings
| The Perceptual Video Quality (eMOS) score is included in the Video QoE results

—Default Provider Name Settings

~|Use Mapping Only (Ignore SDT and XDS)

© Use XDS before SDT.
Use SDT before XDS.

—Provider Name Parsing (does not apply to XDS)

Provider name separated by . , only display provider name to the  |eft of delimiter number 1
v Display parsed name by default.

—Audio Measurement Mode

BS.1770-1/ 3 sec avg
© BS5.1770-1/10 sec avg
BS.1770-3/ 3 sec avg
BS.1770-3/10 sec avg

—Thumbnail Settings

Generate real-time thumbnails
Generate ad cue event thumbnails

Save Settings

Figure 340: System Preferences options
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— QOE Buffer Thresholds

|| ESTypes |  Underrun Threshold (ms) |  Overrun Threshold (ms) |
0 (/]

MPEG2 ¥ 3000

AVC 0 5000

Video HEVC 0 5000
IPEG2000 o 5000

Other Video o 500

MPEG1 0 150

AAC 0 500

. AC3 o 150
Audio EAC3 0 700
SMPTE302 o 500

Other Audio o 500

—Video Freeze Sensitivity Factor Setting

Enter a value between 0.25 and 4. The higher the value, the smaller the motion required to indicate an absence
of freeze: 1

—MPEG Standard Settings
MPEG Standards Setting : @ ATSC | DVB

Save Settings
Figure 341: QOE Buffer Thresholds options

In support of CALM Act compliance, you can select the audio measurement mode from the Configure:
System Preferences section. You can also set the sliding window average to either three or ten seconds.

Additionally, the Program Statistics Report now contains a column to indicate the Audio (Measurement)
Mode. The Audio (Volume) Level graphs include the method of measurement in the legend.
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Configure TekMOS

To select programs for TeKMOS analysis, the TekMOS license must be enabled and the TekMOS settings
must be configured. TekMOS Alerts are setup using the alert configurations.

TekMOS License

Applying the TekMOS enabled license key on Sentry (online or offline activation) enables and displays the
TekMOS (Standard and Premium) feature in the license list as TekMOS_STND or TekMOS_PREM along

with the expiry date and time.
"  TekMOS STND: Enabling this license key will work both on the Standard Chassis and the Premium

Chassis Sentry. This license supports TEKMOS analysis of 15 programs. Selecting more than 15
programs and saving with this license will give a validation error message on the Sentry UL

TekMOS Standard Oct 25, 2019 12:00 AM EDT

"  TekMOS_PREM: Enabling this license key will work on Premium Chassis Sentry. This license
supports TEKMOS analysis of 50 programs. Selecting more than 50 programs and saving with this
license will give a validation error message on the Sentry UL

TekMOS Premium Oct 26, 2019 12:00 AM EDT

Any of the above license variants can be applied on the AWS instances. The TEKMOS programs will be
limited according to the chassis selected.

TekMOS_PREM Il
This option is applicable for the TEKMOS license on a premium chassis
Sentry

TekMOS_STND O

This option is for enabling the TekMOS analysis on the standard chassis
Sentry.

Below are the minimum system requirements for TekMOS
®  Standard Chassis Physical Sentry: The minimum system requirement is 8 cpu core and 16GB RAM
®  AWS Standard Chassis: Instance type is c4.2xlarge with 8 cores and 15GB RAM
®  AWS Premium Chassis: Instance type is c4.8xlarge with 36 cores and 60GB RAM
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TekMOS Settings

Select the MPEG-2 and AVC programs for analysis through the TekMOS Settings menu.

1. Go to Configure and select TekMOS Settings to open the available program list.

Filter the list by Port through the drop down menu or select All to display all available programs.

The programs are added to the Selected programs for TekMOS Analysis list.

2
3. Select programs for analysis and click the Add Selected Programs for TekMOS Analysis button.
4
5

Select the Save Settings button.

Select programs from list:

Port: | All ~

Max Programs : 15

Olport #Port Name [Tsiojpgm  [Name

= o oo T aTTy -
0 Port 0 9 |6 MoraMAX

o Port 0 9 |7 Encore Action

o Port 0 9 8 1_8 NOGGIN

o Port 0 9 9 1_9 NICK GAS

o Port 0 9 10 1_10 VH-1 CLASSICS

1 Port 42 11 DIATV-HD (PPRY =

Add Selected Programs for TekMOS Analysis

Selected programs for TekMOS Analysis:

|Purt ﬂPort MName \TSID \Pgm \Name
» 0 Port 0 9 1 HBO
» 0 Port 0 9 2 HBOZ2
¥ o Port 0 9 2 Cinemax
¥ |0 Port 0 9 4 HBO Signature
¥ o Port 0 9 5 HBO Family
¥ o Port 0 9 6 MoreMAX

Save Settings

Figure 342: TekMOS Settings page

Note: The TekMOS STND license allows for a max of 15 programs (MPEG-2 and AVC) saved for TekMOS
analysis. Selection of more programs triggers an error message when Save Settings is clicked.

The TekMOS PREM license allows for a max of 50 programs (MPEG-2 and AVC) saved for TekMOS
analysis. Selection of more programs triggers an error message when Save Settings is clicked.

T=ToTrgTTT TrvETTT
Y T T T

[rsiolpgm  [name

TekMOS Settings

Configure Sent

Error saving TekMOS Settings

! The number of saved programs cannot exceed 15.

0K

N

Configure Sentry TekMOS Settings

Error saving TekMOS Settings

The number of saved programs cannot exceed 50.

OK
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TekMOS Program Alert

Configure alerts for the programs selected for TekMOS analysis.
1. Go to Configure and select Alert.
2. Go to the Program Alerts and select TekMOS.
3. Use the Creating Program Alerts Ul to create an alert. See Configure Alerts for more information.

Creating Program Alerts
@ ® select alert type: [TekMos v]

Out of a possible score of 5, generate an alert when the TekMOS score for any program goes | below V| |4.DD | on |the primary video FID ~

@® Whenever these conditions are reached (or)

O only if these conditions are sustained for l:l

@® Each time the condition occurs (or)

O only after l:l condition(s) occur in l:l

o Select TekMOS programs:

O|port #Port Name [TsiDjpgm  |Name

s Port 6 9 1 HEO

Oes Port 6 g 2 HBO?2

Ols Port & g 3 Cinemax

Oes Port 6 T 4 HBO Signature
Ols Port 6 a 5 HBO Family
e Port 6 3 6 MoreMAX

Add Checked Programs to Selection Ignore TSID

L S

Figure 343: TekMOS Program Alert

Note: Only the TekMOS programs selected in the TekMOS Settings can be configured for the TEKMOS
program alert. The TekMOS alert cannot be configured using Program groups.
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TekMOS PID Alert
Configure alerts for the Video PID of programs selected for TekMOS analysis.

1. Go to Configure and select Alert.
2. Go to the PID Alerts and select TekMOS.
3. Use the Creating Program Alerts Ul to create an alert. See Configure Alerts for more information.

Creating PID Alerts
o ® select alert type: : TekMOS V|

Out of a possible score of 5, generate an alert when the TekMOS score for any PID goes

Whenever these conditions are reached (or)

Only if these conditions are sustained forl | |sec0nd(s] v|

Each time the condition occurs (or)
Only after I:I condition(s) occur in | | | minute(s) v|

CO® O®

o Select PIDs: |individually -

Olport #Port Name [P0 |PID Type

Oo Port 0 0  |Table PID

o Port 0 17 Table PID

o Port 0 20 |Table PID

Oo Port 0 41 |Table PID

o Port 0 60 |MPEG-2 Video
1o Port 0 61 Dolby AC3 Audio

Select Port: [ 0: Port 0 v] e:[ | [AddPD

Figure 344: TekMOS PID Alert

Note: Only the TekMOS programs selected in the TekMOS Settings can be configured for the TekMOS PID
alert.
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Configure TR101/290 Settings

The Configure TR101/290 Settings page allows you to:

®  Modify the thresholds for TR101/290 tests
® Disable any desired TR101/290 test

Configure : TR101 290 Violation Thresholds

January 16, 2016 03:28:15 PM PST

Configure TR101/290 Settings

Disable All _Save Settings | _Restore Default Settings |

1.1 TS Sync status: Number of consecutive corrupted sync bytes is more than 2
1.2 TS Sync Byte Error: Number of sync byte errors is more than 1

1.3 PAT Error: Pid 0 is scrambled

1.3 PAT Error: Section with table_id other than 0x00 found on PID Ox0

1.3 PAT Error: No PAT section found on pid O for more than so0 ms u
1.4 Continuity Count Error: Continuity count error

1.5 PMT Error: PMT pid is scrambled

1.5 PMT Error: No section with table Id 0x02 found on PMT pids for more than 500 ms H
1.6 PID Error: Pid error for more than 1 seconds) [

2.1 Transport Error: Number of transport errors is more than 1

2.2 CRC Error: CRC Error in PMT table

2.2 CRC Error: CRC Error in TOT/TDT table

2.2 CRC Error: CRC Error in BAT/SDT table

2.2 CRC Error: CRC Error in EIT table

2.2 CRC Error: CRC Error in NIT table

2.2 CRC Error: CRC Error in CAT table

2.2 CRC Error: CRC Error in PAT table

2.3 PCR Error: PCR discontinuity indicator error for more than 100 ms H

2.3 PCR Error: Time interval between two consecutive PCR values more than 40 ms a
2.4 PCR Accuracy Error: PCR accuracy is below -500 ns B

2.4 PCR Accuracy Error: PCR accuracy is above 500 ns E

2.5 PTS Error: PTS repetition period more than 700

2.5 PTS Error: PTS repetition period more than 700

2.6 CAT Error: Scrambled data exists but no CAT was found on pid 1

2.6 CAT Error: Pid 1 has table ID other than 0x01(CAT)

3.1 NIT Error: Interval between sections with the same section number with table_id = Ox41 on PID 0x0010 longer than a specified value 10 secondis) E

1

Figure 345: TR101/290 Settings page
To update any of the settings, make the changes on the page and click Save Settings.

Click Restore Default Settings to refresh the screen with all of the factory default settings. You’ll then need to
click Save Settings to save the default settings.

All settings that are not using the default value will be denoted by an *.

1.1 TS Sync status: Mumber of consecutive corrupted sync bytes is more than 3 *
Hover over the * to see the factory default setting.

Sentry will stop performing any of the disabled tests. Additionally, if all of the tests for a given priority are
disabled, that priority will no longer appear on the TR101/290 Status report.

Note: Sentry is not designed for frequent disabling and re-enabling of a given priority. It is designed to
permanently turn off tests that are of no value to you. Consequently, if a priority is disabled and then re-
enabled, the TR101/290 Status report will show green blocks for the disabled period.
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Configure System Settings

There are six categories of system settings: Network, Time, Locale, Maintenance Mode, SSL and System
Alerts.

1. Select System Settings from the Configure main-menu.

2. Click on the Network tab to view the network system settings.

Welcome to Pre-Mux Sentry, Administrator [ Logout ]

Configure: System Settings

Settings last updated 05/22/ 05:04:01 PM PDT.
m [ ) Time Locale Maintenance
Enter the fully qualified domain name that has been Email Setup

assigned to the Sentry in the Hostname field. Sentry will attempt to deliver alert emails directly to the recipient's mail server. If

Configure your site requires that cutgaing email ba sant through an email gateway, than enter
Alarts Hostname: the gateway info below. If your gateway requires authentication, enter the
approriate gateway name/password, othervise leave it blank.

Static Program Groups

Dynamic Program Groups Enter a unit name for the Sentry. This name appears on Gateway: (e.g. mail. mysite.com)
Program Mappings every page and can be used as a means of ) _ :

identification for the machine. Port: (default 25)
Port Names !
BFS Sattings Unit Name:  Pre-Mux Sentry Username: (Leave blank if none)
Stream Capture TEEFITTIE
Schedules Ethernet Network Settings
Dashboard Graphs -

E SNMP Trap Settings
MPEG Input Settings RIS ) p 9 .
Systemn Preferences MNetmask: Primary trap Third trap
System Setting host: host: -
. X Gateway:
System Diagnastics
Port: Port:

Import/Export Settings

e Domain Name System (DNS) servers (default 162) (default 162)
E Community " Community "
System Upgrade public public
name: name:
Power Off
Secondary Fourth trap
trap host: * host: *
Port: ; Port: .
(default 162) (default 162)
Community public Community public
name: name:
S S 50 |(1-50) * = Optional
per trap:

SNMP System Settings
Enable: O

*

Location:
=

Administrator:

Community name: Seniryro

Download MIB: sentry-mib.mib

Save Seitings I (will take a few seconds)
Figure 346: Configure System Settings: Network tab

ight & 2004-2014 T=ktronic
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Network settings

The Network page allows you to specify Sentry’s full name and configure the LAN2 Ethernet connection, the
management connection that enables Sentry’s web interface. TCP/IP and the internet require that every host,
i.e., computer, be uniquely identified by both name and address.

Changing this information may affect your ability to access Sentry or receive alerts.

Click on the Network or Time tab to refresh the page.

Hostname
This is Sentry’s full name, specifically its fully qualified domain name (FQDN).

Ethernet Network Settings

1. Enter the IP address that has been assigned by the network administrator to Sentry’s LAN2
network interface, and enter the Netmask and Gateway IP addresses that apply to your
network.

2. Your network administrator should be able to advise you on the values that are correct for your
network.

Email Setup

Sentry will attempt to deliver alert notification emails directly to the recipient's mail server. If your site
requires that all outgoing email be sent through an email gateway, then enter the fully qualified domain
name (or [P address) of the gateway in the Gateway field.

1. Enter the port number that the email server is listening on in the Port field.

2. If your gateway requires authentication, enter the appropriate name/password; otherwise leave
it blank.

Domain Name System (DNS) Servers

Sentry uses DNS to translate domain names into IP addresses (and vice versa) while sending alert
emails, among other things. Specify the fully qualified domain name or IP address of at least one DNS
server.

SNMP Settings
SNMP (Simple Network Management Protocol) provides the ability to send traps, or notifications
when one or more conditions have been met. Sentry supports up to four destinations for SNMP traps.

To set the SNMP Trap
In the Primary trap host IP field, enter the IP address of the SNMP manager that will receive the trap.
There is a limit of between 1 and 50 alerts per trap.
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Set the Time

1. Seclect the Time tab to view the time system settings.

Network ( ) Locale Maintenance S5L

Network Time Protocol (NTP) Setup Manual Time Setup

This optien should enly be used if an NTP server is not available on the network. Manual ¥ setting the
system's clock is discouraged.

NTP ensures that Sentry's internal clock is automatically synchronized. The use of NTP
is strongly recommended.

nable nable Manual Time Inpu

. Enable NTP Enable M I Ti I t
NTP Server 1: 100.1.3 05/18/2017 T
NTP Server 2: 10.0.1.1 P ()

Note: Manually changing the system time will briefly interrupt data collection,

Time Zone Setup

Changing the time zone takes effect immediately.

Time zone currently set to: US/Pacific

Select New Time Zone: US/Pacific ﬂ

Time Format Settings

Changing the time format takes effect immediately

Time format currently set to: AM/PM

Select Time Format: 24 Hour @ AM/PM

Save Date and Time Setlingsl

Figure 347: Time tab

The time page allows you to enter the IP addresses for the NTP server(s) and to manually set the Time and
Time Zone if an installation does not have NTP servers.

®  Network Time Protocol (NTP) Setup
Sentry synchronizes its internal clock with external time servers to insure a high degree of accuracy.
Specify the fully qualified domain name or IP address of at least one NTP server.

®  Manual Time Setup
For installations that do not have NTP servers, the time page provides the capability to set the Time
and Time Zone. Entering a manual time sets the system clock to that time.

® Time Format Settings
Choose whether times are displayed on a 24-hour basis or a 12-hour basis, with AM/PM.
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Set the Locale

The Locale determines what character set will be used in the text of Sentry. For example: Western or

Chinese Traditional.

Metwark Tirne ||' .'I

E

Locale Setup

Chan has lsea s bakag affs. P (T T
— Kes afiad madiately.

Charzset currently set to: Western (IS0-£859-1) (iso-2859-1)

Select Mew Charset: |‘Western [150-3853-1] [iz0-3853-1]

Sawve Locale Settings |

Figure 348: Locale tab
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Maintenance Mode

The Maintenance tab allows you to schedule times where the Sentry will not send any email or SNMP
notifications. Storage of alerts for Alert History and Alert Analysis reporting will be retained during these
periods, but no notifications will be sent.

Metwork Time Locale f 'II

Maintenance Mode @ Inactive
— Description

Regular Scheduled Maintenance

— # Until
[7/31714 e
Time:

)

0z w11 sl 2s 5]l em 3] apply
| 1hr -:]

[ Save Maintenance Settingi‘ Clear Maintenance Settings

Figure 349: Setting Maintenance Mode options

1. Enter a Description of the mode you are setting. This is an optional step and will show up in the
banner on the bottom right section of all pages when the Sentry is in Maintenance Mode.

Hide
Currently under Maintenance Mode (Regular Scheduled Maintenance). Started: 06/25/2014 04:23:16 PM, Until: 06/25/2014 04:29:58 PM

Figure 350: Maintenance Mode banner

2. FEither choose a maintenance mode stop date and time length —or— select a time length for the
maintenance period (from 5 minutes up to 7 days).
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SSL Settings

SSL (Secure Sockets Layer) ensures that all data passed between the Sentry web application and browsers is
encrypted and secure. The SSL tab allows you to configure your Sentry to be SSL enabled.

Network Time Locale Maintenance

SSL Setup

All units in 2 Sentry cluster (Sentry, Medius, Consul) must have the same SSL configuration for communication between all units to work. Changing the SSL setting will break communication with the Medius.
After changing the setting, access the Medius directly to update its SSL settings. All S5L communication will occur an port 443. So, if you wish to enable SSL, ensure that this port is not blocked.

Updating the SSL mode will require a system reboot for the changes to take effect.

O Enable Disable

Save SSL Settings

Figure 351: SSL Settings

All units in a Sentry cluster (Sentry, Medius, Consul) must have the same SSL configuration for
communication between all units to work. Changing the SSL setting will break communication with all other
units until their settings are changed as well. After changing the setting, access all other units directly to update
their SSL settings. All SSL communication will occur on port 443. If you wish to enable SSL, ensure that this
port is not blocked.

Communication between the Medius and its Sentrys can be checked by visiting the Medius Program Alert
Dashboard. Similarly, communication between Consul and its Medius units can be checked by visiting the

Consul Program Alert Dashboard/By Medius tab.

To change the setting, choose Enable or Disable and click Save SSL Settings.

Saving the 550 setting will require a system reboot for the changes to
take effect. Do you want to continue?

Cancel OK

Changing the SSL settings requires a system reboot. You will be prompted, and must choose OK to
continue, or Cancel to cancel the changes without rebooting.
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Sentry uses a self-signed certificate. Although all data between the web applications and the browser are secure
and encrypted, the certificates are not verified by a trusted certificate authority. Signed certificates are domain-
name based and generally serve the purpose of ensuring a consumer can trust a public web site. These concerns
do not apply to employees using an application in a corporate intranet. However, your browser will generally
warn you the first time you access each unit. The warning depends on the browser you are using, but contain a
warning like:

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
zend to the server,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

B Continue to this website (not recommended),

= More information

Rest assured that the data transmitted to and from your browser is secure and encrypted.
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System Alerts

Sentry is regularly monitoring itself for various system errors. If such an error occurs you can be notified via
email, snmp traps and banners that show on the Sentry user interface.

Metwork Time Locale Maintenance SSL [i ] ]
[ J)

System Error Alert Notification Configuration

—Major

@ Send email ~1Send SNMP Trap

D Always (Or)

1At most email(s) in heuris) a
—Minor

I Send email _|Send SNMP Trap

D Always (Or)

At most email(s) in hour(s)

Select email recipients

Select Usarsl

Save Settings

Figure 352: Setting System Alerts

Sentry User Manual 289
January 2019



Sentry User Manual

Your notification options can vary by a Sentry-determined severity level for each error. You can choose to be
notified by email and/or snmp trap. If you would like to limit the number of email messages you receive you
can define your limits.

To define the email recipients, click “Select Users”.

You can send emails to Sentry users, by clicking on the username in the top section, or add other email
recipients (that are not Sentry users), by entering them in the “Other email address” section. Click + to add
another non-Sentry email recipient.

Select Sentry users or enter other email addresses

_|Administrator @ janeuser

@ joeuser

henryuser@company.com X

m:oeptl Cancel |

Figure 353: Select Sentry users

Click Accept to continue.

Metwork Time Locale Maintenance S5L i ]

System Error Alert Notification Configuration

—Major

) Send email ~|Send SNMP Trap

O Always (Or)

AL most email(s) in houris)
—Minor

£ Send email ~1Send SNMP Trap

O Always (Or)

At most email(s) in hour(s)

Select email recipients

Select Users| janeuser@companyx.com
joeuser@companyx.com
henryuser@company.com

Save Settings

Figure 354: Save settings

Click Save Settings when you are done configuring your System Alerts settings.
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System Diagnostics

System Diagnostics allows you to perform basic tests for connectivity and communications between Sentry
and other devices.

Email Diagnostics

e Sent: Send a test email
e View Email Log: View the email servers log file

e Clear Email Queue: Delete unsent emails on the email queue

Welcome to Pre-Mux Sentry, Administrator [ Logout ]

Configure

m Network Connectivity | System Communication = SNMP Trap

Email Diagnostics

Select.. v View the gmail log:
Configure View Email log |
Alerts
Static Program Groups Send Test Email: Delete pending emails:
Dynamic Program Groups —
Program Mappings Send | Clear Email Queue |
Port Names

BFS Settings

Stream Capture
Schedules
Dashboard Graphs
MPEG Input Settings

System Preferences

System Settings
Erserm Disnossc]
Import/Export Settings
Users

System Upgrade
Power Off

Figure 355: Email Diagnostics tab

Network connectivity

e Ping Server: ICMP ping to validate connectivity

e Traceroute: Preform a path trace to host

e Check Web Response: Performs WGET to the host specified on TCP port 80
e DNS Verification: Checks to see if DNS servers are reachable and working
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Email Diagnostics

System Communication

SNMP Trap

— Network Connectivity

Enter IP address or Host name:

Ping Server

Ping Traceroute

Tracemoute |

Verify web server response

Check Web Response I

DNS Verification Type: a v
DNS Verification |

Figure 356: Network Connectivity tab

System Communication

Validates that the communication between Sentry and Medius is working.

Email Diagnostics Network Connectivityﬁ

System Communication

Sentry -> Medius |

Verify that the communication between the two systems are working

SNMP Trap

Figure 357: System Communications tab

SNMP Trap

Sends a test SNMP trap to verify the SNMP host on the System Settings page.

Email Diagnostics Network Connectivity

System Communication

SNMP Trap

"public" | Test |

Verify that the SNMP traps are working based on the current settings on the System Settings page.

Figure 358: SNMP Trap tab
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Health Check

The Health Check tab allows you to generate a system health check file to provide to Tektronix VNM
Technical Support on request.

AT
Email Diagnostics Network Connectivity System Communication SNMP Trap |

— Health Check

The health check report will take a few minutes to generate. You can

Aun Health Check Now | :
download the report when it's complete.

Download Health Check Report | Last Successful Execution On: Sep 12, 2016 7:41 AM PDT

The health check report is an encrypted file that you can provide to Tektronix VNM Technical Support and Service
for analysis.

Figure 359: Health Check

This takes several minutes to generate, so click Run Health Check Now, which will change the Last Successful
Execution time to “In Progress”. When this is done you can download the file to send to Tektronix VNM
Technical Support. This is an encrypted file, so your system information is secure.
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Configure Import/Export Settings

The Import/Export Settings function allows you to backup the configuration of the unit for safe keeping or to
mirror a configuration to another unit. This allows you to set up multiple units with the same configuration
without having to repeat the set up steps over and over again.

The Export and Import tabs allow you select whether you are importing your settings from one Sentry to
another, or exporting the settings from one unit to another Sentry.

Tektronix

Welcome to 134-62-150-102, Msiadmin [ Logout ]

September 26, 2016 04:09:51 PM POT

Configure ( )" Import

Status Export Settings (XML)

| The selected iterns will be exported to a settings file. The settings in this file may be merged with other Sentrys.

Configure Users
Alerts @ Custom Provider Icons

Static Program Groups @ Program-Provider Mappings
Dynamic Program Groups

Program Mappings
Port Names

BFS Settings
Stream Capture
Schedules
Dashbeard Graphs
MPEG Input Settings Begin Export (XML) |
TR101/290 Settings

System Preferences

Comments:

System Settings

System Diagnostics Export Settings (CSV)
[Import/Export Settings]
Users The Sentry's current port names, provider mappings, input settings, BFS settings, and program groups will be

System Upgrade exported to an editable CSV file. This CSV file may be used to overwrite these settings on ancther Sentry.

Power Off

Begin Export ([CSV) |

Figure 360: Import/Export Settings overview
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®  Export Tab
You may choose to export in one of two ways: in XML or CSV. There are various reasons to choose
each.

® XML pros
e Allows for more control in set up by users.

e Allows for the use of custom made provider icons.

® XML cons
e Very hard for user to edit the settings within the file.

e XML is recommended for backup and restore only. Not recommended for changing settings and
re-importing.

= CSV pros
e Very easy to edit using a spread sheet application such as Excel

e Allows you to easily push your configuration on to a new device. You can edit the file as needed
and then import it to another device.

o Allows for quick set up of multiple units.

= CSV cons
e Cannot add users

e Cannot add custom provider icons
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Export tab options
1. From the main menu, select Configure and then Import/Export Settings.
2. Select either the CVS or XML format
3. Select the desired fields for the export.
4. Add comments to the Comment field if desired.

NOTE: You cannot select fields when choosing CSV export.

Import

Export Settings (XML)

|Thr: selected itermns will be exported to a settings file. The settings in this fike may be merged with other Sentrys.

Users
Custom Provider Icons
Program-Provider Mappings

Comments:

Begin Export (XML) |

Export Settings (CSV)

The Sentry's current port names, provider mappings, input settings, BFS settings, and pregram groups will be
exported to an editable CSV file. This CSV file may be used to overwrite these settings on another Sentry.

Begin Export (CSV) |

Figure 361: Export/ Import tabs

5. Select the Begin Export button.
6. The Export will begin automatically.
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.

Import

* Export in Progress

—

e

Figure 362: Export in progress

7. You will then receive the Export Complete notice.

system to download the configuration file.

You will automatically be prompted by your

Import

Export Complete

does not begin automatically.

Return to Current Status |

Figure 363: Export Complete

The settings file is now available. Your download will start momentarily. Click here if it

8. Select Save File and note the location for later retrieval.

-,

0 pening sentry_settings_20100526

¥ou have chosen to open

[ sentry_settings_20100526
which is a:
from: http:ff

‘ithat should Firefox do with this File?

O e

{#): Save File

I K l [ Cancel

Figure 364: Saving the Export settings

9. When complete, select the Return to Current Status button from the Export Complete page.
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Import tab options
1. Select the Import tab.

Welcome to Senkry I1-11 -Acguisition, Administrator | Logout |
Configure: Import/Export Setlings

Upload Settings File

Select a settings file: | Erovwze...
Upload C5V Settings File

Select a CSV file! | Erowze...
Upload File

Figure 365: Import options

Upload the imported settings
Browse for file location for either the XML settings (top) or the CSV file (bottom).
Complete the validation check on file

You will either receive an Error report or get confirmation that the file transferred correctly.

AR R

If the upload was correct, select OK to run it.
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Configure Users

Sentry supports any number of users. Users are defined by two categories of privileges: Administrator and
Regular User.

An Administrator can make configuration changes while a Regular User cannot. An Administrator must
therefore create all user accounts.

API Access

Sentry supports a non-interactive automation interface for determining device status, downloading
measurement data and upgrading various system settings.

NOTE: Ifyou have API access, current API documentation can be obtained by selecting Help next to the
API Access header. (See figure below.)

This requires a different username/password than the Sentry/Medius login information and must
be entered when enabling API access for a user.

Add a User
1. To add a new user, click Add New User.

Welcome to Pre-Mux Sentry, Administrator [ Logout ]
Configure: Manage Users / API Help
- . Show API Acce:
Privileges |Last Login -
mm Thumbnails | @ Help
oot | Feb 17,
A Abdul Jaleel Administrator 3:03 MNo [ Delete 1
AM
May 28,
Configure Administrator Administrator 10:35 No
Alerts
AM
Static Program Groups
Dynamic Program Groups Mar 20,
Program Mappings guest Regular User 2:28 No [ Delete ]
Port Names AM
BFS Sett i
=snas H Hgﬂrlque Administrator Never Mo [ Delete ]
Stream Capture Viana
Schedules Aug 21
Dashboard Graphs Tel Andrey Regular User 2:58 No [ Delete ]
MPEG Input Settings Medvedewv AM
System Preferences
System Settings VGTRK Main Feb 25,
) v Regular User 12:58 No [ Delete 1
System Diagnostics office AM
Import/Export Settings
User:
System Upgrade
Powar Off Add New User [l Update Seitings |
Figure 366: Manage Users Page
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2. Enter the new user’s information.

3. Any information that is highlighted in red is required.

Welcome to Pre-Mux Sentry, Administrator [ Logout ]

Static Program Groups
Dynamic Program Groups
Program Mappings
Port Names

BFS Settings

Stream Capture
Schedules

Dashboard Graphs
MPEG Input Settings
System Preferences
System Settings
System Diagnostics
Import/Export Settings

*Username: Edministralur

*Password: |

*Confirm Password:

*Email: ‘ |

First Name:

Last Name: ‘

Address: ‘

City: | |
State: - Select state - v

System Upgrade
Power Off

Add I.IserI

“The red fields are required, everything else is optional.

Primary Phone:

(b ]
Secondary Phone: { l:l ) l:l

Location: |

Administrator? Mo

API Access

Confirm API Password: I:l

v

Figure 367: Add User Page

>

CAUTION: All Administrator passwords must be kept in a secure location.

If you forget your Administrator password, contact Tektronix Customer Support.
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Delete a User

To delete a user select Delete located to the right of a user. You will be presented with a confirmation dialog
and, if confirmed, Sentry will remove the user from the system. Once users are deleted, there is no recovery.
The only “recovery” is to re-create the user.

Show
m Fu" Name PrIUIIEgES tast Lugln Thun1hnal|5 -
Sep 11,
Adrninistrator Adrministratar 1:40 AM
Apr 12,
a Fegular Uszer 4i14 aM [ Delete ]
at Adrinistrator Mar 7. [ Delete ]
952 PM
May 13,
=] Fegular Uszer 2.50 PM [ Delete ]

Figure 368: Delete a User

Welcome to Sentry 11-1X -Acquisition, Admipistrator [ Logout |

Configure: Manage Users

Are wou certain you want to delete this user?
Rapurr.ﬂ.

[ Ma, ao back. ] [ Y'es, delete thiz user. ]

Figure 369: Delete User Confirmation Page
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Modify a User

To modify a user, select the Username link.

Show
Username |l-ull Name Privileges |Last Login
”ﬁ_ J g Thumbnails
Sep 11,
Administrator Adrninistrator 1:40 AM
Apr 12,
a Regular User 4114 AM [ Celete ]
at Adrninistrator Mar 7. [ Celete ]
- 952 PM —_—
May 13
! W
\ b Regular User 2:50 PM [ Celete ]

e

Figure 370: Select a Username

This action displays the Update User page to allow you to change the user information.

Once you make changes, click Update User to save the changes.

Welcome to Pre-Mux Sentry, Administrator [ Logout ]
Configure: Update User
*Username: Edmlmstrator Primary Phone: ( l:l ) I:I
About Password: [sesses Secondary Phone: ( I:l )] l:l
Confirm Password: l:l Location: ‘ |
. *Email: ‘semryadm\n@mixedsigﬂals.:om |
Configure Administrator? Yes
Alerts
Static Program Groups .
Cynamic Program Groups First Name: ‘ API Access
Frogram Mappings .
BFS Settings
Confirm API Password: l:l
Stream Capturs Address: 222 N. Sepuiveda Blvd #1750
Schedules
Dashboard Graphs City: ‘LDS Angeles |
MPEG Input Settings
Systemn Settings
Systemn Diagnostics Zip Code: 90245
ings
c

Update User
Power Off

“The red fields are required, everything else is optional.

Figure 371: Update User
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Configure System Upgrades

Remote Upgrade allows supported users to remotely upgrade their Sentry’s to the latest software releases. The
upgrade can be performed by anyone with administrator access.

If your support contract is current, you can perform a Sentry system upgrade. To get started, you must first
obtain an upgrade package from Tektronix. Please call your Tektronix Service Representative for more details.

If your Sentry unit is registered to a Medius:
You will need to upgrade your Sentry, and all other Sentrys registered to that Medius through the Medius
System Upgrade pages. (See the Medius User Manual for more information).

WARNING: During a Sentry system upgrade, all monitoring will be suspended and users will
not be able to access the Sentry pages. Choose your upgrade time accordingly.

Upgrade Procedure

1. For stand-alone Sentrys, you can begin your upgrade by choosing the Configure- and then System
Upgrade from the menu option.

| Configure
Reports

ﬁiii
g
]
3

| Status [ pragram Mappings

i
E

g
:
{

i
I

i
é

|

Figure 372: System Upgrade

2. The resulting page allows the user to either Upgrade or see a History of past upgrades.

3. Upgrading the Sentry is a two step process.
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Histary

o @) Please select a Sentry upgrade package to upload,
Upload an upgrade ackage:| Browse.., [
|| Upload Package | i

o Upgrade Sentry

Mo upgrade package found. Upload a Sentry upgrade package first,

Figure 373: System Upgrade welcome screen

4. Section o : If you have received a valid Sentry upgrade package from Tektronix, navigate to this
file by clicking the Browse button and selecting your upgrade package file from its current location.

5. Next, click Upload Package to upload the upgrade package file to Sentry.

6. Sentry will perform an automatic check to make sure this is a valid upgrade for the system. Once it
has been validated, the following screen will appear:

History

v The package sentry-update-2007-002(2007-001) was successfully uploaded. This Sentry can be upgraded now.
Upload a different Sentry upgrade package

© | Upgrade Sentry

From: 3.1 (2007-001)

To: 3.1.1 (2007-002)
Filename: sentiy-update-E007-008(E007-801)

Upgrade Sentry |

Figure 374: Upgrade Sentry button

7. Section e : Upon returning to the System Upgrade screen, you should see another i‘*’next to

Section o .

8. Section o will show the upgrade information and an arrow leading from the old version to the new
version. Select Upgrade Sentry to continue.
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9. The next screen will warn you that during a Sentry system upgrade, all monitoring will be suspended
and users will not be able to access the Sentry pages. If you wish to continue with the upgrade, click
Yes, Upgrade Sentry.

Dwring the upgracde, monitoring will be stopped and the Sentry will not be available.
After the upgrade is done, monitoring will be automatically resumed.

Are you certain you want to upgrade the system?

No, go back. | | Yes. Upgrade Sentry.

Figure 375: Upgrade confirmation

10. You will then be routed to the Upgrade Status page. From here, you will be able to monitor the

progress of the Upgrade. A ¥ will appear next to each completed step. The number of steps varies
from upgrade to upgrade.

Upgrade Manager: Upgrade Status

Werifying system settings...
Done.

4 i’Syshmnlﬁqyaﬂe
Upgrading necessary components. ..
Upgrading Sentry web pages...
Upgrading Sentry database...
Current version: 3.1 (updated on: =04-02 13:27:10-07)
Upgrade version: 3.1.1
Starting upgrade on Wed Apr 2 13:29:43 hio
Upgrade to version 3.1.1 complete on Wed Apr 2 13:29:43
Done.

W ¥ Validation

Walidating system configuration...
Dene.

Upgrade successfully completed.

Return to Sentry

Figure 376: Successful Upgrade

11. The system will begin upgrading and will display the status. If the system upgrades successfully, all
system monitoring will resume automatically and users will be able to access the Sentry pages.

12. Click Return to Sentry to return to the main Sentry pages.
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Upgrade Errors

If any type of error occurs during the upgrade or the pre-verification steps of the upgrade, you will see the
following:

Upgrade Manager: Upgrade Status

L)

Verifying system settings...
ERROR: There are database schema variances prior to the upgrade.
Aborting upgrade.

There was an emor upgrading Sentry.

Please download the upgrade [og fle and send it to Mixed Signals Inc. at support@mixedsignals.cam. This will enable Mixed Signals to provide you with & patch file to resolve the probilem

Download Log

You can restare the system to the previous state and continue using it now. To upgrade [ater, you will need an appropriate patch file from Mixed Signals.

Restore System

Upload Paich File: Browse... I
Upload

b

Figure 377: Upgrade Errors

You will need to contact a Tektronix Support representative to troubleshoot and resolve the issue.

In order to help your support representative to resolve the problem, you will need to download the upgrade log
and provide it to Tektronix. This log file is an encrypted file with detailed information that is critical to
Tektronix to being able to diagnose your problem.

1. Click Download Log to save the upgrade log file.

There are two types of errors you might encounter:

Recoverable error

This is generally an error that happens in the pre-verification step. Such errors are recoverable, in that you can
roll back the upgrade and return to the pre-upgrade state. If the error is Recoverable, you can click the Restore
System button.

For such an error, providing the upgrade log to your Tektronix representative is still crucial, because Tektronix
will still need to provide you with a patch in order for you to complete your upgrade.

Error Requiring a Patch

If the error is not a recoverable error, it will require a patch from Tektronix to resolve. At this point, you must
provide your Tektronix support representative with the upgrade log file. After diagnosing the problem,
Tektronix will provide you with an upgrade patch file.
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Uploading the Error Patch File
1. To upload the patch file click Browse and select the file.
2. Next, click Upload.

3. If'this is a valid patch for this Sentry at this time, you can click Apply Patch to apply the patch and
resume the upgrade.

NOTE: Ifyou didn’t download the upgrade log from this page, you can do so later by clicking the
History tab on the System Upgrade page.

Upgrade History
The History tab on the System Upgrade page will display a history of all system upgrades performed.

Welcome to Sentry II-11 -Acquisition, Administrator [ Lagout ]

Configure: Upgrade Histo

Upgrade r-_-‘]

Package ¥ersion (DB ver.) Upgrade Date &

2012-056 (7,.1.4) os/31/ 11:41:2% AM PDT

2012-055 (7.1.3) 0g/30/ 02:31:50 PM PDT
Configure 2012-054 (7.1.2] 07/ 25/ 10:35:5% AM PDT
Meris 2012-053 (7.1.2) 077247 07:14:08 PM PDT

201z2-052 (7,1.1) o7f1s} 02:131:22 PM PDT

2012-051 (7.1.1) o7/08/ .12:17:10 PM PDT

2012-050 (7.1) oFfosf 04:15:03 PM PDT

Z01Z2-043 (7.0.17) a7/asf 01:22:20 PM PD

Figure 378: Upgrade History tab

Additionally, if there are any errors with the current upgrade, you can access the upgrade log from this page.
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Configure Power Off and Restart Capability

Sentry allows users to do a remote Reset or Power Off of any unit.

A Restart or Power Off may make it difficult to troubleshoot the cause of any issues later on as log
information has the potential to be permanently lost.

WARNING: When moving a Sentry, it is very important to properly power off the Sentry via the
web interface.

Never unplug a Sentry without performing the Power Off procedure. Improper
shutdown may cause file corruption and failure of the Sentry.

Accessing Remote Restart and Power Off

Start at the main menu and select Configure and then Power Off.

Power Off a unit:
1. Select Power Off.

2. Select Submit. The next screen will show a conformation.

Welrome to Sentrp 11-17 -Acguisition, Administrator [ Logaut |

Configure: Power OfF

|Waming: Clicking subrnit will restar/power off the entire syster.
Eram ...
@Power Off

Figure 379: Powering off a unit remotely

3. Select No if you wish to cancel the action or Yes if you wish to continue with the power off.

Welcome to Sentry 11-11 -Acquisition, Admipistrator [ Logout ]

Configure: Power OFF

Canfigure |T" S will phiysically poweer off the System. |

Are pou certain you want to power off the sustem?

[ Mo, go back. ] [ Ve, power off the systam. ]

Figure 380: Powering off confirmation
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Restart a unit

In the unlikely event that the Sentry is not behaving as expected, as last resort, you may attempt a Restart.

1. Select Restart.

2. Select Submit. The next screen will show a conformation.

Welcome to Sentry 13-11 -Acguisition, Administrator [ Logout ]

Configure: Power OFF

Configura
Reports |Warning: Clicking submit will restarypower off the entire spstem.

lE}'Flestar‘t
'C}Pu:-we off

Submit

Figure 381: Restarting a unit remotely

3. Select No if you wish to cancel the action or Yes if you wish to continue with the restart.

Welcome ¥o Sentry 11-171 -Acguisition, Administrator [ Logout ]

Configure: Power OFF

Configura

Reports

Are you certain you want to restart the systemn?

[ Mo, go back. ] [ ez, restart the spstem.

Figure 382: Confirmation of Restart
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Status

The Status page shows the overall status of Sentry and consist of the following:

" System Status
Shows general information on the System such as Engine, NTP and Database percentage used.
Sentry will delete from the database any information older than 92 days.

" Device Status
Displays all the active devices (LAN1, LAN2, ASI ports) and their UP/DOWN state.

"  Data Activity Status
Displays the current total input rate.

®  Current Input Bitrate
Displays the Port Number and Name, Device, Current Bitrate, Report Format (UDP or RTP),
CBR, and the Data Activity (as UP/DOWN based on the bitrate).
= When the CBR indicator is true, it shows that the PCR statistics and alerts will be analyzed
assuming a highly stable delivery source (the transport has Constand Bitrate encoding) rather
than the normal “bursty” characteristics of network traffic.

NOTE: The Format column will either read UDP or RTP.

Welcome to Sentry-GIGE-GIGE-11-55, Administrator [ Logout |

Configur.
Reports
ystem Status
m Engine Status:

T
NTP Status: | CONFIGURED |

\ Database Used: 73%

[ Device Status

LAN 1 (web interface) v |
LAN 2 (MPEG over IP) [ ve |
Data Activity Status

Current total input rate: 90.170 Mbps

Current Input Bitrate

I e
0 BRAVO HD_0 LAN 2 3.493 Mbps upp
BRAVO HD_1 LAN 2 1.496 Mbps uprp

1

2 BRAVO HD_2 LAN 2 998.150 Kbps upp
3 ERAVO HD 3 LAN 2 753.498 Kbps upr
4 LIFETIME_HD_0 LAN 2 3.530 Mbps upp
5 LIFETIME_HD_1 LAN 2 1.493 Mbps upp
6 LIFETIME _HD_2 LAN 2 1.076 Mbps upr
7 LIFETIME_HD_3 LAN 2 748.992 Kbps upr
30 Port 30 LAN 2 19.990 Mbps upp
31 Port 31 LAN 2 12.417 Mbps upp
32 Port 32 LAN 2 11.826 Mbps upr
33 Port 33 LAN 2 12.350 Mbps upp
34 Port 34 LAN 2 19.997 Mbps upp

Figure 383: Status Page (GigE Sentry)
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ASI Status page

The ASI Status page displays the Port Number, Name, Device, Current Bitrate, and the Data
Activity as UP/DOWN based on the bitrate.

’ Welcome, [ Logout ]

Status
March 14, 2006 04:31 PM PST

Configure
Datahwsesttes
m LAN 2 (web interface) (53 Database Used: 10%
AST Input 0 DOWN
Astmnput 1
ASIInput 2
ASI Input 3 UP

Data Activity Status
Current total input rate: 116.534 Mbps

Port #:Name Device Current Bitrate Data Activity
0: Porto ASI Input 0 0 bps
1: Portl ASI Input 1 37.941 Mbps

2 Port2 ASI Input 2 38,296 Mbps

3: Port3 ASIInput 3 39,296 Mbps

Figure 384: Status Page (Four-port ASI Sentry)

System Status for Sentry with Second MPEG Input Option Installed

If the Sentry has two network interfaces for MPEG monitoring, the System Status page will show an
additional line referring to it in the Device Status section.

Welcome to sentry248, Administrator [ Logout ]

, 2013 11:35:56 AM FDT

System Status

Engine Status: m
NTP Status: | up |
Database Used:

—Device Status
LAN 1 (web interface)
LAN 2 (MPEG over IP)

LAN 3 (MPEG over IP)

Data Activity Status

Current total input rate: 463.744 Mbps

Current Input Bitrate

1 Port 1 LAN 2 38.753 Mbps uppP [ wr |
2 Port 2 LAN 2 33.997 Mbps [ ur |
3 Port 3 LAN 2 18.576 Mbps [ up |
4 Port 4 LAN 2 38.797 Mbps | ve N
Figure 385: The extra line in Device Status box
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About

The About page shows the Sentry engine and database version numbers of the current release, and directs you
to technical assistance if needed.

Welcome to Sentry X1-X1 -Acguisition, Administrator | Loooul |

About Senty
Raparts Yersions:
System Package Yerzion: |2012-058
m Sentry Engine: 1474.441

Sentry Database:

Licensed Modules:

(Module _____________ [EwpirationDate _________[Status |
MPEG transport MHaone m
BFS carousel Mone | Active |
EBIF carousel Mone | Active |
OCAP carousel Mone | Active |
H.264 analysis Mone | Active |
A% Quality of axperience Mone | Active |
Perceptual video quality [eMOS) Mone | Active |
Alert triggered program capture Mone | Active |
Ad cue Mone | Active |
Ad cue thumbnails Mone | Active |
Live thumbnails Mone | Active |
System upgrades Jan 10, 12:00 &M PET m

Other Sethings:

Setting [ valwe |
Masimum MPEG payload input bandwidth &00 Mbps
Medius [mediust1-107100.11.100 |
System ID 0040d094b42a0040d094b429

For technical assistance:
Tektronix
222 M, Sepulveda Blud, Suite 1750
El Segunda, CA 20245
Phone: 310-227-2&20

Technical Support: (support@mizedsignals.com)

Figure 386: About Sentry
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Appendix A: Sentry ABR

Sentry ABR is an active adaptive bitrate monitoring solution that proactively monitors ABR content on origin
servers or CDN caching servers. It does this by actively requesting and validating program playlists / manifests
that it has been configured to monitor.

Sentry ABR then requests from the server, in turn, all of the fragments of each profile/representation for each
program. It then calculates availability and performance metrics and generates alerts in real time.

Sentry ABR can operate as a stand-alone monitor, or as an extension to an existing Sentry/Medius deployment
that offers a unified platform for both linear broadcast and ABR video service monitoring.

Sentry ABR has a licensable option to decode the HTTP content. If Sentry ABR has this license, all of the
MPEG related reports will be available (like program status, program detail, etc..). Otherwise, those pages will
not be accessible.

Configure: Alerts Summary
Manifest Alerts

Sentry ABR contains a number of specific alerts. The first set are alerts on the metadata that surrounds the
ABR streams. They are based on errors that could occur when examining the manifest file. The alerts are:

e Parsing Error
Error encountered while parsing the manifest file

e HTTP Error
HTTP error code received when attempting to receive the manifest file

e URL Error
An illegal URL.
Illegal syntax for the Origin Server/Hostname in a URL.
e Unsupported ABR Standard
The manifest file cannot be parsed because it conforms to a currently unsupported ABR standard.
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Create a Manifest Alert

1. Select Configure and then Alerts from the main menu.

2. Select the ABR tab.

3. From the Manifest Alerts list, select Create.

Welcome to Sentry11-19, Administrator [ Logout ]

Configure: Alerts

| Summary | Manifests

Manifest Alerts (Create) /

Parsing Error (0)
— HTTP Error (0)
Static Program Groups URL Error {U:]

Dynamic Bragram Groups Unsupported ABR Standard (0}
Program Mappings

E= ABR Alerts Summary
Configure

Representation Alerts (Create)
Fragment Load Time {0)
Fragment Load Latency (0)
Playlist Parsing Error {0)
Playlist HTTP Error (0}

Media HTTP Error (1)
Incomplete Media Fragment (0)
Bandwidth Mismatch (0)

Port Hames

Schedules

Dashboard Graphs
MPEG Input Settings
System Preferences
System Settings
Import/Export Settings

FEEEEEBE

Users
System Upgrade
Power Off

Figure 387: Alerts Summary
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4. Step o : Select the Alert Type.

5. Step o : Choose the input manifest.

6. Step e . Select the desired notification settings.

Welcome to Sentry11-19, Administrator [ Logout ]
Configure: Alerts

Summary Transport J
[ Summary | Manifests  Representations

L About | eating ABR Manifest Alerts

Selact alert typa: | Parsing Emor W

Configure Generate alert when the manifest contains a parsing error
Static Program Groups .
Dyramic Program Groups ® Ezch time the condition occurs (or])
Port Names ! Only after condition(s) occur in minutels)
Schedules
Dlashiboard Graphs . .
MPEG Input Settings e hoose input manifest:
System Freferences [|port #[Port Name |Manifest Details
System Settings
Impart/ Export Seltings (] Show Time -1 ABR 2
Users
System Upsrade [l Show Time -2 ABR
Pawar O [z |showTime -2 ABR
= Port 3 ABR
e Part 4 ABR v

o hen alert is generated:
¥ Save in Alert History

Send SNMP trap (configure trap host in the System Settings)
[ send amail @]Always {or)
O at most |:| email(s) in l:l
DlName Email

DlAdministratur sentryadmin@example.com

==

Figure 388: ABR Manifest Alerts template

7. Select Save Alert when complete.
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Representation Alerts
Representation Alerts Definitions

e Fragment load time
The time it took to load a media fragment

e Fragment load latency
The time between when an HTTP request was made and when we first started to receive the fragment

¢ Playlist Parsing Error
Error because of a corrupted playlist file or because of unrecognized syntax (HLS only)

e Playlist HTTP Error
If an HTTP error returned when attempting to request a playlist file (HLS only)

e Media HTTP Error
If an HTTP error is returned when attempting to request a media fragment

e Incomplete Media Fragment
If another HTTP header is detected before completely receiving the previous fragment

e Bandwidth Mismatch

The manifest file(s) contain a max bandwidth for each representation (profile / quality level). The user
can define an alert which will trigger if the bandwidth falls below (or goes above) a specified
percentage.
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Create Representation Alerts

1. Select Configure and then Alerts from the main menu.

2. Select the ABR tab.

3. From the Representation Alerts list, select Create.

Configure

Static Program Groups
Dynamic Program Groups
Program Mappings
Port Hames

Schedules

Dashboard Graphs
MPEG Input Settings
System Preferences
System Settings
Import/Export Settings
Users

System Upgrade
Power Off

Welcome to Sentry11-19, Administrator [ Logout ]

Configure: Alerts

ELITIEDY TransportE

| Summary | Manifests Representations
ABR Alerts Summary

Manifest Alerts (Create)
Parsing Error (0)

HTTP Error (0}

URL Error {0}

Unsupported ABR Standard (0)

Representation Alerts (Create)
Fragment Load Time {0)
Fragment Load Latency (0)
Playlist Parsing Error {0)
Playlist HTTP Error (0}

Media HTTP Error (1)
Incomplete Media Fragment (0)
Bandwidth Mismatch (0)

FEEEEEBE

Figure 389: ABR Representation Alerts template

4. Step °

: Select the Alert Type

5. Step 9 : Choose either the Program(s) or Program Groups.

6. Step e . Select the desired notification settings.
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Welcome to Sentry11-19, Administrator [ Logout ]

Configure: Alerts

[ v | s Representations

ating ABR Representation Alerts

® Select alert type: ‘FragmentLoad Time v|

Configure Generate alert when the fragment load time is |greater1haﬂ v||0 Hms v

Static Program Groups Whenever these conditions are reached {or)

Only if these conditions are sustained for|:|

® Each time the condition occurs (or)
Dashboard Graphs C

) Only after I:l condition(s) occur in l:l
MPEG Input Settings

System Preferences

System Settings ) Use program group: 2 or mare audios v
Import/Export Settings @ Sel . el

Users %) Select programs: Port: electa port ~

System Upgrade
Power OF C[port #Port Name [TSID [Pgm|Name

Dynamic Program Groups
Program Mappings

Port Names

Schedules

®* There are no active programs on the selected port.

| Add Checked Programs to Selection | Ignore TSID

Selected program:

Port #Port Name [TSID|Pgm[Name
Add _ _ _
unlisted ® Selected Port: | Show Time -1 v @ gelected TSID: I:l ® Selected Program: I:l Add Program
programs:
O Any Port O Any TSID O any Program

@ When alert is generated:
¥ Save in Alert History
Send SNMP trap (configure trap host in the System Settings)
[Isend email ® Always {or)
O At most I:l email(s) in |:|
[|Name Email
[] Administrator sentryadmin@example.com

Save Alert |

Figure 390: ABR Representation Alerts template

7. Select Save Alert when complete.
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Dynamic Program Groups

Dynamic Program Groups allow you to define a program group based on dynamic program attributes, instead
of just listing the program numbers.

Example
You can define a Dynamic Program Group for each program where the Manifest Profile Index = 1. Such a
program group can be used for alerting and/or reporting.

When configuring the MPEG Inputs, you will not need to go back to your program group/alert definitions
because, any time a new Media Set (ABR URL) is monitored, the Dynamic Program Group will always pick
up the highest quality representation from that Media Set.

For ABR, you have the ability to define a program group based on certain criteria These criteria are
e Port number
e Manifest bit rate

e Manifest Representation

Select Configure and Dynamic Program Groups from the main menu.

The resulting page will be a list of all of the existing Dynamic Program Groups.

Welcome to Sentry11-19, Administrator [ Logout ]

Configure: Dynamic Program Groups

Dynamic Program Group for Encrypted 6 Q, 12% X

m Dynamic Program Group for iImpaired 123 24 % X
Add a New Program Group I Refresh I

Configure Program Group Configuration (Hint: Te create or modify a Dynamic Program Group, mouseover and click on

Alerts any filter definition below)

Static Program Groups

Short Name: | Dynamic Program Group for Encrypted Lev&w
Program Mappings L

Part Names Criteria: Encrypted Ports 12
Dashboard Graphs

MPEG Input Settings

System Settings
Import/Export Sattings Clear Criteria _Cancel | _Update |
Users

System Upgrade —Manifest Bitrate Add

Power Off .
MGty atel Ry R by
>=2 Kbps
<=4 Kbps
Edit

—Manifest Representation Index Add

| Representation Index 1
=1

Reserved

—Port Number Add

| Ports5-7 X | Impaired Ports 10- 11 X | Encrypted Ports 12 X

=5 >=10 =12
=7 =11 Edit
Edit Edit

Show more filters types ...

Figure 391: Dynamic Program Groups
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Filters are used to define the Dynamic Program Group.

—Manifest Bitrate Add

»= 2 Kbps
<=4 Kbps
Edit

| Bitrate 2 - 4 Kbps X /

| Representation Index 1

—Manifest Representation Index Add

—

=1
Reserved

— Port Number Add

| Ports 5-7 x | Impaired Ports 10- 11 X | Encrypied Ports 12 X

=5 =10 =12

<=7 =11 Edit
Edit Edit

Hide more filters types ...

Figure 392: Filters for Dynamic Program Groups
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Creating a Static Program Group from Dynamic
ormanic oo o T —

Standard Definition

To create a static program group from the current preview results of your dynamic program group, click the
icon in the Create Static Group column.

El

This will pop up the following:

Create Static Program Group From Standard Definition H

Name: Standard Definition_Static_copy2C [ Ignore T5ID
Port# TSID Name

1 1 HBO

55tarMAX

1_3 CMAX

1_4 HBOS

1 5 HBOF

1 6 MAX2

1_7 AMAX

1_8 NOGGIN

1_9 NICK GAS

1_10 VH-1 CLASSICS

o [ R o ) e ) e ) e o ) e

Emmummhmm.-ng

DIDID|WO| Q0D OO0

=

Cancel | Save Group

A preview of the current programs in that Dynamic Group will appear. Enter a Name for the static program
group as well as choose whether you want to Ignore TSIDs or not (use the specific TSID/transport id from the
current programs), and click Save Group.

Your new static program group will be saved and can be reviewed/edited on the Configure: Static Program
Groups page.

Note: This is a one-time snapshot of the programs in your dynamic group at a given time. As programs fall
in an out of your dynamic group, those changes will not be reflected in your new static group.
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Configure MPEG Input Settings

Administrator Set up Notes
The URLSs for the manifest files have to be explicitly defined.

1. Seclect Configure and then MPEG Input Settings from the main menu.

2. Enter the IP address, Netmask, and Gateway of the MPEG monitoring port that will receive the ABR
traffic. The administrator will also need to specify the maximum bandwidth (Mbps) that Sentry ABR
may simultaneously request.

3. Next, enter the URLs for the manifests that they are monitoring, as well as a Name (required) for the
manifest and a Description (optional).

4. Click Auto Icon for the ports for which you’d like the system to automatically derive a provider icon
based on the input name.

5. Choose the Decrypt/Decode Mode as follows:
®  Http QoS: Does not decode the content. Only performs analysis of the http traffic.
®  In the Clear: A licensable option to decode the mpeg content, but not decrypt.

B Additional licensable decryption methods

o Depending on the decryption method selected there will be an icon to click to update the
varied decryption key settings.

6. Select Save Settings when complete.
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Welcome to sentry11-36, Msiadmin [ Logout ]
Configure : MPEG Input Settings
January 16, 2016 04:35:53 PM PST

Ethernet Network Settings (LAN 2)
L= Lz o

Netmask: 255.255.254.0
Configure Gateway: 10.0.10.4
Alerts

Origin Server Default Bitrate Limit 100.000000 Mbps (Automatically applied to newly configured origin servers) View Current Limits
Static Program Groups

Dynamic Program Groups

Program Mappings Save Settings
Part Names
Schedules Ports 0-49 | Ports 50-99 | Ports 100-149 | Ports 150-199 | Ports 200-249 |
Dashboard Graphs o
System Settings v
System Diagnostics [] http://10.0.10.140/hisl/ 1 /RGB-Bravo-HLS-Encrypted [RGB-Bravo-HLS-Encrypted.i  HLS-Encrypted HTTP QoS
Import/Export Settings
Users o1 http://10.0.10.140/hisl/ 1 /RGB~Bravo-HLS-Clear/RGB-Bravo-HLS-Clear.m3u8 HLS-Clear v HTTP QoS ¢
System Upgrace o2 http://10.0.10.140/mpdl/1/RGB-Bravo-DASH-ISO/RGB-Bravo-DASH-ISO.mpdI/RGI  DASH-ISO v HTTP QoS ¢
P off
e O 3 http://10.0.10.140/mpdl/1/RGB-Bravo-DASH-MPEG/manifest.mpd DASH-MPEG v HTTP QoS ©
o4 http://10.0.10.140/hdslf 1/RGB-Bravo-HDS /RGB-Brave-HDS.f4m HDS 9 HTTP QoS <
0 5 http://10.0.10.140/mss|/1/RGB-Bravo-Smooth/ RGB-Bravo-Smooth.isml/Manifest | SMOOTH G HTTP QoS <
o6 http://10.0.10.140/hisl/ 1/RGB-Bravo-HLS- 10sec/RGB-Bravo-HLS-10sec.m3u8  HLS-10Sec v HTTP QoS ¢
o 7 Port 7 v HTTP QoS ¢
8 http://10.0.11.124 live_encrypt_clean/mama/mama_20M.m3u8 Port 8 HTTP QoS [
09 hitp://10.0.11.124:80/live_encrypt_clean/mama/mama_20M.m3u8 Port 9 &) HTTP QoS <
o010 Port 10 G HTTP QoS <
O 11 http://10.0.11.124/live_encrypt_impaired/mama_404/mama_404_20M.m3u8 Port 11 v HTTP QoS ¢
012 Port 12 v HTTP QoS ¢
013 Port 13 v HTTP QoS ©
M 14 Port 14 ! HTTP OaS  ©
U |45 Port 45 v HTTP QoS ©
T4 Port 46 v HTTP QoS ©
47 Port 47 g HTTP QoS <
48 Port 48 v HTTP QoS ©
49 Port 49 5 HTTP QoS ©

Figure 393: MPEG Input Settings page
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Reports
Program Statistics: ABR Stats

For more information on Program Statistics, please refer to that section of this manual.

Welcome to Sentry11-19, Administrator [ Logout ]

Reports: Program Statistics

m".createjEdit-"'|". History
Delete | Dissble | I |
—— cind: [

Report Name Access Created By Modified | Next Delivery
Reports [] Impaired Ports Report Private Administrator 10/14/ 04:13:05 PM PDT |
IP agrams
Program Statistics| — - — _ — _
Program Dashboard  —DSiete | Disable | Enable |
rinc:
Media Set
Media Set Status Report Name Access Created By Modified Next Delivery
Transport No public reports are defined.

Port Statistics

Alerts

Alert History

Alert Analysis
Program Alert Defs

Figure 394: Program Statistics Summary ta

Create/Edit tab
Click the Create/Edit tab to create a Program Statistics report using ABR information.

Welcome to Sentry Demo ABR 11-19, Administrator [ Logout ]

Reports: Program Statistics

( Summary

History -
© From: 7H To: [T5] (mm/ddlyyy) Select Statistics| ABR Fragment Size/Duration

[0106241PM | & [020641PM | (&) thhimmiss) Sort By: Program Mams  [7]
[1 Hour ] I} Sort Order: @ Low to High © High to Low  Limit: |Mane[+]
Program Group:l—AH Programs - E'

@ [or)

Reports Further Limit This Time Range

Programs
@ Between These Hours: - Generate Report|  ExportAs CSV|  Save Report]

Program Cashboard

During This Schedule: |——SEIE|:1 Schedule— E'

Media Set
Media Set Status

Transport
Port Statistics

Alerts

Alert History

Alert Analysis
Program Alert Defs

Figure 395: Create/Edit tab
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Sentry ABR will return the following data:

326

Port Number
The port is the same one as defined MPEG Input Settings page

Port Name
The Media Set name as defined in the MPEG Input Configuration page

TSID
Transfer Stream ID (always zero)

Program Number
Virtual program number

Program Name
User defined that can be configured by the Program Mapping Setting

Representation Index
The order the Representation is listed in the Manifest file

Manifest Bitrate
The bitrate that is listed in the Manifest file for the Representation

Fragment Size/Duration
Average Fragment Duration in seconds and Min/Avg/Max Fragment Size in Kilobytes/Megabytes

Fragment Load Time
Min/Avg/Max Fragment Load Time in milliseconds/seconds

Fragment Load Bitrate
Min/Avg/Max Fragment Load Bitrate in bps

Fragment Load Latency
Min/Avg/Max Fragment Load Latency in milliseconds/seconds

HTTP Status
Percentages of HTTP response codes
o 100s Informational
200s Success
300s Redirection
400s Client Error
500s Server Error
Other Non-Http Errors (This percentage will be of total Http Requests)

O O O O O
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ABR Fragment Size/Duration
ABR Fragment Load Time
ABR Fragment Load Bitrate
ABR Fragment Load Latency
ABR HTTP Status

Figure 396: Options for Select Statistics to Include

History tab

View the report history for a selected time period or range.

Welcome to Sentry11-19, Administrator [ Logout ]

Scheduled Report History - Program Statistics
r - =5
[ Summary | Create/Edit

() From: l— )

_ [ozozem &
ul

(@ (or) ‘lHour v‘

8] (mm/ddfyyyy)

(%) (hhimm:ss)

Joz1202 PM

Current Status
Program Status
Data Datsct
Program Statistics
Program Dashboard

Report Name

No results were returned for the requested time range.

Sent Time Status

Fi

Freguency Email Recipients Messages

Access Created By

Figure 397: History tab
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Port Statistics

Port Statisitics provides non-alert data on a port level that allows you to see ABR information on the transport
bitrate and other releveant ABR statistics.

Summary tab

The Summary tab shows the list of Public and Private saved reports.

Welcome to Sentry11-19, Administrator [ Logout ]

Reports: Port Statistics
m Create/Edit | History

You have no saved reports defined. Click here to define one.

Delete | Disable | Enable |

Private Reports

Reports W | Report Name Created By | Modified Scheduled Next Delivery

Current Status No private reports are defined.

Program Status
Data Detect

Program Statistic
Proegram Dashboard Public Reports

Delete Sel 'I Disable Sel 'I Enable Sel 'I

Media Set W | Report Name Created By | Modified Scheduled Next Delivery
Media Set Status

Mo public reports are defined.

Figure 398: Port Statisitics
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Create a Port Statistics Report
8. Sclect the Create/Edit tab.

9. Choose date/time frame for your report.

10. Select Statistics.

Welcome to Sentry11-19, Administrator [ Logout ]

Reports: Port Statistics

P History )

Reports
_ @® From: I-Iﬂn; T To: I10f14,|" [75] (mm/ddiyyyy) Select Statistics ] Bitrate
- T hh:mm:
mm [022307PM (D [124507PM () (hhimmiss) L'Eor By PonName v
O (or) | 1Hour v| Sort Order: @ Low to High () High to Low

] Further Limit This Time Range
Report | Export AsCSV| Save Report |

® Between These Hours: 08 PM - m PM

Program Statistics - : P -
Proaram Dashboord During This Schedule: —Select Schedule

Media Set Qe

Media Set Status

Tra nsErt

Figure 399: Setting the date or time range

11. Choose any Statisitics you to include.

12. Select Accept.

ABR Bitrate
ABR Representation Count
ABR HTTP Counts

H = € €

Figure 400: Secting the statistics to include

13. Select any other filter filters you wish to apply.
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14. Select Generate Report.

([ Summary EETIERY " ristory

@® From: [10/7/2013 8 To: |10/14/2013 5] (mm/dd/yyyy) Select Statistics | Bitrate, ABR Bitrate, ABR
Rep ion Count, ABR HTTP
|0z4407PM () |02:4507PM (%) (hhimm:ss) Counts
() (or) | 1Hour v Sort By: PortName v
I Further Limit This Time Range Sort Order: ® Low to High (O High to Low
P —
® Between These Hours: 08 PM -1 PM Generate Report | ll Export AsCSV|  Save Report |

During This Schedule: —Select Schedule—

Figure 401: Generate the report

Welcome to Sentry11-19, Administrator [ Logout ]

Reports: Port Statistics
Summary ‘ | History

@ From: [10/07/ [F To: [1014/ T (mm/dd/yyyy) Select Statistics | Bitrate, ABRBiate, AGR @ o
RGN @ [EETR © thame Remre

(& (or) | 1Hour v Sort By: Port Name v

[J Further Limit This Time Range Sort Order: ® Low to High ) High to Low

Reports
Programs ® Between These Hours: 08 PM - n PM Generate Report |  Export As CSV|  Save Report |
Program Statistics ; = n
Frogram Dashbozrd During This Schedule: —Select Schedule

Media Set
Media Set Status
e ( 5splaying Number of Ports 1to 9 of 9 \
I@ Port Statistics Find: _
Alerts Port Name Bitrate Manifest Bitrate Non-Manifest Bitrate Rep. Count HTTP 100 Count
i::: :::::5 12 Encrypt 0 9.535 Mbps  20.025 Mbps -10.490 Mbps & 0
Brogram Alert fafs 11 Impaired 404 0 10.133 Mbps 20.025 Mbps -9.891 Mbps 5 0
10 Impaired 404 & 302 0 10.254 Mbps  20.025 Mbps -9.771 Mbps 6 0
5 NTSCTest-1 0 492.439 Kbps 800.000 Kbps -307.561 Kbps 4 (4]
6 MTSC Test-2 0 456.769 Kbps 800.000 Kbps -343.231 Kbps 4 ]
7 NISC Test-3 ] 443.976 Kbps 800.000 Kbps -356.024 Kbps 4 0
0 Show Time -1 0 5.778 Mbps  4.410 Mbps 1.368 Mbps 7 o
1 Show Time -2 0 5.870 Mbps  4.410 Mbps 1.460 Mbps 7 0
2 Show Time -3 0 5.258 Mbps  4.410 Mbps 548448 Kbps 7 0

\< >

Figure 402: Port Statisitics displayed

e Port Number

The port is the same one as defined MPEG Input Settings page
e Port Name

This is the same as the Media Set name name as defined in the MPEG Input Configuration page
e TSID
e Bitrate

Total Port Bitrate in Mbps
¢ Non-Manifest Bitrate

Manifest Bitrate and Non-Manifest Bitrate in Kbps/Mbps
e Rep Count (Representation Count)

A count of the number of Representations on the Port
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e HTTP Counts

Counts of the number of HTTP return codes. Columns exist for 100, 200, 300, 400, 500 and Other
counts.
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Media Set Status Report

The Media Set Status report shows the overall health of the monitored content. The Media Set shows you the
number of Representations that are present for each Manifest File.

¢ Representation
A version of the same content at a different resolution or bit rate

e Media Set
A group of Representations as defined in the Manifest File

e Manifest file
The file that lists all of the Representations that are available for the requested service

1. Select Reports and Media Set Status from the main menu.

Welcome to sentry11-36, Msiadmin [ Load

Reports: Media Set Status

m HTTP Status Code Legend —|
[ 1005 Invormational
El From: [017162016 [ To: oi/2arz0ie (8] tmmiedinyyy) [ 2005 success
Aot | [oscomorm @ psaszsem (O himmis) [ 3005 Rediection
_ I #00s Clent Error
© (o) | 1wesk [ s00s server error
I orver cror

Reports

== Report Ons | Al ediassis

Current Status
Sortby: | PortNumber B
Progrem Status v B

Data Detect
Ad Cue Info Find:
Program Statistics

Media Set Rep. Count Representations Alert Count | 100s | 200s | 300s | 400s | 500s | Other | Status

Program Dashboard

Open:

Media Set o (e]eYey HLS-RGE-Encryoted 4 2s0ubee Iwbos | sookbps | 300Kbss | Perod. [ ] [ ]
[Media Set Statu [} eriod:
Program Groups O 1 S-Clear . . . . Open: 0 [ ] B s
Cirent Status 1 Efamily) 4 2s0mpes | 1Mops | sooKoes | 300Kbos | W Period: 0 UP
Program Status
Data Detect Open: 0
H DASH-I150 2.50 Mbss tuops | sookoss | 300Kbs g [ ] [ ]
Ad Cue Info 2 w 4 os | os | os | os | i Period: 0
Bandwidth
Thumbnail Wal
- 2.50 Mbos 2.50 Mbps 1 Mbps IMbos | s00Kbps | Open: 0 e ]
3 ﬂ DASH-MPEC 8 okber | a00Kee | 300Koer " ” W Period: UE
Transport 9
Transport Status
TRI01/250 Status 4 4 asewbms | L02Mbps | Si2oss | 30730Kbss | Open: 0 [ ] [ ]
Port Statistics il Period: 0

Figure 403: Media Set Status overview
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When the report first loads, you will see the following set of information:
e Port Number

The port is the same one as defined MPEG Input Settings page
e Media Set name
The name is set in the MPEG Input page.
A user can click on the Media Set name to open the Media Set Detail Report.
e Rep Count (Representation Count)
The number of representations listed in the Manifest file.
¢ Representations
A list of all of the bitrates of the Representations as listed in the Manifest file.
e Alert Count
A count of the Open and Date/Time Period Alerts
e 100s, 200s, 300s, 400s, 500s, Other
Colored blocks in the columns mean that there are corresponding HTTP return codes for the selected
time period.

e Status
Displays the current state of the Media Sets as UP or DOWN

_F__#,,...-—-—-'-'—'_.—-
Open: 0
NTSC Test - 1 o -
5 Ml JEsl- 1 200 Kbps Period: 0
200 Kbps
[ 200 Kbps Open: 0
NTSC Test - 2 200 one g I e
6 Sl Jeal- s 4 200 Kbps Period: O
200 Kbps
Em——— 200 Kbps Open: 0
NTSC Test - 2 200 one g I T
7 i JB5L- 5 4 200 Kbps Period: 0
200 Kbps
— & Mbps
———— 5 Mbgps o o
_ 4 Mbps pen: U | up |
Impaired 404 & 302 A - -
10 | 6 3 Mbps Period: 0
1.50 Mbps
— 501.34 Kbps

Figure 404: Media Set Status color warnings showing Success, Redirection and Warning

2. Select any program icon from the Media Set column to see the Media Set Details for that content.
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Media Set Details
This report contains several graphs and charts that can be drilled for more detailed information and include:
e HTTP Status Codes
¢ Representations Statistics
¢ Fragment Load Headroom
o Fragment Load Time
e Fragment Load Latency
¢ Fragment Load Bitrate

e Fragment Size

HTTP Status Codes

HTTP Status Code shows you a count of all the HTTP return codes by Representation for the specified time
period. It also allows you to drill down to specific HTTP Status Code errors and can show any combination
of your specific representations

HTTP Status Code oEx [¥] 400s | ol ) Select Al

Open: 0 ~ — St | Boem
m 0
8 1 2.50Mbps  131M8 ootk o .
asoon0
Open: 0 a
- 0
o 2 kiops SR Period: 0 EE
=
Open: 0 :
m e . U PP
8 3 500 Kbps 289 KB Period: 0 E
Open: 0 e o i 10555 B psT R s
4 300 Kbps 194 K8 b period: 0 HTTP Reburn Status Codes
5 250Meps  131m 0P D E— 200s: Success 2,306,992 99.3%
IR ) M 400 400s: Client Error 15,503 0.7%
q 3 500 500s: Server Error 2 0.0%
pen: 0
]
8 6 1 Mbps 539 K8 4 potiod: 0
Open: 0
m a
a 7z 500 Kbps 289KB oo tod 0 e
Open: 0
- 0
8 8 300 Kbps 191K8 b poriod. 0 —
Graph Selected

Figure 405: HTTP Status Codes

HTTP Status column allows you to mouse over the Status Code bar to get the quantity of status codes over a
particular reporting interval.

Select the bar to update the HTTP Status code graph which will indicate the specific status code error.

Representations Statistics

Representation Statistics provides numeric account of all the statistics Sentry ABR is tracking for all of the
representations in the media set. It then charts the following set of information in tabular form and allows you
to graph the following statistics:

e Representation number as defined in the Manifest file
e Representation bitrate as defined in the Manifest file
e Average Fragment Duration
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¢ Fragment Headroom

e Fragment load time

e Fragment Load Latency
e Report Load Bitrate

e Fragment Size

Representations Statistics

Fragment Headroom Fragment Load Time Fragment Load Latency Fragment Load Bitrate
I e e B L

EEEECE

& Mbps 10.0 sec 9.23 sec 9.43 sec 9.55 sec 410 ms 558 ms 1.27 sec 1.00 ms 30.0 ms 128 ms 47.393 Mbps 109.331 Mbps 134.558 Mbps 7.51 MB 7.51 MB 7.51 MB

5 Mbps 10.0 sec 9.44 sec 9.56 sec 9.63 sec 370 ms 457 ms 848 ms 1.00 ms 56.0 ms 278 ms 59.005 Mbps 111.852 Mbps 135.172 Mbps 6.26 MB 6.26 MB 5.26 MB

4 Mbps 10.0 sec 9.25 sec 9.56 sec 9.66 sec 345ms 429 ms 752 ms 2.00 ms 29.0 ms 87.0 ms 53.225 Mbps 94.814 Mbps 115.969 Mbps 5.01 MB 5.01 MB 5.01 MB

3 Mbps 10.0 sec 9.40 sec 9.63 sec 9.74 sec 261 ms 360 ms 601 ms 1.00 ms 28.0ms 110 ms 49.979 Mbps 84.709 Mbps 114.932 Mbps 3.76 MB 3.76 MB 3.76 MB

1.50 Mbps 10.0 sec 9.76 sec 9.79 sec 9.82 sec 178 ms 213 ms 245 ms 1.00 ms 28.0ms 184 ms 61.376 Mbps 70.724 Mbps 84.503 Mbps 1.88 MB 1.88 MB 1.88 MB
501.34 Kbps 10.0 sec 9.88 sec 9.90 sec 9.92 sec 83.0ms 100ms 124 ms 1.00 ms 20.0 ms 110 ms 40.448 Mbps 50.294 Mbps 60.462 Mbps 632 KB 632 KB 632 KB

Figure 406: Representations Statistics

Fragment Load Headroom
Fragment Load Headroom allows for a safety margin in the fragment request timeline. It is the fragment
duration minus the fragment load time and shows the Min/Avg/Max headroom in seconds.

Fragment Load Headroom

Av
I N N TR "

[ ] 1 9.23 sec 9.43 sec 9.55 sec 4
===
] 2 9.44 sec 9.56 sec 9.63 sec 3
] 3 9.25 sec 9.56 sec 9.66 sec “
4 3.40 sec 9.63 sec 9.74 sec I
[ | 5 9.76 sec 9.79 sec 9.82 sec . /
| | 5 9.88 sec 9.90 sec 9.92 sec

Graph Selecled

Today T Taday
02108250 PN POT 221z 02151150 PR POT

0
Teday
11E51:50 PR POT 2 2
Fragment Load Headroom o

Teday
POT 02136150 PM POT
ment, Duration - Load Time?

TECE
-

L]

Todad Todad Taday Todad Todad
02831337 PH POT 2138137 PHOPOT 12541237 PA PDT 02548337 PH POT 125%13FE PR OPOT
Fragment Load Headroom (Fragment Duration - Load Timeld
Figure 407: Fragmemt Load Head and graph drill down
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Fragment Load Time

Fragment Load Time is the time measured between when the HTTP header for a fragment is detected and
when enough bytes have been received to equal the fragment size. It shows the Min/Avg/Max of the loadtime
in milliseconds.

Fragment Load Time
[ [ e [ M [ e [ Mex s

[ ] 1 410 ms 558 ms 1.27 sec

] 2 370 ms 457 ms 848 ms iz

] 3 345 ms 429 ms 752 ms "

4 251 ms 360 ms 501 ms g : ‘ L
|~ 5 178 ms 212 ms 245 ms e ] -rhj
[ i 6 83.0ms 100 ms 124 ms / I . R
Graph Selected | . il -

Teday Todad Today, Today Today
wiss1ibe Bn pPOT w2065 Pn POT 1212135 1G0T v2138350 BN POT v2i51150 PR POT
Fragm%me

/
/

a
2 s ;
w I |
————h
= ——| =} B
04 — — [ =
I} — JUSS——
I —_— W —
0
Today Today Today Today Today
12831137 PH POT 02138137 PH PDT 02141137 PH POT 012146137 PR PDT 12151135 PR PDT

Fragment Load Time

Figure 408: Fragmemt Load Time and graph drill down

Fragment Load Latency
Fragment Load Latency is the time between when a request is made for a fragment (at the socket level) and
when the HTTP header for the fragment is detected. It shows the Min/Avg/Max latency in milliseconds.

Fragment Load Latency
[ [ Ree [ Mn | Aw [ Mex
1 1.00 ms 30.0 ms 128 ms
2 1.00 ms 56.0 ms 278 ms 240
3 2.00 ms 29.0 ms 87.0ms
4 100ms 280 ms 110ms g | {
5 1.00 ms 28.0ms 184 ms " .
1 1.00 ms 20.0 ms 110 ms
Graph V4
ﬂl Thies Today Taday / Today Teday
#1:51:50 PH PDT 020650 PH PDT 02321350 PH PO 02356350 PH PDT #2:51350 PH PDT)
Fragment Load iy
20 /
4
L)
“o ten
gd - -
———
0
Taeday Tedau Tedag Teday Teday
02331337 PH POT 02336337 PH POT 02341337 PH POT 023463157 PH POT 02351235 PH POT
Fragment. Load Latency
. .
Figure 409: Fragment Load Latency and graph drill down
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Fragment Load Bitrate

Fragment Load Bitrate is the fragment size / fragment load time shows the Min/Avg/Max bitrate in Kbps or

Mbps.

Figure 410: Fragment Load Bitrate and graph drill down

Fragment Size

Fragment Size shows the Min/Avg/Max size in Kilobytes or Megabytes.

Fragment Load Bitrate
] 1 47.293 Mbps  109.331 Mbps 134558 Mbps
—
] 2 59.005 Mbps  111.852 Mbps  135.172 Mbps 120 5 - r
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\
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Figure 411: Fragment Size and graph drill down

Sentry User Manual
January 2019

337




Sentry User Manual

System Status

The System Status report gives you an overview of each inbound rate port overall information.

Select Status from the main menu.

Welcome to Sentry Demo ABR 11-19, Administrator [ Logout ]

October 10, 2015 03:50:11 PM PDT

—System Status Origin Servers
Status Engine Status: [ uwp | Edit

Database Used: 10.0.11.43 46.364 Mbps 100.000000 Mbps

[~ Device Status
LAN 1 (web interface) [ uwp |
LAN 2 {ABR) [ up |
Data Activity Status

’7 Current total input rate: 69.087 Mbps ‘

Show Time -1 9.655 Mbps.
Show Ti 2 9.670 Mbps

3 ABR 9.678 Mbps
10 ire 4 & 302 ABR 20.042 Mbps
11 Impaired 404 ABR 20.042 Mbps

Figure 412: System Status screen

e Origin Servers

Provides a list of the servers being monitored,the Current Bitrate (the sume of the Current Bitrate for
all the Media Sets on that server) and the Bandwitdth Limit. The Bandwith Limit column shows the
defined limits for each server and is editiable from this location.

e  Current Intput Bitrate
e Port#
The port is the same one as defined MPEG Input Settings page
e Name
e The Media Set name as defined in the MPEG Input Configuration page
e Device
Type of traffic
e Current Bitrate
Total bitrate of all the Representations on that port
e Format
The type of ABR traffic being monitored. (HLS, DASH,) etc.)
e Encrypted
Shows if the stream is encrypted or not.
e VOD/Live
Shows if content is LIVE or On Demand (VOD)
e Rep. Count
A count of the reprisentations avialiable in the stream
e Status
Shows UP or DOWN
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Appendix B: Sentry Edge, Edge Il, Edge llI-S, and
Edge llI-T

Preface

STM

This user manual for the Tektronix Sentry Edge™, Sentry Edge II™, Sentry Edge ITI-S™ and
Sentry Edge III-T™ Video Quality Monitor describes how to configure, control, and use the product.

This user manual is intended for service providers who use Tektronix Sentry for monitoring, historical
reporting, and alerting from MPEG-2, H.264 AVC, MPEG-4 part 10, and VC-1 transport streams. It is assumed
that you understand the concepts and tools used in a head-end environment. You should also be familiar with
basic computer operations such as click, drag and drop, and be familiar with the operation of an internet
browser.

NOTE: See the Sentry Series Installation and Safety Instructions manual that was supplied with the
product for instructions on how to install the instrument.
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Getting started

Product description

Sentry Edge, Sentry Edge II, Sentry Edge I1I-S and Sentry Edge III-T are the high-performance, high-density
RF monitoring solutions from Tektronix. The product detects transport stream and RF modulation errors
generated by equipment errors or failures, and provides reporting and alerting capabilities for services in the RF
and TS domains. All Sentry Edge products deliver high quality RF measurements at scale for 24/7 video
monitoring environments economically.

Sentry Edge II takes RF monitoring to the next level with monitoring density of 4 or § tuners per unit. More
tuners per unit reduce the time to round robin, so RF issues can be identified sooner. Customers can round
robin or park on any of the tuners, or chose any combination of these options. Sentry Edge III-S provides 2
tuners.

Sentry Edge II and Edge III provide excellent MER performance across the entire frequency range to let
service providers detect a drop in signal quality before there is impact to subscribers.

Figure 413: Sentry Edge Video Quality Monitor

Sentry Edge is designed to deliver precision measurements at scale in fast-paced video network environments.
The product provides comprehensive, highly accurate RF measurements to speed problem isolation.

The Sentry family of video quality monitoring products comprise a S2E (Source-to-Edge) monitoring solution.
This solution is a comprehensive 24/7 real-time monitoring system with a 60-day historical database, executive
reports, and trending analysis. Multiple Sentry Edge units can be managed using the Medius Application
Manager.

As shown below, all Sentry Edge products monitor the edge of the video network just before content is sent to
subscriber homes. It can also be used at headends for QAM HFC distribution monitoring.
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Sentry Series
Monitoring Network Diagram

Consul

National Distribution Center
Sentry Edge deployment
highlighted in (00
Medius

National Operations Center

Sentry Verify
GigE or 10 GbE

Sentry Sentry
GigE or 10 GbE GigE or 10 GbE

Sentry Sentry
ASI or GigE GigE or 10 GbE

Master Headends Secondary Headends Hub Sites
Divisional Content Local Content Muxing
Encoding / Muxing Encoding / Muxing Modulation
Carousel Activity Ad Splicing

Figure 414: Sentry monitoring network diagram
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Sentry Edge RF Monitoring Products

= Edge [: Dual Tuner 8VSB and/or QAM B
= Edge II: Single Input 4 Tuner or Dual Input 8 Tuner QAM A/B/C
= Edge III-S: Dual Satellite DVB-S/S2

Sentry Edge Family Features and benefits

* Remote management of RF measurement collection

= Proactively detect RF issues before they impact subscribers

=  Full range of Transport Stream monitoring capabilities

» [RU footprint minimizes rack space and power costs

= Highly scalable solution where multiple units can be managed by the Medius Application Manager

= Additional service monitoring capabilities available for QAM channels in the clear: audio/video QoE,
perceptual video quality (PVQ), Ad Verification, EBIF, truzway™, MHP, and DSM-CC carousel
analysis

Sentry Applications

* RF measurements post-QAM at the hub and at headends where QAM is used

= Multiple RF inputs to simultaneously monitor from different sources

Graphing for one or both RF inputs at the same time

MER measurements for quick detection of demodulation issues

Comprehensive RF reporting for targeted, rapid problem isolation

Cost-effective solution enables more effective monitoring of the network edge

Remote management of RF measurement collection saves time and money for providers now
collecting data in the field

Sentry Edge | Features and benefits

*  Dual Tuner
= 8VSB for reception of ATSC-1 signals.
=  QAMB 64/256 for North American Cable
=  QAM RF Measurements include:
e RF Lock Indication
Input Signal Strength
MER
CNR
Pre-RS BER
Post-FEC Uncorrectable TS Packet Count
Carrier Offset
= Monitors RF signals up to 850 MHz
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Sentry Edge Il Features and benefits

High-density solution: 2 RF inputs with 8 parallel QAM tuners or 1 RF input with 4 tuners
Analyzer-quality QAM RF Measuring Capability. RF Measurements include:

RF Lock Indication (including LED on rear panel)
Input Signal Strength (Channel Power) EVM
MER

CNR

Pre-RS BER

Post-FEC Uncorrectable TS Packet Count

Carrier Offset

Constellation diagram provided for diagnostics
Monitors RF signals up to 1 GHz
QAM A/B/C support

Sentry Edge IlI-S Features and Benefits
Analyzer-quality QPSK/APSK RF Measuring Capability. RF Measurements include:

344

RF Lock Indication (including LED on rear panel)
MER

CNR

Pre-RS BER

Post-FEC Uncorrectable TS Packet Count

Constellation diagram provided for diagnostics
Supports two channels in QPSK / 8-PSK mode

Sentry User Manual
January 2019



Sentry User Manual

Standard and optional accessories

You should receive the following accessories with your instrument:

Item

Tektronix part Description

Safety Instructions

Sentry Series Installation and 071-3007-xx Describes how to install the product and

provides important safety precautions to
avoid injury and prevent damage to this
product or any products connected to it

Sentry Series User Manual 077-3202-xx Describes how to configure, control, and
(This Manual) operate the product
Power cord NA The power cord option you ordered
Power cord options
Option Description
A0 North America power
Al Universal EURO power
A2 United Kingdom power
A3 Australia power
A4 240 V, North America power
AS Switzerland power
Ab Japan power
Al10 China power
All India power
Al2 Brazil power
A99 No power cord or AC adapter
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Configuration

NOTE: See the Sentry Series Installation and Safety Instructions manual that was supplied with

the product for instructions on how to install the instrument.

Recommended steps

Listed below are the recommended steps for configuring the Sentry Edge instrument. The tasks are shown in
their most beneficial order.

10.

Configure the management port. Instructions are located in the Configure System Settings section of
the Sentry Series Video Quality Monitor User Manual.

On the back of the instrument, connect the RF cable to the rightmost F-connector on the RF card.
Next, set the RF Connection level to 0 dbmv from the output of the RF patch.

Define or import your desired channel plan.
To define/edit import settings for an RF configuration see To define/edit import settings for an RF

configuration below.
To update the schedule/import schedule information see Update the schedule/import schedule
information below.

From RF Input Connection, select the desired Active RF Input Configuration and select Save RF
Settings.

From Input Settings, select any ports which need to be disabled.

Configure the Program Mappings. Instructions are located in Configure Program Mappings of the
Sentry Series Video Quality Monitor User Manual or the Medius Application Manager User
Manual.

Add the Sentry Edge, Edge II or Edge III instrument to Medius, if one is available. Instructions are
located in Configure: Add Sentrys of the Medius Application Manager User Manual.

Build the desired Medius Program Group, if one is available. Instructions are located in Reports:
Program Group Bandwidth of the Medius Application Manager User Manual.

Build the desired RF Stats alerts. Instructions are located in Alerts of the Sentry Series Video Quality
Monitor User Manual or the Medius Application Manager User Manual.

NOTE: RF Stats alerts cannot be defined in a template. You need to define them individually.

11.
12.

346

Create the desired alerts. Instructions are located in the Creating a Program.

Alert section of the Medius Application Manager User Manual.
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Configure the RF Stats Alerts

Configuring alerts in Sentry Edge works much like the process in Sentry. Additionally, you may configure RF
Stats Alerts to alert you when the selected RF statistic (for example, CNR, MER, or EVM) goes above or
below a certain value.

1. Select Configure and then Alerts.

2. Under Transport Alerts, find RF Stats Alerts and then select Create.

HEEBEHBBBBH

# Cycle time (0)__

RF Stats Alertsl (Create)

Signal Strengtii (U}

CNR (0)

Pre-RS BER (0)

Post-FEC erred TS packets (1)
MER (0)

EVM (0)

Carrier Offset (0)

045000

Figure 415: Creating an RF Stats Alert

3. Proceed through Sections 1-3 as described in the Configure Alerts section of the Sentry Series Video
Quality Monitor User Manual.

Reports

Configure

lerts
Program Groups
Program Mappings
Port Names
Stream Capture
Schedules
Dashboard Graphs
MPEG Input Settings
System Preferences
System Settings
Import/Export Settings
Users
System Upgrade
Power Off

Welcome to Sentry Edge ll, Administrator [ Logout ]

August 30, 2012 09:25:29 AM POT

Summary [ or
Summary | Programs PIDs Tables PMTs DSM-CC RF Stats

Creating RF Stats Alerts

m

o Select alert type: CNR -
Generate alert when the Carrier to Noise Ratio (CNR) is lessthan  ~ 38 dB

@ Whenever these conditions are reached (or)

Only if these conditions are sustained for second(s) -

@ Each time the condition occurs (or)

Only after condition(s) occur in minute(s) v 3

@ Choose input port:

[l|port =port Name Port Details
[[1]11001 800-RF1 RF =

~n8-RF1 RE

3064021

Figure 416: Creating a CNR alert

Sentry User Manual 347
January 2019



Sentry User Manual

Configure the MPEG settings

Sentry Edge and Edge II offer 2 RF inputs with 8 parallel QAM tuners or 1 RF input with 4 tuners. Sentry Edge
III-S has two inputs and two tuners, whereas Sentry Edgelll-T has a single input with a tuner. The tuners
incorporate a round-robin approach to monitor all of the frequencies in the active configuration.

The tuners each tune every few seconds, perform an analysis and then tune to the next frequency

Weicome

MPEG Input Settings

Septembar 27, 2012 12156144 Pif POT

[ Contgue | —
—RF Input Setting —RF Configuration
=] O combine s © separate imputs et v hovs unsaved shangas, [ [Aesilable RF inaui Coniguratioss Schesuted]Import Settinas|

-1]}‘ . Horth American Cabls Channsls
comfigure - mF 2 E Lg\]n config None Defing
o Save RF Sotiings rris 256QAM-B Hone Define
program Groups (—w °F 2 [ Arris 64QAM-B None Defing
orogram Mappings [ newcraps Hourly Edic
Port Names Active RF Input Configuration QAM Standard [ gante RF2 Hane Define
S 9etting [ someCraps Hourly Edit
et |2 | fort [Chamnel[Frequency] __ Porttame | schedule [ Mod. Type[symbol Eate]uotes]
D3chboard draphs 1001 1 80O MHz [ECM-1 EvenHourson 64QAM 5056941 Delete Checked | Add New | Inport New Import History
'"': 1002 2 B0 MHz |ECMZ 24%7 E4QAM  S058.941
ystem settings 1003 3 812 MHz ECM3 EvenHourson 64QAM 5056341
'U’::’"““" Setngs 1004 4 B18MHz ECM-4 24%7 64QAM  5058,941
5ystem Uparsde 1005 5 824 MHz EBIF EvenHoursOn  64QAM 5058941
Prower OFf 1006 & 630 MHz OQCAP 24x 7 640AM 5056.941

1007 7 636 MHz DSMCC- EvenHourson  64QAM 5056941

1008 8 842 MHz [BFS 24%7 G4QAM 5058941

1003 3 848 MMz DSMCC-2 EvenHourson 64QAM 5056341

1010 10 854 MHz DSMCC-3 24%7 64QAM  5058,941

1011 11 BBOMHz HBG-1 EvenHoursOn  64QAM 5058941

1012 12 BE66 MHz HBO-2 24x 7 640AM 5056.941

1013 13 672 MHz HEO-3 EvenHourson  64QAM 5056941

1014 14 878 MHz HEO-4 24%7 G40AM 5058341

1015 15 684 MHz HBO-S EvenHourson  640QAM 5056.941

1016 16 890 MHz HEC-E 24%7 B4QAM 5058941

Save RF Settings
’— _’-___———_____-
\J

3054-034

Figure 417: RF Input Settings overview (8 tuner model)

= RF Input Settings
Lists the frequency and Port Name information about the channels in the active configuration and lets
you customize a port name for each of the channels. You can also enable and disable (stops polling for
that channel) the channels by selecting the check boxes as needed. Disabling stops the polling for that
channel.
On the 8-tuner configuration, you are given the option of combining the inputs. This gives you one
“tuner pool” or one virtual RF input with 8 tuners. You can also select to have separate inputs. This
gives you two separate RF inputs with 4 tuners each.

= RF Configurations
Lists all of the currently defined configurations and allows you to edit them using the underlined name.
You may also define/edit import settings.
o Delete Checked deletes all checked items
e Import New allows you to import a configuration from a CSV file
o Import History displays the import history of all scheduled RF imports
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Activate an RF input connection

1. Select an input connection from the drop down menu.

Weicome

MPEG Input Settings

Sapkanshar 27, 2042 010041 i POT
ctor e

~FF Input Setting —RF Cor

O Combine Inputs @ Separate Inputs Note: You have unsaved changes. | m [Avallable RF Input Configurations|Scheduled|import Settings]

- o North American Cable Channels

-Jl}‘ ——WPRF 2 O asdf None Define
izllﬁgufe _Save RF Settings | [ M1 2580AM None Define
et RF 2 [ s1 25604 All On None Defing
Erogram Mappings —— — ———— [ msi 540aM None Define
;::;:::; Active RF Input Configuratic ' Msl 256040 All on «| oM standard: [oam-p ~| [ gqwery hone Define
e North American Cable Channels
DS, | CNCORERG | | ieeCotes] aiten| Ispntion] s s
Darhboard Granhs 10011 600 MHz| |E] |;4QAM 5056941
rET——— F1002 2 606 MHz|[E S40AM  5056.94)
ystum Sattings 1008 3 612 MHz| 5404M 5056841
L’:‘:"“‘”“" AnETa #1004 4  E18MHz Fcu?_ T T T2ax7 840AM 5058341
s ystem Upgrade 1005 5 624 MHz |EBIF 24%7  G40AM  S056.941
BewsEO 1006 & B30 MHZ [OCAP 2437  640AM  S056.941

1007 7  B38 MMz [DSMCC 24%7 B4QAM  S505E341

1008 8 642 MHz [BFS | 24x7  G4QAM 5056941

1009 9 G4BMHz [DSMCGZ | 2437 G40AM 5056941

1010 10 B54 MHz [DSMCC3 24%7 B4QAM  S0SE 341

1011 11 @80 MHz [HEO-1 24x7  B40AM  S0SE341

102 12 GEBMHZ [HBO-2 | 24%7 GAQAM  S0S6.941

103 13 E72MHz [HBO-3 | 24%7 GAQAM  S056.941

1014 14  67BMHz [HBO-4 | 24x7 E40AM 5056341

1015 15 684 MHz [HBO-S 24%7  B40AM  S0S6941

F1016 15 e90MHz [HBO-6 | 24x7 ©4QAM  S058.341

Save AF Setlings |

5405

Figure 418: RF Input Connection drop-down menu

2. Click Save RF Settings when finished.

To define/edit import settings for an RF configuration.
Note: Not available on Sentry Edge III-S and Sentry Edge I1I-T.

The following steps are for working with an already existing RF configuration where you are changing the
settings for the selected configuration.

1. Select Define in the far right hand column.

[] Henrik Testl None I Define i
— e —
[[] Henrik's Testl Nane Define
Import Headend filter Hourl Edit
Y
[] IPS Tunable None Define

Figure 419: Defining RF configurations
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2. On the resulting page, complete fields as necessary in the Import Settings section.

Welcome to Sentry Edge ll, Administrator [ Logout ]

August 30, 2012 09:32:05 AM PDT

e S ———
Import Settings
telp
RF Configuration Name: QAM-B
Modulation: 2660QAM -
Configure Symbol Rate 5000
Alerts Schedule: 24x7 ~

Pragram Groups

Pragram Mappings I

Port Names Filter Options
Stream Capture In order to filter the import, you may specify any column name that exists in your import file and give it a value.
Schedules

Dashboard Graphs
MPEG Input Settings
System Preferences
System Settings
Import/Export Settings

Column Name: Value:

@ Import Remote Configuration {URL):

Users _ Import Local Configuration: Browse._
System Upgrade
Power Off
l Cancel I Import Now I

Import Schedule Information
_ Do not schedule this RF Configuration
@ Schedule this RF Configuration

Temporarily suspend scheduled imports: [

Import Scheduling Frequency: Hourly ~
Every 1 hour(s)

© No end date

-

T (mm/dd/yyyy)

054024

Figure 420: RF Configuration Input screen

® RF Configuration Name
The unique name of the configuration being used.

®  Modulation
The desired modulation type (64 QAM, 256 QAM, etc.).

®  Symbol Rate
A parameter of the receiving demodulator that needs to be set accurately in order to properly
demodulate the signal. These demodulation parameters should be provided by the manufacturer
of your modulation equipment.

®  Schedule
Specifies the monitoring schedule for this RF configuration; normally this will be 7x24 but it can
be customized.
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Filter options -

Column Name

The name of the column in your existing spreadsheet which needs to be renamed to match one of
our supported column names (Tuned Channel, Frequency, MPEG Source # or Source Name) for
the import to work correctly.

Value

The value you want the column to be re-named to (Tuned
Channel, Frequency, MPEG Source # or Source Name).

Import configuration (URL)

The URL where the configuration is located. For use with a shared file server where there exists
a preconfigured CSV file formatted with columns for input into the Sentry (Tuned Channel,
Frequency, MPEG Source # or Source Name). Sentry Edge supports HTTP or FTP.

Import Local Configuration

Allows you to browse your local hard drive for the configured CSV file to be imported.

NOTE: Select the Help button to view options for column names as shown below.

You may import a RF Configuration from a remote .csv (comma separated values) file specified by a URL.
The current import requires that the following column names exist in the file:

[Tuned Channel] - (RF Channel)
[Frequency] - (RF Frequency)

[MPEG Service #] - (Program Number)
[Source Name] - (Program Name)

Figure 421: Online help column names

ed

When finished, select Import Now.

If you wish to schedule this configuration, proceed to the 7o update the schedule/import
schedule information section in this manual.

If you do not want to schedule the configuration, select Do not schedule this RF
Configuration and then Update Schedule.
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Update the schedule/import schedule information

1. After you complete the Import Settings configuration, if you wish to schedule the import, select the
checkbox for Schedule this RF Configuration.

2. Select the frequency to update the configuration from the Import Scheduling.
a. Frequency drop-down menu (Hourly, Daily, etc.).

3. Enter the desired frequency time frame (1 hour, 2 hour, 1 day, 2 days, etc).

4. If applicable, set the Import Schedule end date. This is used when an import location is temporary
or if you do not wish to continue automatic updates after a certain period.

5. Select Update Schedule.

—_— e,

e flane T R i Jg—
System Upgrade S — Cancal I Import Now I"—~—_7_4i
Power Off

Import Schedule Information
Do not schedule this RF Configuration
® schedule this RF Configuration

Temporarily suspend schaduled imports O

Import Scheduling Frequency: |Houry [¥]

Every |1 hour(s}

@®No end date

5] (mm/ddivyyy)

Update Schedule

pyright © 2004 2010 Mixed Sic

Figure 422:"Imp0rt schedule information
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Import a configuration from a CSV file

1.
respective fields.

2. Select the Import Now button from the RF Configuration Details page.

3. Select Help to view the guidelines for the file format.

RF Configuration Import

August 30, 2012 09:32:05 AM PDT

Import Settings

RF Configuration Name:

Modulation:
Y Symbol Rate
Configure Y
Alerts Schedule:

Program Groups
Program Mappings
Port Names
Stream Capture
Schedules

Filter Options

Welcome to Sentry Edge I, Administrator [ Logout ]

In order to filter the import, you may specify any column name that exists in your import file and give it a value.

Help
QAM-B
256QAM ~
5000
2UXT -

@ I tR te Confi t URL):
e s @ Import Remote Configuration (| )

Users ‘) Import Local Configuration:
System Upgrade
Power Off

_— “ ©rhedule Information
-

Figure 423: Importing configuration
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Value:

Dashboard Graph Column Name:

MPEG Input Settings
SystemPreferen\——--—-.—-.—_.—._.—-—_.._..._._..._..._..._._.._.._....__.
System Settings N‘ =

*his RF Configuratiome=""

—
Browse .. _J
Cancel |I Import How |
o
_4—"-
g— -
./"
64025

Select Import Remote Configuration or select Import Local Configuration and fill in their
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To schedule an import
Scheduling an import will cause the import to look for the file and then change the configuration based on that
systems failure.

1. Complete the field for Import Remote Configuration (URL).
2. Complete the Import Schedule Information section.

3. Select Update Schedule.

__purSEEGE e
System Settings O Import LEEaTtmﬂﬁ_/i ""-——--Eﬁf"

Import/Export Settings

Users
System Upgrade Cancel I Import Now |
Power Gff

Import Schedule Information
Do not schedule this RF Configuration

@ Schedule this RF Configuration

Temporarily suspend scheduled imports: [

Import Scheduling Frequency: | Hourly ||

Every |1 hour(s)

@ No end date
o & (mm/ddivyyy)

Update Schedule

3054004

Figure 424: Completing the schedule information
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View/edit RF configuration details

1. Click on any of the names in the RF Configuration list.

I [] Henrik Test] _\I MNone Defing
I [] Henrik's Test] None Define
I [ Import Headend filter Hourly Edit
I [J IPS Tunable _J MNaone Define
4005

Figure 425: RF input connection

2. From the resulting page, you can change the Channel number, Frequency, Channel Name,
Modulation, and Schedule for each individual RF frequency that you wish to monitor.

Welcome to Sentry Edge ll, Administrator [ Logout ]

August 30, 2012 09:35:13 AM POT
Add | _import | Apply to Selected: _Apply |
Part (Channel) Frequency Port Name Modulation Symbol Rate (KBauds)
m 256QAM w 5000 24x7 w
1 800 MHz 256QAM ~ 5360.537 24x7 -

D 2 808 MHz 808 256QAM ~ 5360.537 24x7 -
Configure
Alerts ] 3 816 MHz 816 2560AM ~ 5360.537 24x7 -
Program Groups B 4 824 MHz 824 2560AM ~ 5360.537 24x7 -
Program Mappings
ilrminde B 5 832 MHz 832 2560AM ~ 5360.537 24x7 ~
Stream Capture [l 6 840 MHz 840 256QAM ~ 5360.537 24x7 ~
Schedules
Dashboard Graphs B 7 848 MHz 848 2560QAM ~ 5360.537 24x7 ~
MPEG Input Settings B 8 856 MHz 856 2560Q0AM ~ 5360.537 24x7 ~
System Preferences
System Settings
Import/Export Settings @ Name Configuration: QAM-B
Users
System Upgrade © Save Configuration As: QAM-B (Copy)
O i Cancel I Save |

Figure 426: RF configuration details

3. Check the boxes to add or remove services. The Import box will take you to a different page for
bulk import.

4. Select Cancel or Save when finished.

Change the schedule

Select the predetermined monitoring schedules from the drop down menu. The default is 24x7 but you may
customize this to fit your needs.
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Configure port names for a channel

1. You may change the port name from the MPEG Input Settings page at any time by clicking in the
Port Name field and entering the desired name.

2. Select Save RF Settings when finished.

—RF Input Settings
© Combine Inputs ® separate Inputs Hote: You have unsaved changes.
= H WRF 1
- W RF 2
Save RF 5Settings
@ e
Active RF Input Configuration: | MS| 2560AM All On - | QAM Standard:
I G I L T T
[#] 1001 GO0 MH| ECh-1 24 %7 E40AM 505684
[¥] 1002 2 BO06 MH © ECM-2 24 %7 B40AM 5056941
1003 3 612 MH|: ECM-3 24 %7 G40AM 5056947
1004 4 518 MH ECh-4 24 %7 E40AM 505680
1005 5 524 MH . EBIF 24 %7 E40AM 505694
1008 ] B30 MHL OCAP 24 w7 B40AM 5056947
1007 7 636 MH| DSMCC-T 24 %7 540AM 5056947
1008 2 542 MH, BFS 24 %7 E40AM 505684
1009 9 648 MHE (DSMCC-2 24 %7 B40AM 5056947
1010 10 634 MH| DSMCC-3 24 w7 G40AM 5056947
101 11 GEQ MHp HBOA1 24 %7 E40AM 505680
1012 12 GEE MHY HBO-2 24 %7 E40AM 505694
1013 13 672 MH| HBO-3 24 w7 B40AM 5056947
1014 14 678 MH|: HBO-4 24 %7 G40AM 5056947
1015 15 B84 MH HBO-S 24 %7 E40AM 505680
1006 18 590 MH HBO-& 24 %7 G40AM 5056894
3054067

Figure 427: Configuring port names
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Configure schedule summary

The Schedule Summary page shows the schedule Type (Absolute/one-time, Daily, Weekly) and the Delete,
Create schedule buttons.

Schedule Summa

Schedils Samsary

" Type

O Absolute 10.21:3:35(3 eming)
[0 Dy 11:30p fior § min
regram Groups O Daly ! i

rogram Mappirgs [0 Absolute §/10 %94 .123/31 1)
Fort Names O Dwaily 9304 far 3 min

[BFS Sethngs =
4 Cue Testings [ Cally 235 for 3 min

o e, Tl [0 Craily At 3:30ifgr 3 min)

m_) 0] Dally  Ar 3:45¢or 10 min)
e et L TN S At 4:10ifar 1

vinam Setings [0 Craily 1 i min
mpart/Export Sektings D Doaity ..L......'q_.._.._..._._..l'.' 4. 40(for 4 min
fErg D \JI'.“‘EI"' Fﬂdi}’_ Salfor 8 mingl
ystam Upgrade L 4

g Dt . 0 Daiy  lssuedddd

""!rili""u'i' //—"— ', ‘__ _...--"""'"..

Figure 428: Schedule summary
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Create a new schedule.

You can use the schedule you just defined with the MPEG Input Settings to set the RF monitoring
schedules.

1. Select Create.

Welcome to Administrator [ Logout ]

Schedule Summa

o] o |

Schedule Summary

O Absclure 10.21:3'35(3 ming
Configure O Daily 11:50p for 5 min

e ... ~[7] Daily 12 2‘35 for 5 migee" T
T = _____,_.--"""

Figure 429: Creating a new schedule

2. Select the Schedule Type (Daily, Weekly or Absolute/one time) from the drop-down menu.

» Administrator [ Logout ]

Schedule Detail

Configure
&lerts

pl‘ﬂl: ram Groups
Progran Mappings & Name the Schedule:

Part Names Cancel |  Save Schedule |
SFS Settings

ad Cue Settings

Stream Caplure

Figure 430: Schedule detail

No schedule configured
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3. Select Add Range.

Cancel | Add |

‘ [hh:mm:ss) thh-:mm-ss)

Figure 431: Daily time range

sundey [
W {hh:mm:ss#’—kf) (hh:mm:ss)

Cancel | Add |

Figure 432: Weekly time range

| movad/yy | [ mm/ddrvvy)
(hh:mm:ss) (hh:mm:ss)

Cancel | Add |

Figure 433 Absolute time range

4. Fill in the required fields and select Add.

5. Add as many ranges as needed by repeating until done.

6. Seclect Name the Schedule and enter a name in the entry box.

7. Click Save Schedule.
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Operating basics
Reports

All reports can be supported in Sentry Edge/Edgell/Edgelll, including QoE and Audio Loudness. See the
Sentry Series Video Quality Monitor User Manual for further details.

Current Status report

The Current Status report for all Sentry Series instruments allows you to customize and view a grouping
of ports/channels. For Sentry Edge, the terms Channel (Ch#) and Port are interchangeable.

Weicome to Sentry Edge I, Administrator [ Logout ]

August 31, 2012 02:05:52 PM POT

Group 2 Group 2 Group My Group &2 edit Group Deselect Al
100-R L6-RF} J[e32-RF1L J[es0-RF1L J(ese-re1 J(ese-E1 ]

Sort by: Status -

Provider Name: Aute -

Reports

Programs Results per page: 10 L
Emg‘am Elams Refresh

Data Detect

Program Statistics

Program Dashboard Displaying programs 1to 8 of 8

rogram Growps LTI o —
Current Status

Por/Che | Name Kame

"

Program Status

[image size: ERCIEY  Bivate Alert Cot Status | Asen
Data Detect

. No Name E

R— 1001: 800-RF1 3 D 1.987Mbps 0  EECNTEEE o
Transport Status
ETR-290 Status
RF Stats —_—
Alerts 1002: 808-RF1 3 No Name 2 1.998Mbps O o
Alert History
Alert Analysis
Program Alert Defs

1003: 816-RF1 3 D Nolame 1.981Mbps O o

1004: 824-RF1 3 D Ho Manse - 1.987 Mbps 0 P ors) |

B Nl S0S2Mbas 0

3356‘029
Figure 434: Current Status overview

Port / channel numbers

The Port / channel numbers are named depending on which RF connector is carrying the signal. The ports on
the RF1 connector are numbered 1000 + the channel number (i.e. 1001, 1002, 1003, etc.). The ports on the
RF2 connector are numbered 2001, 2002, 2003, etc.

~ Group Group 2 Group 3 Group 4 My Group EZ Edit Group
E_SW_EI - Resel | (modified) Bt o (Channel 4 E24MHz)
R —
3064030
Figure 435: Port / channel cut away
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Program Detail report : Tuning information
®  Avg Length
Average tuning length.

®  Avg Time Between
The average time between tuning.

®  Last Tuned in Period
The last time the channel was monitored

Reports: Program Detail

December 7, 2010 10:55 AM PST

© From: 120072010 | ) To: [12007/2010 | {5} tmmetyyyy) B o1 ot for maie biacic ] P10 ot fer zeme tme
95558 AM | @ 105558 AM | (@) thhvmm:ss] []no aseerorm remevee [ ne dars/ero remoues for zome bme
@® (or) |1Hour v Im-. cutages Im: RF lack
1 block = 00:02:00 (hr:min:sec)
ZoomIn | Reset View | eeLink | Zoom Out
_Refresh_ |

Discontinuities/S Sec.
Max Avg Total

#10: x195MHz 0 149 D No Name 3.013 Mbps 0 o] a

¥ other Program Information

ISID Pgm Avg Bitrate Bitrate History

N LBNL e (e B . L s, L S
PMT PID: 56 Cycle time: 124 ms
| Tuning Information Avg Length Avg Time Between Last Tuned in Period
| 4.4 seconds 7 minutes, 24 seconds Today 10:48:44 AM PST
e
54014

Figure 436: Tuning information
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Program graph options
Bitrate graphs will always be present. Other graphs may not be available depending on chosen module license
and data availability. Green areas on the graph indicate where Sentry Edge was tuned and monitoring.

Bitrate for program number: 149

P

§2d

Mbps

<

Today
10203123 AW PST

Todana
18:83:33 AN PST

Today
10113244 AN PST
Time Range

Today
10:18:55 AN PST

Teday
10:24206 AN PST

054015

Figure 437: Bitrate graphs with green lines

" Audio Volume levels will only be present if the program is unencrypted.

®  QOE graphs will only be present if the program is unencrypted and the optional QOE license

has been purchased.
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RF Stats

RF Stats allows you to create a summary report of each of the monitored RF statistics for each monitored RF
Channel/Frequency. From this report, you may then generate graphs on each of these statistics for visual trend
analysis.

Reports: RF Stats

) From: | | @ To: |1 | [ tmmiedirery]
(14416 PM | (D [02:44:16 PM | () thhimm:=s)

@® (or) [ 1Hour v

Sort by: Port/Channel Mumber M

Signal Strength Units: |dBmY ¥

Refresh

[ ] o | Forttome | ot iy o
)

1903 903 RF1-RFL 903 MHz l:l 12.29dBmV 12.29 dBmV 12.29 dBmV 41.90dB 41.90 dB 41.90dB 2.14E-10 2.14E-10 2.15E-10 0.0/sec 0.0/sec 0.0/sec 38.92 dB 38.92dB 38.92dB
1909 909 RF1-RF1 909 MHz 11.88 dBmV 11.88 dBmV 11.88 dBmV 41.45dB 41.45d8 41.45d8 1.25E-10 1.25E-10 1.26E-10 0.0/sec 0.0/sec 0.0/sec 38.54 dB 38.54dB 38.54 dB
2903 903 RF1-RF2 903 MHz 12.42 dBmV 12.97 dBmV 13.32 dBmV 40.64 dB 41.13 dB 41.64dB 0.00E+0 3.17E-9 2.52E-7 0.0/sec 0.0/sec 0.0/sec 37.53 dB 38.25>dB 38.63 dB 0.72%
2909 909 RF1-RF2 909 MHz 11.98 dBmV 12.76 dBmV 13.40 dBmV 40.37 dB 40.76 dB 41.14dB 0.00E+0 8.33E-9 2.99E-7 0.0/sec 0.0/sec 0.0/sec 37.31dB 38.06dB 38.55dB 0.73%
2915 915 RF1-RF2 915 MHz 11.75dBmV 12.61 dBmV 13.21 dBmV 35.49dB 38.42 dB 39.91d8 0.00E+0 6.37E-9 2.95E-7 0.0/sec 0.0/sec 0.0/sec 33.73dB 36.20d8B 37.76 dB 0.80%
2921 921 RF1-RF2 921 MHz 12.22 dBmV 12.62 dBmV 13.20 dBmV 40.53 dB 40.75 dB 41.21dB 0.00E+Q0 7.80E-10 6.54E-8 0.0/sec 0.0/sec 0.0/sec 37.21dB 38.00dB 38.56dB 0.73%

0.74%

35.03d8 37.77dB 38.36d8

2922 927 RF1-RF2 927 MHz 12.31dBmV 12.65 dBmV 13.26 dBmV 40.37dB 40.72 dB8 41.09d8 0.00E+0 1.58E-7 2.29E-6 0.0/sec 0.0/sec 0.0/sec

0.74%

36.54d8 37.57dB 38.41d8

2933 933MHz-RF2 933 MHz 12.44 dBmV 13.25 dBmV 13.71 dBmV 38.88dB 40.40d8 41.10d8 0.00E+0 1.71E-9 1.08E-7 0.0/sec 0.0/sec 0.0/sec

0.73%

37.27 d8 38.11dB 38.49d8

0.00E+0 7.81E-9 5.30E-7

12.26 dBmV 40.78d8 41.11dB 41.35dB 0.0/sec 0.0/sec 0.0/sec

2934 939MHz-RF2 939 MHz 13.34 dBmV 14.17 dBmV

0.71%

37.30dB 38.17dB 38.74 dB

12.12 dBmV 14.10 dBmV 41.74dB 0.00E+0 3.00E-9 3.33E-7 0.0/sec 0.0/sec 0.0/sec

N/A N/A N/A N/A N/A NJA N/A N/A N/A N/A N/AON/A O N/A O NJA N/A NJA

40.82 dB 41.25dB

2935 945MHz-RF2 945 MHz 13.03 dBmVv

aaalaaaaaaay
H
%EEEEEEEEEE
=

0000000 O0OBDO

2963 test-RF2 963 MHz

(] e e o o o [

Select Graphs:| ) Signal Strength | CNR [ Pre-RS BER [ ) Post-FEC erred TS packets [ IMER [JEWM [ Carrier Offset ¥

Graph Selected Rows

Figure 438: RF Stats overview page
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Constellation Diagram
Note: Not available for Sentry Edge and Sentry Edge III-T.

A Constellation Diagram is a representation of a signal modulated by quadrature amplitude modulation

(QAM).

This diagram displays the signal as a two-dimensional scatter diagram and can be used to recognize the type of
interference and distortion in a signal.

From the RF Stats page, select the Constellation box for the RF channel you wish to diagram.

Reports: RF Stats

014416 PM | () 02:44:16 PM | (<) (hhimm:ss)

® (ar) | 1 Hour v |
Sort by: |F‘0rthhanneI Number v
Signal Strength Units:

Refresh I

D e R

1903 903 RF1-RF1 903 MHz

2.29 dBmV 12.29 dj

[ uP |

[up | 1.88 dBmV 11.88
2903 903 RF1-RE2 903 MHz o 2.42 dBmV 12.9

[ uP |

[ uP |

]

1909 909 RF1-RF1 909 MHz

2909 909 RF1-RF2 909 MHz

1.98 dBmV 12
1.75 dBmV 12

2.22 dBmV

2915 915 RF1-RF2 915 MHz

O O0OO0Oo0oo

2921 921 RF1-RF2 921 MHz

RF1-RF2 927 A .31 dBmV

Figure 439: The Constellation boxes

The resulting box will appear.

364 Sentry User Manual
January 2019



Sentry User Manual

BOF AF1-RF1 Wed Jun 11 2014 14:15:04 (POT) . *

Welcome to frontier-quall1-178, Administrator

-
Cenfguns ) Fraem: [ T 1o [ e | 7 & |2 = o # | sl om =8 w 5 @3
Reperts przzrm @ prizaim @oeesd | L L . L d v p |l e |wfelww|n
[ 1 Htur ]
8 lor] [ || #|F|a A IE AL AR RERNE AR IE BE”
Sart by: | PomjOnannel Kueber £ s j A @ |E i o |lw = o | oy A e -
Reparts. s'ﬂ""st""“u'u““’:!Jm B I T T I T T T T R O A A
| Programs
[Currant Saaten
| Fragram Status
Date Dot
A ot Inte =t

Frogram Statistics. — —
Pregram Dasnbsard | Adart] PonChe Fort Namae

8 & ]
' . 1903 903 AFI-AF1 %03 MHz
Corant States [~ -4 1909 909 RF1-RF1 509 MHz
Pregram Sttus
a,,_';‘,: g« 2903 903 RF1-RF2 S03 MHz
4 e i o« 2909 909 RF1-RF2 909 MHz m
Bandwidih
Thussrsi Wall g ¢ 2915 915 RFL-RF? 915 MHz m
[ e— o« 2021 921 AFI-RF2 921 MHz m
PHNRpS g« 022 9T WFL-RF2 927 MHZ m
ETR-I50 Statun
B 2033 933MHz-RF2 933 MHz m
:::‘::‘-;ﬁ"fl B 2034 9IOMHZ-REZ 939 MHz m 12.57 dimv 13.66 demV 14.32 dBmVv 40,97 dB 41.15 98 41.36 dB 0.00E+0
o # 2035 S45MHz-RF2 §45 MHz m J 12.38 dBmV 13.41 demW' 14.25 dBmV 411148 413698 41.64 dB 0.00E+0
Carmunes S22t o 2963 test-RF2 963 MHz L Y NiA MIA HIA NiA M/A iR
[ CCAR Stabus
:;ff;;“ Select Graphs:| ¥ Signal Strength  [TCNR (IPre-RS BER ¥ Post-FEC erred TS pockets [JMER [JEVM  ([ICarrier Offset
il Lt
iz i Graph Selected Rows.
| Alarts
e Y
| Mt Arabysis — —
|Program Alert Defs an

11.98 dBmV
12.60 dBmv

11.98 dBmvV
13.35

11

Figure 440: The resulting constellation diagram
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Frequency Domain Graphs

Frequency Domain Graphs allows you to graph the ranges of each of the statistics for all of the frequencies at
once.

Select Frequency Domain Graphs from the Reports menu.

Welcome to 192-158-99-135, Msiadmin [ Logout ]

September 16, 2016 05:32:06 PM EDT

© From: erne201e [ To: fosriarzate [ (mm/ativvn) lM‘ R Itﬁlfonnectlon:
prsny O s Qe T . cncce SRt
© (or) | 1Hour - : 7 RFIL1-2
From: 561 MHz To: 718 MHz
Reports Signal Strength Units: dBmv <
P _Genorato Graph | _Gonerato PDF |
Program Status
Figure 441: Frequency Domain page
1. Select the desired time range.
2. Select Graph Types.
Signal Strength
CNR
) Pre-RS BER
] post-FEC erred TS packets
a
EVM
[ carrier Offset
Figure 442: Select the statistics to graph
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3. Select the RF statistics you want to graph. In this case, CNR was already selected and Signal
Strength and EVM were added.

NOTE: Ifyou select to graph Signal Strength, select dBmV, dBm, or dBuV.

4. Select Accept.

Input Connection:
All
RFII 1-1
RFII 1-2

Figure 443: Select the Input Connection and Generate Graph

5. If there are multiple input connections, select the connection you want from the Input Connection
box.

6. Seclect Generate Graph to refresh the graphs on the screen or Generate PDF to generate a PDF file
with the graphs.
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7. Generate Graph will produce the following:

Input Connection : RF2 v

Generate Graphl Generate PDF|

Legend: O Min @ Avg O MaxHFrequency Status: @ Locked @ Failed to lock

Scale graph Refresh Signal Strength(dBmV)
20
15
E
Ewo
o
5
0 T T T T T T T T T T T
903 909 a15 921 927 933 939 945 951 957 963
* L] L] * [ ] * * * L]
MHz

Scale graph Refresh CNR

48
36
@ 24
12
0 T T T T T T T T T T T
903 09 @15 921 927 933 939 945 951 957 963
L ] L] L] L] L ] L ] L ] L]
MHz
Scale graph Refresh EVM
14
10
g 0.7
0.3
0.0 T T T T T T T T T T T
903 09 a15 921 927 933 939 945 951 957 963
* L] L] L] * * * L]
MHz

Figure 444: Frequency Domain graphs

NOTE: The Scale Graph option allows you to zoom in for a higher resolution view on the vertical scale

of the graph.
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Status
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Figure 445: System Status overview

Tuner status

Tuner Status is specific to the RF Tuning. It displays the current state of each tuner and allows
you to park one of the tuners on a specific frequency. You also have the option to park both of the
tuners on a specific frequency, as long as they are not both on the same frequency. Tuner Status
also shows if the unit is contained within the round robin.

System status
System Status shows if the Engine and the NTP Status are UP or DOWN and what percentage of the

database is in use.

Device status
Device Status shows if LAN 2 (the web interface) and the RF are UP or DOWN.

Data activity status
The Data Activity column shows status types specific to RF tuning:

Up
A tuner has successfully tuned to the frequency and is receiving an input bitrate

Down
A tuner has successfully tuned to the frequency, but is receiving no input bitrate

Paused

A particular frequency is not in the round robin queue.

This status is the result of one of two scenarios.
1. Either all of the tuners in that tuning pool are parked on other channels or;
2. The channel/port is not scheduled.

No lock
A tuner is attempting to tune the specified frequency but is unable to obtain a lock on that frequency.

Check to make sure the frequency is a tunable one.

Pending
A tuner has begun to tune the channel/port but has not yet collected enough data to display.
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Park a tuner for a set amount of time

1. Select Park for the tuner you wish to park.

Welcome to Sentry Edge ll, Administrator [ Logout ]

August 30, 2012 09:47:51 AM POT

System Status f Tuner Status -- 0 Parked ]
E Engine Status: \l* Input Connection 1 —- Tuner 1 = |
m NTP Status: m Park Ec;) Round Robin. ‘ |
Database Used: \
\lAlnpm Connection 1 -- Tuner 2 1 |
| Park [c;) Round Robin. r |
Device Status \_—____________J
e ey [ Input Connection 1 —- Tuner 3 \ ‘
RE Park [(:) Round Robin. i
Input Connection 1 -- Tuner 4
Park Ec;) Round Robin.
Data Activity Status
Current total input rate: 0.000 bps

Input Connection 1 -- Tuner 5

. o

Current Input Bitrate Tuning Info (Las

\

Avg Time Between

m— = p—

Figure 446: Selecting a tuner to park

2. You will see the following confirmation message:

Tuner 1

|Se|ectChanneI [1]

(®) Park For:

5 min

() Park Until:

I

Time:
| @

Cancel | Park |

I

Figure 447: Selecting the Park For option
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Dlatrann U | o=l e | e Creds Today 025423 AN POT _J
T O S S BSAJ Y  F
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Do Stalus
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Figure 448: The parked tuner

3. Select the Channel you wish to park.

4. Select the amount of time you wish to park the tuner for or select the date and time you wish to park
the tuner until.

5. Select Park.

6. Once it is parked, the tuner will show the following:
®  That it is parked

®  What channel is parked

"  For how long

" When the park was requested and when it will start and end

7. The unit will also show as parked in the Tuning Info Table below the Status information. All columns
are sortable.
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To park a tuner (alternate method)

There are several ways to access the System Status page to park a tuner. Here is another option:

1. From the Program Detail screen, click Additional reports focusing on this port to access the
drop-down menu.

" Welcome to sentryedgeii240, Msiadmin [ Logout ]

Reports : Program Detall

January 23, 2016 04:47:42 PM PST

1 From: |D1!2:3.«'2016 4 To: szarzms [Ta] tmmyddiyvyyy)
[oza7a2Pm () paazazem () (hhimmiss)
© (or) 1 Hour

Hﬂfmshl

Additional reports focusing on this port

Program Status for AMC-11 V DVB-S
QVC SD-HD

RF Stats for AMC-11 V DVB-S QVC
1: AMC-11 V DVB-S QUC SD-HD 1 |[aaaiied
Park AMC-11 V DVB-S QVC SD-HD
Transport Status for AMC-11 V DVB-S5
QVC SD-HD
. TR101/250 Status for AMC-11 V
' DVB-S QVC SD-HD
T N

eco
Figure 449: Program Detail drop-down menu

2. Select the tuner you wish to park.

3. You will then be taken to the System Status page to complete the process as described in the previous
To park a tuner for a set amount of time procedure.
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To park a tuner for a set amount of time:

1. Select Park Until.

2. Select the date you wish the park to end.
3. From the Program Detail screen, select the up arrow button to access the drop-down menu.

| Select Channel ... tl

O ParkFur:
Smin [

® Park Until:

February 2011 > X

Mo Tu We Th Fr Sa Su
1 2 2 4 5 8 @

7 8 9 10111213
(ancel | Park |

14[15]18 17181320
2122 23 24252627

28

Figure 450: Selecting a date
4. Select the time you wish the park to end.

03 [w ) 01 || 43 [w| | PM v | _Apply |’

Figure 451: Selecting the time

5. Select Apply.
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Appendix C: Acronyms

The following table contains an overview of acronyms that relate to cable network operations. Items in this list
are referenced in this document.

ANSI American National Standards Institute

ANSI/SCTE 20 Method for Carriage of Closed Captions and Non-Real Time Sampled Video
ASI Asynchronous Serial Interface

ATSC Advanced Television Systems Committee

A/V Audio/Video

AVC Advanced Video Coding

B Byte

BES Broadcast File System

CEA Consumer Electronics Association

CEA-708-B Digital Television (DTV) Closed Captioning specification
CGMS Copy Generation Management System

DBDS Digital Broadband Delivery System

DC Download Cancel

DHCT Digital Home Communications Terminal

DII Download Info Indication

DNCS Digital Network Control System

DNS Domain Name Server

DSM-CC Digital Storage Media Command and Control

DTV Digital Television

EIA Electronic Industries Alliance

EIA/CEA-608-B

EPG
FQDN
GigE
GUI
HDTV
IP
ISO/IEC

IT
iTvV
Kbps
LAN
LED
MB
Mbps
MIB
MPEG
ns
NTSC
NTP

Line 21 Data Services, a technical standard and guide for using or providing
Closed Captioning services or other data services embedded in Line 21 of the
vertical blanking interval of the NTSC video signal

Electronic Program Guide

Fully Qualified Domain Name

Gigabit Ethernet

Graphical User Interface

High Definition Television

Internet Protocol

International Organization for Standardization/International Electrotechnical
Commission

Information Technology

Interactive Television

Kilobits per second

Local Area Network

Light Emitting Diode

Megabyte

Megabits per second

Management Information Base

Moving Picture Experts Group

Nanosecond (one billionth of a second)

National Television Systems Committee

Network Time Protocol
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PAT Program Association Table
PCR Program Clock Reference
PES Packetized Elementary Stream
PID Packet Identifier
PMT Program Map Table
PSI Program Specific Information
PSIP Program and System Information Protocol
PVR Personal Video Recorder
QAM Quadrature Amplitude Modulation
QPSK Quadrature Phase-Shift Keyed
SCTE Society of Cable Telecommunications Engineers
SCTE 35 Digital Program Insertion Cueing Message for Cable
SDT Service Description Table
SNMP Simple Network Management Protocol
TCP Transmission Control Protocol
TCP/IP Transmission Control Protocol/Internet Protocol
TSID Transport Stream Identifier
URL Uniform Resource Locator
VBI Vertical Blanking Interval
VOD Video on Demand
XDS Extended Data Services
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Appendix D: Examples

Sentry allows you to address the following types of problems:

You want to find out if ad cue messages are reaching the ad splicer and if they have the correct times in them.

Select Reports: Ad Cue Info

Select time range.
Click Refresh.

For each Program of interest, view the Ad Cue info (shaded

areas between in and out points) for the selected time range.

Run the mouse over the insertion points to view details (in a
popup window): vant ID, Time, Direction

y

Click on the Program (Pgm) number for a list of the
events associated with the Ad Cue info. Verify times of
Active events since only Active events reach the Ad
Splicer.
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There is a new channel being launched and no video is being displayed. You need to find out if it is a table
problem or an encoding or provider problem.

Select Reports: Program Status

Select Sort by: Program.
Select time range from Current View:
(30 seconds to 3 months).

Click Refresh.

A4

View the Program
(i.e., Channel) of

y

Yes Video is present.
Click the Program (Pgm)

numher link

Is one of the PIDs
in the program of
type video?

Video is not present
in the stream.

The Program Detail View opens
for the selected Program.

You can view the history
and graph discontinuities
for the video PID only.
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Closed captioning is not working on a certain channel. You need to find out if it is or is not present.

Closed captioning
is not present.

Sentry User Manual
January 2019

Select Reports: Program Status

Select Sort by: Program.
Select time range from Current
View:

(1 minute to 2 months).

\ 4

View the Program
(i.e., Channel) of

y

Is there a Closed
Caption (cc) data

link adjacent to any
of the PIDs in the
Program?

Yes

Closed captioning is present.
Click the (cc) link.

The Data Detect Report opens
for the selected Program
and all types of Closed Caption Data.

A 4

You can see where Closed
Captioning data exists and
where it does not.
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Notices

Trademarks

Scientific-Atlanta, Scientific-Atlanta ARCS logo, and EXPLORER are registered trademarks of Scientific-
Atlanta, Inc. PowerKEY, DNCS, BFS, VCR Commander, and Tape ‘N View are trademarks of Scientific-
Atlanta, Inc.

All other trademarks listed herein are the property of their respective owners.
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